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(77 rmagent 1.0 == - X

Remote Nirror Agent for Database
Audit
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;opy'right (C) 2003-2005 Hector Mauricio Rodriguez Segura A~

This software is provided "as—is’, without any express or implied
warranty. In no event will the authors be held liable for any damages
arising from the use of this software.

Permission 1s granted to anyone to use this software for any purpose,

including commerc1al applications, and to alter 1t and redistribute it .
~ B 0 "o '
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#8) Microsoft Visual C++ 2015 Redistributable (x64) - 14.. — X
Microsoft Visual C++ 2015
Redistributable (x64) - 14.0.23026

BRI RZ "
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(37 WinPcap 4.1.3 Setup — X

Welcome to the WinPcap 4.1.3
@ E Setup Wizard

This Wizard will guide you through the entire WinPcap
installation.

For more information or support, please visit the WinPcap
home page.

http: //www.winpcap.org

[

13, 7E3 I E i [T Agree) #24, W FE:

(37 WinPcap 4.1.3 Setup — %

‘ \) > License Agreement
\ & _Ln caP Please review the license terms before installing WinPcap 4.1.3.

Press Page Down to see the rest of the agreement.

“opyright (c) 1999 - 2005 NetGroup, Politecnico di Torino (Italy). A
Copyright (c) 2005 - 2010 CACE Technologies, Davis (California).

Copyright (c) 2010 - 2013 Riverbed Technology, San Frandsco (California).

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.
2. R_edistributipr_ms in tginary fo_rm'must reprpdu_ce the above copyfight notice, this _Iist of w

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install WinPcap 4.1.3.

< Back m Cancel

14, 73 E D05 [Install] #2241, 40 K-

14 U1 332 0
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(77 WinPcap 4.1.3 Setup -

‘ K) 3 Installation options
\ 4 _[ ﬂ caP Please review the following options before installing WinPcap

4.1.3

Automatically start the WinPcap driver at boot time

< Back Cancel

15, %% [WinPcap] F2F5¢ 8, it [Finish] %41, T HE:
(39 WinPcap 4.1.3 Setup —

Completing the WinPcap 4.1.3
II ) Setup Wizard

WinPcap 4. 1.3 has been installed on your computer.

Click Finish to dose this wizard.

Back Cance
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V| ~ | rmagent

- O X
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W =g linux64
" | install.sh 2

@ = | rmagent
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= BR
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=SS
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5. IR IEJE ) Agent F2/5 3C4F9¢, Wiz 1T [Rmagent Setup.exel XA, 7E#H [Installer

Language] & 1 iy [OK] %41, 0 TFI:

Installer Language

K Please select a language.
2

Chinese (Simplified) / Hanyu (Jiantizi) v

Cancel

6 #H [rmagentl.0 Z%%]) &0, fidr [F—2]1 &4, wrE:

(J? rmagent 1.0 =&

— X
Remote Nirror Agent for Database
Audit
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(J7 rmagent 1.0 =&

- X
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TEZEE rmagent 1.0 ZRI: HRIEIEIRER - (‘J
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bopyright {C) 20032005 Hector Mauricio Rodriguez Sezura A~

This software is provided "as—is’, without any express or implied
warranty. In no event will the authors be held liable for any damages
arising from the use of this software.

Permission is granted to anvone to use this software for any purpose,
including commercial applications, and to alter it and redistribute it

MFIrESHRRIER. 8E [EEE(D] é&ﬁﬁ%o PNEES WA E R
rmagent 1.0 o

< E—%0) | BESD BUH(C)
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| ‘\Users'work\AppData\Roaminz\rmagent | S (B). ..
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BIFZSiE: 55. 8GB

Hullsoft Install System v3. 01

<CE—$0) | FED BUH(C)
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#8) Microsoft Visual C++ 2015 Redistributable (x64) - 14.. — X
Microsoft Visual C++ 2015
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ﬁ,‘ Microsoft Visual C++ 2015 Redistributable (x64) - 14... — X

Microsoft Visual C++ 2015
Redistributable (x64) - 14.0.23026

pra=122%

12, #H [Npcap) 3% M, iy [TAgreel %4, W FE:

(57 Npcap 0.93 Setup - X
License Agreement

Please review the license terms before installing Npcap 0.93.

Press Page Down to see the rest of the agreement.

NPCAP COPYRIGHT / END USER LICENSE AGREEMENT

Npcap is a Windows packet sniffing driver and library and is copyright
(c) 2013-2016 by Insecure.Com LLC ("The Nmap Project”). All rights
reserved.

Even though Npcap source code is publicly available for review, itis

not open source software and my not be redistributed without spedal

permission from the Nmap Project. We fund the Npcap project by

selling a commercial license which allows companies to redistribute v

If you accept the terms of the agreement, dick I Agree to conh.le. You must accept the
agreement to install Npcap 0.93.

Cancel

13, fEFRHA % /4% [Install Npcap in WinPcap API-compatible Model, /il [Install] %41,

LIRS

21 0 332 W
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(77 Npcap 0.93 Setup _ %

Installation Options
Please review the following options before installing Npcap 0.93

Automatically start the Npcap driver at boot time
Support loopback traffic ("Npcap Loopback Adapter™ will be created)
se DLT_NULL as the loopback interface' link layer protocol instead of DLT_EN10MB
[JRestrict Npcap driver's access to Administrators only
[] support raw 802. 11 traffic (and monitor mode) for wireless adapters
[]support 802.1Q VLAN tag when capturing and sending data %

[ Install Npcap in WinPcap API-compatible Mode

Mullsoft Install System v2.51 -

< Back Install Cancel

14, fEF IS My [Next] 128, QR &:

Installation Complete
Setup was completed successfully.

Completed
Extract: Insecure-SHA1.cer A

Qutput folder: C:\Users\work\AppData\Local\Temp

Extract: Insecure-EV.cer

The cache in driver store was deared

The npcap service for Win7, Win8 and Win 10 was successfully created

The npf service for Win7, Win8 and Win10 was successfully created

Starting the npf driver

Starting the npcap driver

Finish setting system restore point: Before installation of Npcap 0.93

Completed v

Mullsoft Install System v2,51 -

< Back Cancel

15, %% [Npcap) FEF5€/, midi [Finish]) %41, W FA:

%22 00 3t 32 W
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() Npcap 0.93 Setup —

Finished
Thank you for installing Npcap

Npcap h%been installed on your computer.

Click Finish to close this wizard.

(1]
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= BR =] stop_rmagent 2017/6/5 15:25 1KB
B o (® uninst 2017/10/31 16:45 REES 57 KB
3T 4 veredist 2015 x64 2017/6/5 15:25 =2 4231 KB
) 55 ) veredist 2015 x86 2017/6/5 15:25 = 13,446 KB
W =
e Windows (C:)
= DATA1 (D) [}
@ CD B:EF (E) HiS
o FsE
| rmagent - iBE& - O X
MR R|E) BXO0) ZENV) EEIH)
[rms]
server_host=192. 168. 232. 181
Hserver_port=9266

#device=eth?

Hdevice=tap0, tapl

#buffer_size=200

#queue_size=300000

fipcap, file=e:\0_Dovnload\rmagent. pcap
#pcag‘iile_num?lO

Hpcap¥huffer=4
looﬁback=1|

H#web_server_port=80
#nice=-20

18 HEFT R RE RS,

1.2.3.2 Linux 24 E

1.2.3.2.1 NHRGSHEEBEESFRIRE S

Lo AT SE S, g aF K S 8 m i FEd it /40, s (48971 - [Agent L],
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> [ F# Agent] Ebx, K.

=iA BRI = (2) &secadminv | @B

mEEHRE TETT RE 5T @4’“'@@@ * ¥

AgentEaIZEE [AgentExEE | SN BSHEFEDRIESEAgent, [ZFlinuxES.

[ AgentBREECE | AgentfZFFRTIERRSS RRRYIPHELE, BSZSWEIECE. WRECE, AgentiERATERAVEIES A KERLT.

2. RGEZHE (3R] &1, HXYWEE E3IFE T 3 Agent #2/F (Bl rmagent.tar.gz X)) &
A, ARG (e ] %6, T E:

=S BUREE R ER (ke W EE Pt =(2) asecadminv | ®iBH

ElE=:= ISERYXL-E% 22

oy

BIE [AgentaiEEE) MERSHIP

3. TEFLHA) [Agent BERE ] @ DM T EIE Agent FLF IR [P I, )5 AT UF
Y AL RGeS, A LR A, T
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AgentsREEE

1172.17.71.212 -
2 192.168.0.1

3 192.168.0.111 -

R

B R FEEECE Agent FEFHIIRS 28 5 80 FE H i RGAE R — A I, TSI P 1Y
Mok RO W], iR S = 8E i R G AER — A P 7 B AN AT @ AE R, S
i% IR 55 28 F A0 A Hi ko

B QURRRINEE Agent FRFF RIS A 1P Hhhl, & iH ARG A SRR RSS 2%
A Cp UG R
4. LA root I 1 T H 2R Agent FRFFHIIRSS 4%, ¥ rmagent.tar.gz SCIF AL BIRST 4%, IR
f i, N

[root@rsdsdf ~]# 1s

anaconda-ks.cfg 1install.log 1install.log.syslog mmagent .tar.gz
[root@rsdsdf ~]# tar -xvf rmagent_.tar.gz

v

./stop_rmagent.sh

./Rmagent_Setup.exe

./1inux64/
./11inux64/rmagent
./rmagent.1in1
./install.sh
[root@rsdsdf ~]# |}
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5. %5 install.sh SCHFSE MR, 40 R

root@rsdsdf “1# chmod 7?55 install.sh
root@rsdsdf “1# _

6. L% Agent F2/7, WFHE:

[root@rsdsdf “1#_ .- install.sh
start rmagent

start rmagent success
[root@rsdsdf ~1# ~C
[root@rsdsdf “1# _

7. JAZl rmagent, 41K

[root@mysql rmagentl# cd /usr/local//rmagent/
[root@mysql rmagentl# ./rmagent

[root@mysql rmagentl# §}

1.2.3.2.2 NARGEBEERELER—GRFSH

I FIHFSE RS, LB Rk S8R a G B ES i R%, md [4597)] - [Agent FH ),
—> [ F# Agent] Ebr, WTHE:

[l 5=

@R TR

®(2) &secadminv | ®iEX

2. RgiEshHH [$FER] @ H, HFWEESETFE 3 Agent #2/7 (HJ rmagent.tar.gz 1) &
A, ARG s [FE ) %4, K-

827 7332 W
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HMEEHRE  AgentBIE =R

i=on

TEEE [AgentEFEEE) EEREHP

sE siEEE ISERYCL L% X2

3. R [Agent FIZBACE ] & DA EAE Agent PP HUMRSTAs TP Huht, S5 At LA

mY e, dsmsesda, S URMY 28l rE:

AgentSFEEE

P
1172.17.71.212 w
2 192.168.0.1 &

3 192.168.0.111 B

92.168.100.88

192.168.100.89

Pt _

i

R

B R EEE Agent R HIIRSS 5 5 U P W TF RGUAE R — AN A, TSI A A
Wb BIRT, SRS 2 M 2R o o R GEANE R — A N R G EE I AN BEAT IS K, AN

R S5 A% A1 R

B OURAIRINEE Agent FE/F MUMRSS A8 1P Mk, RGO A XU Z RS 2%

HmatiT et

4. UL root FHl 7B 5 240 Agent REFF AU S5 4%, #F rmagent tar.gz SCIF EAE IR 5 &5, JFHsH

f 4, a0

%28 U1 4t 32 W
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[root@rsdsdf ~]# 1s

anaconda-ks.cfg 1install.log 1install.log.syslog mmagent .tar.gz
[root@rsdsdf ~J# tar -xvf rmagent_.tar.gz

v

./stop_rmagent.sh

./Rmagent_Setup.exe

./11nux64/
./11nux64/magent
./rmagent.1ini
./install.sh
[root@rsdsdf ~1z |}

5. %5 install.sh SCHFSE AR, 40 R

root@rsdsdf “1# chmod 7?55 install.sh
root@rsdsdf ~1# _

6. L% Agent F2/7, W FE:

[root@rsdsdf " 1#_.-install.sh
start rmagent

start rmagent success
[root@rsdsdf ~1# ~C
[root@rsdsdf “1# _

7. N rmagent ‘%3 H 3%, A VI gt #8120 rmagent.ini BC & SCHF, @ FE:

[root@mysql ~]# cd /usr/local//mmagent/
[root@mysql rmagent]# vi rmagent.ini [

8. FTFFH rmagent.ini X, FFAEHIGIMA—1T loopback=1, RE{rA7F, WTE:

server_host=60.205.188.19
loopback=1§

-- INSERT --
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9. # J3 rmagent. 51T /stop_rmagent.sh ¥} rmagent HEFE (5 11, 48 )5 BT /rmagent )5 3)) rmagent

B, WA

[root@mysql ~]# cd /usr/local//rmagent/
[root@mysql rmagentl# ./stop rmagent.sh
find pid: 1352, exe: /usr/local/rmagent/rmagent

[root@mysql rmagentl# ./rmagent
[root@mysql rmagentlz J§

1.2.4 Agent B BIEREM

Agent FEFFERINER: S8R S i RN M 1P, T8 Agent FEF IR 28 5 =548 2
1T RSl A IEE N 75 EAZ L rmagent. ini HHYT TP Hudik.

1.2.4.1 Windows &%

1. &2 [C:\Users\<H J' #>\AppData\Roaming\rmagent\rmagent.ini), ¥ server host —1T]

IP MBSO = 8l R o T RGOSR TP sk, ORAF SO, 40T

| rmagent - iBE& - O X
iHF) #|E\E) BXO) ZFEN) EEH)
[rms]

server_host=60. 205. 188. 19|
Hserver_port=9266
#device=eth?2 Di
H#device=tap0, tap
#buffer_size=200
Hqueue_size=800000
#pcap_file=e:\0_Dovnload\rmagent. pcap
#pcap_file num=10
H#pcap_buffer=4
#loopback=1
Hweb_server_port=80
#nice=-20

2. #JHE5) [rmagent] M5 . 19T [ARS) & #4s, & [Rmagent Servicel k%, #AE i
iy [EEsheRSY .

%030 73t 32 T
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BE N — O
M) EfEA) EE(V) EEIH)
| o= HrEl > =8 n
BREE (i)

Rmagent Service £} b wE
5. Remote Access Auto Con... FoOfH4FTHE | SEEE5|E—MNE2 DNS 53 N...
5 Remote Access Connecti... BEMEEITENE Internet EMTEMELNES... [EEET
5k Remote Desktop Configu.. EREEEERE(RDCS)HEES SYSTEM ERZ4..
Sk Remote Desktop Services fiFBFRLUZEATUEEEIERITEN. TESET..
&l Remote Desktop Service.. 5ti¥7A ROP EEEEEFIEW/ENEF/ED
£l Remote Procedure Call (.. RPCSS [R5SE COM ] DCOM RBRESZMESERE.. [EEET
& Remote Procedure Call (.. 7 Windows 2003 #] Windows 89FRBRESR , iTfE.. 1EEET

L Remaote Reqgistry

£ IRmagent Service

“y:nouting and Remote Acc...
&L RPC Endpoint Mapper

&} Secondary Logon

&l Secure Socket Tunneling ...
% Security Accounts Manag...
&l Security Center

&k Sensor Data Service

& Sensor Monitoring Service
% Sensor Service

k. Server

1.2.4.2 Linux &%

EREAFEEIUTEN LTHFEE. WRIER..

EEENUR NSRS EHERRS.

£21T RPC BOMRFLISEES. NRHERSREIL..

EAREETEERNERE. URHEREREL | =M.
SEER VPN SRR BN EEFEED..

ERLERSERERRSELES: T2k BERR(SA..
WSCSVC(Windows 250 BEMENFHESHE..

NEHMEESEELEE

VENEHMEESE | LATHE SN ESGNEARE. ..

QQHHH
bR R R

fw | T R

—HAETEESHEESNISENEESRE. B8%. [EEET
TN ENBEIMEN TG 160, ISESWERE.. TFFEq

1. 3 rmagent %3 H3%, A VI 4B #1200 rmagent.ini BC B U, W FE:

[root@mysql ~1# cd /usr/local//mmagent/
[root@mysql rmagent]# vi rmagent.ini [

2.7 7F rmagent.ini ST, K server_host FIMEAE SO = B8l Hi 1H R G RIS TP Hudik, SR8 )5 ORAT
VIR

server_host=60.205.188.19)

INSERT --
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3. H 3 rmagent. G317 /stop_rmagent.sh ¥} rmagent HEFE (5 11, 48 5 BT /rmagent )5 3)) rmagent
HRE, WA

[root@mysql ~1# cd /usr/local//magent/
[root@mysql rmagent]# ./stop rmagent.sh
find pid: 1352, exe: /usr/local/rmagent/rmagent

[root@mysql rmagentl# ./rmagent
[root@mysql rmagentlz J§

1. 3 FRE W

i 22347 Agent REFF FI AR 55 45 Ui I 45 8 THEAIE PR R IAAT SQL 1R A, IF L2 28 B UK S &
RABHREH RS, AERGHHIMER.

8032 01 4k 32 T



