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HfTerep 'temporary password' /var/log/mysqld.logBNAJEZEI—NENIZRTE

grep 'temporary password' /var/log/mysqld.log
2017-12-08701:40:21.482269Z 1 [Note] A temporary password is generated for root@localhost: Ej7Vx
#HEF7VXKEKF_, q B ARG 65

AR
mysql -uroot -pEj7VxKEKF_,q

(EBECERA T



#HE e TR EE AR A, T Hmysql
mysql -uroot -pEj7VxKEKF_,q

update user set authentication_string = password('Ej7VXKEkF_,q') where user='root' and host='lo

HEEJ7VXKEKF_, q B4y R0 B2 5 501 - 4 o R T

o mysqliKSEITICRIANERDTIE

vim /etc/my.cnf #Ym L B SO
skip-grant-tables=1 #7E[mysqld] FERINZ G PRAFIR H

systemctl restart mysqld #5 JEmysqlib e B SO AL
mysql #EM AT T HEHATmysql

#3552 Jn HRREAT BT R IB BSOS T A R AT
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mysql_secure_installation #E i AT HAT VI MG AL i &

Securing the MySQL server deployment.

Enter password for user root: #Him NEN, %L lifgrep 'temporary password' /var/log/
Change the password for root ? ((Press y|Y for Yes, any other key for No) : #e 5 droot H

New password:

#PEN, HE TR RASEG AT EIRM, I LLARIER N LA ]

Re-enter new password: HFIHIN— KA, [
Do you wish to continue with the password provided?(Press y|Y for Yes, any other key for No) :

Remove anonymous users? (Press y|Y for Yes, any other key for No) : #lRIE 2 H 2 (fzy | y2
Disallow root login remotely? (Press y|Y for Yes, any other key for No) : #A RV Ero
Remove test database and access to it? (Press y|Y for Yes, any other key for No) : #H55
Reload privilege tables now? (Press y|Y for Yes, any other key for No) : HILTE EHT AR PR 5

AR T I o S AR
mysql -uroot -pJUNyun@3218.com #IUNyun@3210. 3210 T L4 1) &R0 - 435 H

3. MySQLERIZE
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Bl
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4. FtpfERRAZE

mysql -uUSER -pPASSWORD -hIP
CREATE DATABASE <H#EFE44>;
CREATE TABLE <E#%> (<7FEH1> <EM1> [,..<FE4n> <HKn>]);
CREATE USER ‘'username'@'host' IDENTIFIED BY 'password’;

GRANT privileges ON databasesname.tablename TO ‘'username'@'host’
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o NginxBLEI 4 : /etc/nginx/nginx.conf , /etc/nginx/conf.d/

e TomcatE3® : /usr/local/tomcat/ --> /usr/local/src/apache-tomcat-8.5.23

o TomcatZRAMULER : /usr/local/tomcat/webapps/

o MySQLEUEEHSR : /var/lib/mysql

o MySQLECEIH : /etc/my.cnf

o BENQInXLAKMysqItBRSZERIF53% © rpm -ql nginx , rpm -ql mysql-community-server

6. HEBEH

o NginxHEBSR : /var/log/nginx/ error.log , /var/log/nginx/access.log
« MySQLHZEBSR : /var/log/mysqld.log
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systemctl start nginx

systemctl stop nginx
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/usr/local/tomcat/

service tomcat start

service tomcat stop
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/usr/local/java/
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MySQL

/etc/my.cnf

systemctl start mysqld

systemctl stop mysqld

hackersEfF Bk

T3 (i)

i
B

s | AR | EEAN
=Exn | EESAU

System created securit

e



o SIESEE

()

EREES

I

v EERRE

B ZmEZec

T FEEERDSIR

S TS
SRR Redis I
S5IREE MongoDB

@  ZHdEs HybridDg fo.
35032 =HybridDB for.

€3  ZEEE HBase

€3 FxinE ROC

REGE (a0 )

» ER(ZE)

EESEE (BA )

ZiE

o ONALNY
o EREEE
I
v EtEERRS
B =RsSEcs
¥ EEEEROS I
& RIS
TR Redis I
FEEZ MongoDB i
@  FEEE HybridDE fo.
FiiE EHybridDB for.
C)  =HUEF: HBase Bt

€3 Fi&iH=E ROC

FEGRE (%0 )

» (=)

HESHES (BA )

TR

PRSHRS v

RS ECS

ST NAS

v REES

RERRE

SRR

RERE

=&

v mEEe

=28
=R
SHEP#E VPC

3B 1P

FeERSEES -

<

ELEASAGIE

E=SEAN

EEEFIE b1 b3 4dbs Rl wR2 4m1 =R WARGL(ES)  IEASE 1 GRbE)

RS 1 (SR =EESL(HE) PRAS 107 BT 1 (EERE)

= -

0

sg-2zealh9xh0ham077fisy

sg-2zealh9xh0ham077fjs... VpC-2ze95 ssyxelbagvprzv B

wENE

2017-11-17 12:32:58

Qex Ha@

TETERE % S R fEsER
i SEW TP 443/a43 R TAE 0.0.0.0/0 System created rule. 110
St 28 1CMP 11 HBAHERTSE 0.0.0.0/0 System created rule. 110
feiF SEL TR 222 MRS 0.0.0.0/0 System created rule. 110
Eatd SEW TR 3369/3389 HaltRRTATE 0.0.0.0/0 System created rule. 110
FeiF SEN TR 80/80 ARSI 0.0.0.0/0 System created rule. 110

hacker*f+ RS

WAEmE 2 (BE) TERFEmR3 (SEEE)

]
4
g
i

System created securit...

TR

hacker£fT iR

L=5 -T2 ]

SlEEE

2017-11-17 12:33:16 EaEE | AE
2017-11-17 12:33:15 samEs | AR E
2017-11-17 12:32:15 szEr | e | e
2017-11-17 12:33:15 epEr | A | Bk
2017-11-17 12:33:15 saER | e | e

e

o SCf 1 BIMRIFTIEIGIAIMYL | BeEREAHImOSRE , EI0A. H75R80imH

v Ot EERRS

I

EHIREE Redis iz

ZEER MongoDB

FEAER HybridDB fo.

Z=EE A=HybridDB for...

R HBase &

HFiiDE RDC

FEEE (B0 )

22 (EE)

o xshelBZFH=

AR EA
sg-2zealh9
PR AR .
=)
A HAm M
- s StiF v
- R ¢ B v
28
P == * #OEE °
s HFER - 1 L]
BhER SR v
= W% 0.0.0.0/0
=
HEH2-256 DN FE , TaEkihttp://https:// 7Tk,

XIF hacker: B

Bt Nixmanger , ENRIHE(EREEHRITU TS | IPIBERRAGAIL MBI

ssh root@IP



h. fF

HBIRE

« EERRERERFLZE  Hletcngind/confd BRT , HITHLIBZI—MEUARNEEX | default.conf, X
TAMAECEMYS , FATTIASE XGRS (#SRHEERRE ) -

server {
listen 80 default; #ER AR W 80 [
server_name _; #ER W ip/ A # AT U ]
index index.html index.htm index.jsp; #E LR B SR 2 FR
root /alidata/www/default; #5E RS w BRI G AR H e B
location / {
proxy_pass http://127.0.0.1:8080; #K 92 JAVAIZ AT, BT A EL B 51 8080 1]
b

location ~ .*\.(gif|jpgl|jpeg|png|bmp|swf)$ {
expires 30d;

b
location ~ .*\.(js|css)?$ {
expires 1h;

¥
access_log /alidata/log/nginx/access/default.log;

o BEAARJAVAIE(TIAG , FTLAAVATIE RO tomeatiBENA R B TIA R B E
##3L Fserver. xml

vim /usr/local/tomcat/conf/server.xml

<Server> #ZE, AR —AIREGAH
<Service> #JHEILE, fZConnectorfffEs, HAE—/Engine
<Connectior/> HERA o R, RREEZEN
<Engine> #EBFICER, NRHEMService A HE A% iR, AIEE £ MHost

<Host> HNPS E R LA AT %5 5 R
<Context> HNPREE IWEB N FH AR B BT 2% ) 17 K

</Context>
</Host>
</Engine>
</Service>
</Server>

H#HTOMCAT 1 B IE AR FR & 3 3K 5 A2 B B2 [ = A4 #F 2 Engine . Host. Context



