‘® redhat.

Red Hat Enterprise Linux 7

System Administrator's Guide

Deployment, Configuration, and Administration of Red Hat Enterprise Linux 7

Last Updated: 2017-12-11






Red Hat Enterprise Linux 7 System Administrator's Guide

Deployment, Configuration, and Administration of Red Hat Enterprise Linux 7

Marie DoleZelova
Red Hat Customer Content Services
mdolezel@redhat.com

Marc Muehlfeld
Red Hat Customer Content Services
mmuehlfeld@redhat.com

Maxim Svistunov
Red Hat Customer Content Services

Stephen Wadeley
Red Hat Customer Content Services

Tomas Capek
Red Hat Customer Content Services

Jaromir Hradilek
Red Hat Customer Content Services

Douglas Silas
Red Hat Customer Content Services

Jana Heves
Red Hat Customer Content Services

Petr Kovar
Red Hat Customer Content Services

Peter Ondrejka
Red Hat Customer Content Services

Petr Boko¢
Red Hat Customer Content Services

Martin Prpic
Red Hat Product Security

EliSka Slobodova
Red Hat Customer Content Services

Eva Kopalova
Red Hat Customer Content Services



MegalpKNatpeeda

Red Hat Customer Content Services
Copyright © 2017 Red Hat, Inc.

David O'Brien
ﬁl@a‘. HQFW&'&%P%%P!;&?&'&@ under the Creative Commons Attribution-ShareAlike 3.0

Unported License. If you distribute this document, or a modified version of it, you must provide
MilcitaelibhideoRed Hat, Inc. and provide a link to the original. If the document is modified, all Red
Red tlad €mstemnarusobterdrbeveides

Rod Retnésdde licensor of this document, waives the right to enforce, and agrees not to assert,
Becithbat LdisfcdieBYeBtetd farfidisst extent permitted by applicable law.

BeldrHdé, Red Hat Enterprise Linux, the Shadowman logo, JBoss, OpenShift, Fedora, the Infinity
Rex HatdREOMereGoatlentSrasviddded Hat, Inc., registered in the United States and other
countries.

Linux ® is the registered trademark of Linus Torvalds in the United States and other countries.
Java ® is areqgistered trademark of Oracle and/or its affiliates.

XFS ® is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United
States and/or other countries.

MySQL ® is aregistered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat Software Collections is not formally related
to or endorsed by the official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

Abstract

The System Administrator's Guide documents relevant information regarding the deployment,
configuration, and administration of Red Hat Enterprise Linux 7. It is oriented towards system
administrators with a basic understanding of the system. To expand your expertise, you might
also be interested in the Red Hat System Administration | (RH124), Red Hat System
Administration Il (RH134), Red Hat System Administration Il (RH254), or RHCSA Rapid Track
(RH199) training courses. If you want to use Red Hat Enterprise Linux 7 with the Linux Containers
functionality, see Product Documentation for Red Hat Enterprise Linux Atomic Host . For an
overview of general Linux Containers concept and their current capabilities implemented in Red
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containers management and administration are described in the Red Hat Enterprise Linux Atomic
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PART I. BASIC SYSTEM CONFIGURATION

This part covers basic system administration tasks such as keyboard configuration, date and time
configuration, managing users and groups, and gaining privileges.



CHAPTER1.SYSTEM LOCALE AND KEYBOARD CONFIGURATION

CHAPTER1.SYSTEM LOCALE AND KEYBOARD
CONFIGURATION

The system locale specifies the language settings of system services and user interfaces. The keyboard
layout settings control the layout used on the text console and graphical user interfaces.

These settings can be made by modifying the /etc/locale. conf configuration file or by using the
localectl utility. Also, you can use the graphical user interface to perform the task; for a description of
this method, see Red Hat Enterprise Linux 7 Installation Guide.

1.1.SETTING THE SYSTEM LOCALE

System-wide locale settings are stored in the /etc/locale. conf file, which is read at early boot by
the systemd daemon. The locale settings configured in /etc/locale.conf are inherited by every
service or user, unless individual programs or individual users override them.

The basic file format of /etc/locale.conf is a newline-separated list of variable assignments. For
example, German locale with English messages in /etc/locale.conf looks as follows:

LANG=de_DE.UTF-8
LC_MESSAGES=C
Here, the LC_MESSAGES option determines the locale used for diagnostic messages written to the
standard error output. To further specify locale settings in /etc/locale.conf, you can use several
other options, the most relevant are summarized in Table 1.1, “Options configurable in
/etc/locale.conf”. See the locale(7) manual page for detailed information on these options. Note
that the LC_ALL option, which represents all possible options, should not be configured in
/etc/locale.conf.

Table 1.1. Options configurable in /etc/locale.conf

Option Description

LANG Provides a default value for the system locale.

LC_COLLATE Changes the behavior of functions which compare
strings in the local alphabet.

LC_CTYPE Changes the behavior of the character handling and
classification functions and the multibyte character
functions.

LC_NUMERIC Describes the way numbers are usually printed, with
details such as decimal point versus decimal
comma.

LC_TIME Changes the display of the current time, 24-hour
versus 12-hour clock.

LC_MESSAGES Determines the locale used for diagnostic messages
written to the standard error output.


https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Installation_Guide/
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1.1.1. Displaying the Current Status

The localectl command can be used to query and change the system locale and keyboard layout
settings. To show the current settings, use the status option:

I localectl status

Example 1.1. Displaying the Current Status

The output of the previous command lists the currently set locale, keyboard layout configured for
the console and for the X11 window system.

System Locale: LANG=en_US.UTF-8
VC Keymap: us

~]$ localectl status
X11 Layout: n/a

1.1.2. Listing Available Locales

To list all locales available for your system, type:

I localectl list-locales
Example 1.2. Listing Locales
Imagine you want to select a specific English locale, but you are not sure if it is available on the

en_AG
en_AG.utf8
en_AU
en_AU.1s088591
en_AU.utf8
en_BW
en_BW.1s088591
en_BW.utf8

system. You can check that by listing all English locales with the following command:
~]1% localectl list-locales | grep en_
output truncated

1.1.3. Setting the Locale

To set the default system locale, use the following command as root:
I localectl set-locale LANG=locale

Replace locale with the locale name, found with the localectl 1list-locales command. The above
syntax can also be used to configure parameters from Table 1.1, “Options configurable in
/etc/locale.conf”.

10
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Example 1.3. Changing the Default Locale

For example, if you want to set British English as your default locale, first find the name of this
locale by using 1ist-locales. Then, as root, type the command in the following form:

I ~]# localectl set-locale LANG=en_GB.utf8

1.1.4. Making System Locale Settings Permanent when Installing with Kickstart

When Red Hat Enterprise Linux is installed with the Red Hat Kickstart installation method, setting of
the system locales might not be persistent after an upgrade of the operating system.

When the %packages section of the Kickstart file includes the --instLang option, the

_install langs RPM macro is set to the particular value for this installation, and the set of installed
locales is adjusted accordingly. However, this adjustment affects only this installation, not subsequent
upgrades. If an upgrade reinstalls the glibc package, the entire set of locales is upgraded instead of
only the locales you requested during the installation.

To avoid this, make the choice of locales permanent. You have these options:
e If you have not started the Kickstart installation, modify the Kickstart file to include
instructions for setting RPM macros globally by applying this procedure: Procedure 1.1,

“Setting RPM macros during the Kickstart installation”

e If you have already installed the system, set RPM macros globally on the system by applying
this procedure: Procedure 1.2, “Setting RPM macros globally”

Procedure 1.1. Setting RPM macros during the Kickstart installation

e Modify the %post section of the Kickstart file:

LANG=en_US
echo "%_install_langs $LANG" > /etc/rpm/macros.language-conf

awk '(NF==Qamp amp!done){print
"override_install_langs='$LANG'";done=1}{print}"' \

< /etc/yum.conf > /etc/yum.conf.new
mv /ec/yum.conf.new /etc/yum.conf

Procedure 1.2. Setting RPM macros globally

1. Create the RPM configuration file at /etc/rpm/macros. language-conf with the following
contents:

I %_install_langs LANG

LANG is the value of the instLang option.

2. Update the /etc/yum. conf file with:

I override_install_langs=LANG

1
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1.2. CHANGING THE KEYBOARD LAYOUT

The keyboard layout settings enable the user to control the layout used on the text console and
graphical user interfaces.
1.2.1. Displaying the Current Settings

As mentioned before, you can check your current keyboard layout configuration with the following
command:

I localectl status

Example 1.4. Displaying the Keyboard Settings

In the following output, you can see the keyboard layout configured for the virtual console and for
the X11 window system.

System Locale: LANG=en_US.utf8
VC Keymap: us

~]$ localectl status
X11 Layout: us

1.2.2. Listing Available Keymaps

To list all available keyboard layouts that can be configured on your system, type:

I localectl list-keymaps

Example 1.5. Searching for a Particular Keymap

You can use grep to search the output of the previous command for a specific keymap name. There
are often multiple keymaps compatible with your currently set locale. For example, to find available
Czech keyboard layouts, type:

~]$ localectl list-keymaps | grep cz
cz

cz-cpl250

cz-lat2

cz-lat2-prog

cz-gwerty

cz-us-qwertz

sunt5-cz-us

sunt5-us-cz

1.2.3. Setting the Keymap

To set the default keyboard layout for your system, use the following command as root:

I localectl set-keymap map

12
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Replace map with the name of the keymap taken from the output of the localectl list-keymaps
command. Unless the - -no-convert option is passed, the selected setting is also applied to the
default keyboard mapping of the X11 window system, after converting it to the closest matching X11
keyboard mapping. This also applies in reverse, you can specify both keymaps with the following
command as root:

I localectl set-x11-keymap map

If you want your X11 layout to differ from the console layout, use the - -no-convert option.

I localectl --no-convert set-xl11l-keymap map

With this option, the X11 keymap is specified without changing the previous console layout setting.

Example 1.6. Setting the X11 Keymap Separately

Imagine you want to use German keyboard layout in the graphical interface, but for console
operations you want to retain the US keymap. To do so, type as root:

I ~]# localectl --no-convert set-x11-keymap de
Then you can verify if your setting was successful by checking the current status:

~]$ localectl status
System Locale: LANG=de_DE.UTF-8

VC Keymap: us

X11 Layout: de

Apart from keyboard layout (map), three other options can be specified:
I localectl set-x1l1l-keymap map model variant options

Replace model with the keyboard model name, variant and options with keyboard variant and option
components, which can be used to enhance the keyboard behavior. These options are not set by
default. For more information on X11 Model, X11 Variant, and X11 Options see the kbd(4) man page.

1.3. ADDITIONAL RESOURCES

For more information on how to configure the keyboard layout on Red Hat Enterprise Linux, see the
resources listed below:

Installed Documentation

e localectl(l)— The manual page for the localectl command line utility documents how to
use this tool to configure the system locale and keyboard layout.

e loadkeys(1) — The manual page for the 1loadkeys command provides more information on
how to use this tool to change the keyboard layout in a virtual console.

See Also

13
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e Chapter 5, Gaining Privileges documents how to gain administrative privileges by using the su
and sudo commands.

e Chapter 9, Managing Services with systemd provides more information on systemd and
documents how to use the systemctl command to manage system services.

14
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CHAPTER 2. CONFIGURING THE DATE AND TIME

Modern operating systems distinguish between the following two types of clocks:

o A real-time clock (RTC), commonly referred to as a hardware clock, (typically an integrated
circuit on the system board) that is completely independent of the current state of the
operating system and runs even when the computer is shut down.

e A system clock, also known as a software clock, that is maintained by the kernel and its initial
value is based on the real-time clock. Once the system is booted and the system clock is
initialized, the system clock is completely independent of the real-time clock.

The system time is always kept in Coordinated Universal Time(UTC) and converted in applications to
local time as needed. Local timeis the actual time in your current time zone, taking into account
daylight saving time(DST). The real-time clock can use either UTC or local time. UTC is recommended.

Red Hat Enterprise Linux 7 offers three command line tools that can be used to configure and display
information about the system date and time: the timedatectl utility, which is new in Red Hat
Enterprise Linux 7 and is part of systemd; the traditional date command; and the hwclock utility for
accessing the hardware clock.

2.1. USING THE TtImepaTECTL COMMAND

The timedatectl utility is distributed as part of the systemd system and service manager and allows
you to review and change the configuration of the system clock. You can use this tool to change the
current date and time, set the time zone, or enable automatic synchronization of the system clock with
aremote server.

For information on how to display the current date and time in a custom format, see also Section 2.2,
“Using the date Command”.

2.1.1. Displaying the Current Date and Time

To display the current date and time along with detailed information about the configuration of the
system and hardware clock, run the timedatectl command with no additional command line options:

I timedatectl

This displays the local and universal time, the currently used time zone, the status of the Network Time
Protocol (NTP) configuration, and additional information related to DST.

Example 2.1. Displaying the Current Date and Time

The following is an example output of the timedatectl command on a system that does not use
NTP to synchronize the system clock with a remote server:

~]1$ timedatectl
Local time: Mon 2016-09-16 19:30:24 CEST

Universal time: Mon 2016-09-16 17:30:24 UTC
Timezone: Europe/Prague (CEST, +0200)

NTP enabled: no

NTP synchronized: no

RTC in local TZ: no

DST active: yes
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Last DST change: DST began at
Sun 2016-03-31 01:59:59 CET

Sun 2016-03-31 03:00:00 CEST

Next DST change: DST ends (the clock jumps one hour backwards) at
Sun 2016-10-27 02:59:59 CEST
Sun 2016-10-27 02:00:00 CET

IMPORTANT

Changes to the status of chrony or ntpd will not be immediately noticed by
timedatectl. If changes to the configuration or status of these tools is made, enter the
following command:

I ~]# systemctl restart systemd-timedated.service

2.1.2. Changing the Current Time

To change the current time, type the following at a shell prompt as root:
I timedatectl set-time HH:MM:SS

Replace HH with an hour, MM with a minute, and SS with a second, all typed in two-digit form.

This command updates both the system time and the hardware clock. The result it is similar to using
both the date --set and hwclock --systohc commands.

The command will fail if an NTP service is enabled. See Section 2.1.5, “Synchronizing the System Clock
with a Remote Server” to temporally disable the service.

Example 2.2. Changing the Current Time

To change the current time to 11:26 p.m., run the following command as root:

I ~]# timedatectl set-time 23:26:00

By default, the system is configured to use UTC. To configure your system to maintain the clock in the
local time, run the timedatectl command with the set-local-rtc option as root:

I timedatectl set-local-rtc boolean
To configure your system to maintain the clock in the local time, replace boolean with yes (or,

alternatively, y, true, t, or 1). To configure the system to use UTC, replace boolean with no (or,
alternatively, n, false, f, or 0). The default optionis no.

2.1.3. Changing the Current Date

To change the current date, type the following at a shell prompt as root:

I timedatectl set-time YYYY-MM-DD
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Replace YYYY with a four-digit year, MM with a two-digit month, and DD with a two-digit day of the
month.

Note that changing the date without specifying the current time results in setting the time to
00:00:00.

Example 2.3. Changing the Current Date

To change the current date to 2 June 2017 and keep the current time (11:26 p.m.), run the following
command as root:

I ~]# timedatectl set-time 2017-06-02 23:26:00

2.1.4. Changing the Time Zone

To list all available time zones, type the following at a shell prompt:
I timedatectl list-timezones

To change the currently used time zone, type as root:

I timedatectl set-timezone time_zone

Replace time_zone with any of the values listed by the timedatectl list-timezonescommand.

Example 2.4. Changing the Time Zone

To identify which time zone is closest to your present location, use the timedatectl command
with the 1list-timezones command line option. For example, to list all available time zones in
Europe, type:

~]# timedatectl list-timezones | grep Europe
Europe/Amsterdam

Europe/Andorra

Europe/Athens

Europe/Belgrade

Europe/Berlin

Europe/Bratislava

To change the time zone to Europe/Prague, type as root:

I ~]# timedatectl set-timezone Europe/Prague

2.1.5. Synchronizing the System Clock with a Remote Server

As opposed to the manual adjustments described in the previous sections, the timedatectl
command also allows you to enable automatic synchronization of your system clock with a group of
remote servers using the NTP protocol. Enabling NTP enables the chronyd or ntpd service, depending
on which of them is installed.
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The NTP service can be enabled and disabled using a command as follows:
I timedatectl set-ntp boolean

To enable your system to synchronize the system clock with a remote NTP server, replace boolean with
yes (the default option). To disable this feature, replace boolean with no.

Example 2.5. Synchronizing the System Clock with a Remote Server

To enable automatic synchronization of the system clock with a remote server, type:
I ~]# timedatectl set-ntp yes

The command will fail if an NTP service is not installed. See Section 16.3.1, “Installing chrony” for
more information.

2.2. USING THE DATE COMMAND

The date utility is available on all Linux systems and allows you to display and configure the current
date and time. It is frequently used in scripts to display detailed information about the system clock in
a custom format.

For information on how to change the time zone or enable automatic synchronization of the system
clock with aremote server, see Section 2.1, “Using the timedatectl Command”.

2.2.1. Displaying the Current Date and Time

To display the current date and time, run the date command with no additional command line options:

I date

This displays the day of the week followed by the current date, local time, abbreviated time zone, and
year.

By default, the date command displays the local time. To display the time in UTC, run the command
with the - -utc or -ucommand line option:

I date --utc

You can also customize the format of the displayed information by providing the +" format" option on
the command line:

I date +"format"

Replace format with one or more supported control sequences as illustrated in Example 2.6,
“Displaying the Current Date and Time”. See Table 2.1, “Commonly Used Control Sequences” for a list
of the most frequently used formatting options, or the date(1) manual page for a complete list of these
options.

Table 2.1. Commonly Used Control Sequences
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Control Sequence Description

%H The hour in the HH format (for example,17).

%M The minute in the MM format (for example, 30).

%S The second in the SS format (for example, 24).

%d The day of the month in the DD format (for example, 16).

%m The month in the MM format (for example, 09).

%Y The year in the YYYY format (for example,2016).

%Z The time zone abbreviation (for example, CEST).

%F The full date in the YYYY-MM-DD format (for example,2016 -09 -16). This

option is equal to %Y -%m-%d.
%T The full time in the HH:MM:SS format (for example, 17:30:24). This option is equal

to %H : %M : %S

Example 2.6. Displaying the Current Date and Time

To display the current date and local time, type the following at a shell prompt:

~]%$ date
Mon Sep 16 17:30:24 CEST 2016

To display the current date and time in UTC, type the following at a shell prompt:

~]$ date --utc
Mon Sep 16 15:30:34 UTC 2016

To customize the output of the date command, type:

~1$ date +"%Y-%m-%d %H:%M"
2016-09-16 17:30

2.2.2. Changing the Current Time

To change the current time, run the date command with the --set or -s option as root:
I date --set HH:MM:SS

Replace HH with an hour, MM with a minute, and SS with a second, all typed in two-digit form.

By default, the date command sets the system clock to the local time. To set the system clock in UTC,
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run the command with the - -utc or -u command line option:

I date --set HH:MM:SS --utc

Example 2.7. Changing the Current Time

To change the current time to 11:26 p.m., run the following command as root:

I ~]# date --set 23:26:00

2.2.3. Changing the Current Date

To change the current date, run the date command with the --set or -s option as root:
I date --set YYYY-MM-DD

Replace YYYY with a four-digit year, MM with a two-digit month, and DD with a two-digit day of the
month.

Note that changing the date without specifying the current time results in setting the time to
00:00:00.

Example 2.8. Changing the Current Date

To change the current date to 2 June 2017 and keep the current time (11:26 p.m.), run the following
command as root:

I ~]# date --set "2017-06-02 23:26:00"

2.3. USING THE HwcLock COMMAND

hwclock is a utility for accessing the hardware clock, also referred to as the Real Time Clock (RTC).
The hardware clock is independent of the operating system you use and works even when the machine
is shut down. This utility is used for displaying the time from the hardware clock. hwclock also
contains facilities for compensating for systematic drift in the hardware clock.

The hardware clock stores the values of: year, month, day, hour, minute, and second. It is not able to
store the time standard, local time or Coordinated Universal Time (UTC), nor set the Daylight Saving
Time (DST).

The hwclock utility saves its settings in the /etc/adjtime file, which is created with the first change
you make, for example, when you set the time manually or synchronize the hardware clock with the
system time.

20



CHAPTER 2. CONFIGURING THE DATE AND TIME

NOTE

In Red Hat Enterprise Linux 6, the hwclock command was run automatically on every
system shutdown or reboot, but it is not in Red Hat Enterprise Linux 7. When the system
clock is synchronized by the Network Time Protocol (NTP) or Precision Time Protocol
(PTP), the kernel automatically synchronizes the hardware clock to the system clock
every 11 minutes.

For details about NTP, see Chapter 16, Configuring NTP Using the chrony Suiteand Chapter 17,
Configuring NTP Using ntpd For information about PTP, see Chapter 18, Configuring PTP Using ptp4l For
information about setting the hardware clock after executing ntpdate, see Section 17.18, “Configuring
the Hardware Clock Update”.

2.3.1. Displaying the Current Date and Time

Running hwclock with no command line options as the root user returns the date and time in local
time to standard output.

I hwclock

Note that using the - -utc or --localtime options with the hwclock command does not mean you
are displaying the hardware clock time in UTC or local time. These options are used for setting the
hardware clock to keep time in either of them. The time is always displayed in local time. Additionally,
using the hwclock --utc or hwclock --local commands does not change the recordinthe
/etc/adjtime file. This command can be useful when you know that the setting saved in
/etc/adjtime is incorrect but you do not want to change the setting. On the other hand, you may
receive misleading information if you use the command an incorrect way. See the hwclock(8) manual
page for more details.

Example 2.9. Displaying the Current Date and Time

To display the current date and the current local time from the hardware clock, run as root:

~]1# hwclock
Tue 15 Apr 2017 04:23:46 PM CEST -0.329272 seconds

CEST is a time zone abbreviation and stands for Central European Summer Time.

For information on how to change the time zone, see Section 2.1.4, “Changing the Time Zone”.

2.3.2. Setting the Date and Time

Besides displaying the date and time, you can manually set the hardware clock to a specific time.

When you need to change the hardware clock date and time, you can do so by appending the - -set
and - -date options along with your specification:

I hwclock --set --date "dd mmm yyyy HH:MM"

Replace dd with a day (a two-digit number), mmm with a month (a three-letter abbreviation), yyyy with
a year (a four-digit number), HH with an hour (a two-digit number), MM with a minute (a two-digit
number).
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At the same time, you can also set the hardware clock to keep the time in either UTC or local time by
adding the --utc or --localtime options, respectively. In this case, UTC or LOCAL is recorded in the
/etc/adjtime file.

Example 2.10. Setting the Hardware Clock to a Specific Date and Time

If you want to set the date and time to a specific value, for example, to "21:17, October 21, 2016",
and keep the hardware clock in UTC, run the command as root in the following format:

I ~]# hwclock --set --date "21 Oct 2016 21:17" --utc

2.3.3. Synchronizing the Date and Time

You can synchronize the hardware clock and the current system time in both directions.

e Either you can set the hardware clock to the current system time by using this command:
I hwclock --systohc

Note that if you use NTP, the hardware clock is automatically synchronized to the system clock
every 11 minutes, and this command is useful only at boot time to get a reasonable initial
system time.

e Or, you can set the system time from the hardware clock by using the following command:

I hwclock --hctosys

When you synchronize the hardware clock and the system time, you can also specify whether you want
to keep the hardware clock in local time or UTC by adding the - -utc or --localtime option.
Similarly to using - -set, UTC or LOCAL is recorded in the /etc/adjtime file.

The hwclock --systohc --utc command is functionally similar to timedatectl set-local-
rtc falseandthe hwclock --systohc --local command is an alternative to timedatectl
set-local-rtc true.

Example 2.11. Synchronizing the Hardware Clock with System Time

To set the hardware clock to the current system time and keep the hardware clock in local time, run
the following command as root:

I ~]# hwclock --systohc --localtime

To avoid problems with time zone and DST switching, it is recommended to keep the hardware
clock in UTC. The shown Example 2.11, “Synchronizing the Hardware Clock with System Time” is
useful, for example, in case of a multi boot with a Windows system, which assumes the hardware
clock runs in local time by default, and all other systems need to accommodate to it by using local
time as well. It may also be needed with a virtual machine; if the virtual hardware clock provided by
the host is running in local time, the quest system needs to be configured to use local time, too.

2.4. ADDITIONAL RESOURCES
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For more information on how to configure the date and time in Red Hat Enterprise Linux 7, see the
resources listed below.

Installed Documentation

e timedatectl(1) — The manual page for the timedatectl command line utility documents
how to use this tool to query and change the system clock and its settings.

o date(1) — The manual page for the date command provides a complete list of supported
command line options.

o hwclock(8) — The manual page for the hwclock command provides a complete list of
supported command line options.

See Also

e Chapter 1, System Locale and Keyboard Configurationdocuments how to configure the keyboard
layout.

e Chapter 5, Gaining Privileges documents how to gain administrative privileges by using the su
and sudo commands.

e Chapter 9, Managing Services with systemd provides more information on systemd and
documents how to use the systemctl command to manage system services.
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CHAPTER 3. MANAGING USERS AND GROUPS

The control of users and groups is a core element of Red Hat Enterprise Linux system administration.
This chapter explains how to add, manage, and delete users and groups in the graphical user interface
and on the command line, and covers advanced topics, such as creating group directories.

3.1.INTRODUCTION TO USERS AND GROUPS

While users can be either people (meaning accounts tied to physical users) or accounts that exist for
specific applications to use, groups are logical expressions of organization, tying users together for a
common purpose. Users within a group share the same permissions to read, write, or execute files
owned by that group.

Each user is associated with a unique numerical identification number called a user ID (UID). Likewise,
each group is associated with a group ID(GID). A user who creates a file is also the owner and group
owner of that file. The file is assigned separate read, write, and execute permissions for the owner, the
group, and everyone else. The file owner can be changed only by root, and access permissions can be
changed by both the root user and file owner.

Additionally, Red Hat Enterprise Linux supports access control lists(ACLs) for files and directories
which allow permissions for specific users outside of the owner to be set. For more information about
this feature, see Chapter 4, Access Control Lists.

Reserved User and Group IDs

Red Hat Enterprise Linux reserves user and group IDs below 1000 for system users and groups. By
default, the User Manager does not display the system users. Reserved user and group IDs are
documented in the setup package. To view the documentation, use this command:

I cat /usr/share/doc/setup*/uidgid

The recommended practice is to assign IDs starting at 5,000 that were not already reserved, as the
reserved range can increase in the future. To make the IDs assigned to new users by default start at
5,000, change the UID_MIN and GID_MIN directives in the /etc/login.defs file:

[file contents truncated]

UID_MIN 5000
[file contents truncated]
GID_MIN 5000

[file contents truncated]

NOTE

For users created before you changed UID_MIN and GID_MIN directives, UIDs will still
start at the default 1000.

Even with new user and group IDs beginning with 5,000, it is recommended not to raise IDs reserved
by the system above 1000 to avoid conflict with systems that retain the 1000 limit.

3.1.1. User Private Groups

Red Hat Enterprise Linux uses a user private group (UPG) scheme, which makes UNIX groups easier to
manage. A user private group is created whenever a new user is added to the system. It has the same
name as the user for which it was created and that user is the only member of the user private group.
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User private groups make it safe to set default permissions for a newly created file or directory,
allowing both the user and the group of that userto make modifications to the file or directory.

The setting which determines what permissions are applied to a newly created file or directory is called
a umask and is configured in the /etc/bashrc file. Traditionally on UNIX-based systems, the umask is
set to 022, which allows only the user who created the file or directory to make modifications. Under
this scheme, all other users, including members of the creator's group are not allowed to make any
modifications. However, under the UPG scheme, this “group protection” is not necessary since every
user has their own private group. See Section 3.3.5, “Setting Default Permissions for New Files Using
umask” for more information.

A list of all groups is stored in the /etc/group configuration file.

3.1.2. Shadow Passwords
In environments with multiple users, it is very important to use shadow passwordsprovided by the
shadow-utils package to enhance the security of system authentication files. For this reason, the

installation program enables shadow passwords by default.

The following is a list of the advantages shadow passwords have over the traditional way of storing
passwords on UNIX-based systems:

e Shadow passwords improve system security by moving encrypted password hashes from the
world-readable /etc/passwd file to /etc/shadow, which is readable only by the root user.

e Shadow passwords store information about password aging.

e Shadow passwords allow to enforce some of the security policies set in the
/etc/login.defs file.

Most utilities provided by the shadow-utils package work properly whether or not shadow passwords
are enabled. However, since password aging information is stored exclusively in the /etc/shadow file,

some utilities and commands do not work without first enabling shadow passwords:

e The chage utility for setting password aging parameters. For details, see the Password
Security section in the Red Hat Enterprise Linux 7 Security Guide

e The gpasswd utility for administrating the /etc/group file.
e Theusermod command with the -e, --expiredateor -f, --inactive option.

e Theuseradd command with the -e, --expiredateor -f, --inactive option.

3.2. MANAGING USERS IN A GRAPHICAL ENVIRONMENT

The Users utility allows you to view, modify, add, and delete local users in the graphical user interface.

3.2.1. Using the Users Settings Tool

Press the Super key to enter the Activities Overview, type Users and then press Enter. The Users
settings tool appears. The Super key appears in a variety of quises, depending on the keyboard and
other hardware, but often as either the Windows or Command key, and typically to the left of the Space
bar. Alternatively, you can open the Users utility from the Settings menu after clicking your user name
in the top right corner of the screen.
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To make changes to the user accounts, first select the Unlock button and authenticate yourself as
indicated by the dialog box that appears. Note that unless you have superuser privileges, the
application will prompt you to authenticate as root. To add and remove users, select the + and -
button respectively. To add a user to the administrative group wheel, change the Account Type from
Standard to Administrator. To edit a user's language setting, select the language and a drop-down
menu appears.

Settings - | X
£ Users o Unlock
'If_\\'u

My Account

. Emily Brown

A Emily Brown
- "’

oy emilybrown
== Account Type Standard

Language English (United Kingdom}
Login Options

Password eesess
Automatic Login

Last Login Loggedin History

+ -

Figure 3.1. The Users Settings Tool

When a new user is created, the account is disabled until a password is set. The Password drop-down
menu, shown in Figure 3.2, “The Password Menu”, contains the options to set a password by the
administrator immediately, choose a password by the user at the first login, or create a guest account
with no password required to log in. You can also disable or enable an account from this menu.
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How

- Changing password for

b4
'Z; ;l John Smith

Yaish Set a password now

Choose password at next Llogin
Mew password P J

Log in without a password

d Enable this account

b______________________________________J]

Confirm passwor

Show password

to choose a strong passwaord Cancel Change

Figure 3.2.

The Password Menu

3.3. USING COMMAND-LINE TOOLS

Apart from

the Users settings tool described in Section 3.2, “Managing Users in a Graphical

Environment”, which is designed for basic managing of users, you can use command line tools for

managing users and groups that are listed in Table 3.1, “Command line utilities for managing users and

groups”.

Table 3.1. Command line utilities for managing users and groups

Utilities Description

id Displays user and group IDs.

useradd,usermod,userdel Standard utilities for adding, modifying, and deleting user accounts.

groupadd, groupmod, Standard utilities for adding, modifying, and deleting groups.

groupdel

gpasswd Utility primarily used for modification of group password in the
/etc/gshadow file which is used by thenewgrp command.

pwck, grpck Utilities that can be used for verification of the password, group, and

associated shadow files.
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Utilities Description

pwconv, pwunconv Utilities that can be used for the conversion of passwords to shadow
passwords, or back from shadow passwords to standard passwords.

grpconv, grpunconv Similar to the previous, these utilities can be used for conversion of
shadowed information for group accounts.

3.3.1. Adding a New User

To add a new user to the system, type the following at a shell prompt as root:
I useradd [options] username

...where options are command-line options as described in Table 3.2, “Common useradd command-line
options”.

By default, the useradd command creates a locked user account. To unlock the account, run the
following command as root to assign a password:

I passwd username

Optionally, you can set a password aging policy. See the Password Security section in the Red Hat
Enterprise Linux 7 Security Guide.

Table 3.2. Common useradd command-line options

-C 'comment' comment can be replaced with any string. This option is generally used to
specify the full name of a user.

-d home_directory Home directory to be used instead of default /home/username/.
-e date Date for the account to be disabled in the format YYYY-MM-DD.
-f days Number of days after the password expires until the account is disabled. If

0 is specified, the account is disabled immediately after the password
expires. If -1 is specified, the account is not disabled after the password
expires.

=-{ group_name Group name or group number for the user's default (primary) group. The
g
group must exist prior to being specified here.

-G group_list List of additional (supplementary, other than default) group names or
group numbers, separated by commas, of which the user is a member. The
groups must exist prior to being specified here.

-m Create the home directory if it does not exist.
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-M Do not create the home directory.

-N Do not create a user private group for the user.

-p password The password encrypted with crypt.

-r Create a system account with a UID less than 1000 and without a home
directory.

-s User's login shell, which defaults to /bin/bash.

- U uid User ID for the user, which must be unique and greater than 999.

IMPORTANT

The default range of IDs for system and normal users has been changed in Red Hat
Enterprise Linux 7 from earlier releases. Previously, UID 1-499 was used for system
users and values above for normal users. The default range for system users is now 1-
999. This change might cause problems when migrating to Red Hat Enterprise Linux 7
with existing users having UIDs and GIDs between 500 and 999. The default ranges of
UID and GID can be changed in the /etc/login.defs file.

Explaining the Process
The following steps illustrate what happens if the command useradd juanisissued on a system that
has shadow passwords enabled:

1. A new line for juanis created in /etc/passwd:

I juan:x:1001:1001::/home/juan:/bin/bash

The line has the following characteristics:

(o}

It begins with the user name juan.
There is an x for the password field indicating that the system is using shadow passwords.

A UID greater than 999 is created. Under Red Hat Enterprise Linux 7, UIDs below 1000 are
reserved for system use and should not be assigned to users.

A GID greater than 999 is created. Under Red Hat Enterprise Linux 7, GIDs below 1000 are
reserved for system use and should not be assigned to users.

The optional GECOS information is left blank. The GECOS field can be used to provide
additional information about the user, such as their full name or phone number.

The home directory for juanis set to /home/juan/.

The default shell is set to /bin/bash.
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2. Anew line for juanis created in /etc/shadow:
I juan:!1:14798:0:99999:7: ::

The line has the following characteristics:
o It begins with the user name juan.

o Two exclamation marks (! !) appear in the password field of the /etc/shadow file, which
locks the account.

NOTE

If an encrypted password is passed using the -p flag, it is placed in the
/etc/shadow file on the new line for the user.

o The password is set to never expire.

3. Anew line for a group named juanis created in /etc/group:
I juan:x:1001:

A group with the same name as a user is called a user private group. For more information on
user private groups, see Section 3.1.1, “User Private Groups”.

The line created in /etc/group has the following characteristics:
o It begins with the group name juan.

o AnXx appears in the password field indicating that the system is using shadow group
passwords.

o The GID matches the one listed for juan's primary group in /etc/passwd.

4. A new line for a group named juan is created in /etc/gshadow:

I juan:!::
The line has the following characteristics:
o It begins with the group name juan.

o An exclamation mark (1) appears in the password field of the /etc/gshadow file, which
locks the group.

o All other fields are blank.

5. Adirectory for user juanis created in the /home directory:

~]# 1ls -1d /home/juan
drwx------ . 4 juan juan 4096 Mar 3 18:23 /home/juan
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This directory is owned by user juan and group juan. It has read, write, and execute privileges
only for the user juan. All other permissions are denied.

6. The files within the /etc/skel/ directory (which contain default user settings) are copied
into the new /home/juan/ directory:

~]# 1ls -la /home/juan

total 28

drwx------ . 4 juan
drwxr-xr-x. 5 root
-rw-r--r--. 1 juan
-rw-r--r--. 1 juan
-rw-r--r--. 1 juan
drwxr-xr-x. 4 juan

juan 4096
root 4096
juan 18
juan 176
juan 124
juan 4096

Mar
Mar
Jun
Jun
Jun
Nov

3
3
22
22
22
23

18:23
18:23
2010
2010
2010
15:09

.bash_logout
.bash_profile
.bashrc
.mozilla

At this point, a locked account called juan exists on the system. To activate it, the administrator must
next assign a password to the account using the passwd command and, optionally, set password aging
guidelines (see the Password Security section in the Red Hat Enterprise Linux 7 Security Guidefor

details).

3.3.2. Adding a New Group

To add a new group to the system, type the following at a shell prompt as root:

I groupadd [options] group_name

...where options are command-line options as described in Table 3.3, “Common groupadd command-

line options”.

Table 3.3. Common groupadd command-line options

Option Description

-f,--force When used with - g gid and gid already exists, groupadd will choose
another unique gid for the group.

-ggid Group ID for the group, which must be unique and greater than 999.

-K, - -key key=value

-0, - -non-unique

Override /etc/login. defs defaults.

Allows creating groups with duplicate GID.

-p, - -password password Use this encrypted password for the new group.

-r Create a system group with a GID less than 1000.

3.3.3. Adding an Existing User to an Existing Group

Use the usermod utility to add an already existing user to an already existing group.
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Various options of usermod have different impact on user's primary group and on his or her
supplementary groups.

To override user's primary group, run the following command as root:

I ~]# usermod -g group_name user_name

To override user's supplementary groups, run the following command as root:
I ~]# usermod -G group_namel,group_name2, ... user_name

Note that in this case all previous supplementary groups of the user are replaced by the new group or
several new groups.

To add one or more groups to user's supplementary groups, run one of the following commands as
root:

I ~]# usermod -aG group_namel,group_name2, ... USEr_name

I ~]# usermod --append -G group_namel,group_name2, ... USEr_name

Note that in this case the new group is added to user's current supplementary groups.

3.3.4. Creating Group Directories

System administrators usually like to create a group for each major project and assign people to the
group when they need to access that project's files. With this traditional scheme, file management is
difficult; when someone creates afile, it is associated with the primary group to which they belong.
When a single person works on multiple projects, it becomes difficult to associate the right files with
the right group. However, with the UPG scheme, groups are automatically assigned to files created
within a directory with the setgid bit set. The setgid bit makes managing group projects that share a
common directory very simple because any files a user creates within the directory are owned by the
group that owns the directory.

For example, a group of people need to work on files in the /opt/myproject/ directory. Some people
are trusted to modify the contents of this directory, but not everyone.

1. Asroot, create the /opt/myproject/ directory by typing the following at a shell prompt:
I mkdir /opt/myproject

2. Add the myproject group to the system:
I groupadd myproject

3. Associate the contents of the /opt/myproject/ directory with the myproject group:
I chown root:myproject /opt/myproject

4. Allow users in the group to create files within the directory and set the setgid bit:

I chmod 2775 /opt/myproject
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At this point, all members of the myproject group can create and edit files in the
/opt/myproject/ directory without the administrator having to change file permissions
every time users write new files. To verify that the permissions have been set correctly, run the
following command:

~]# 1ls -1d /opt/myproject
drwxrwsr-x. 3 root myproject 4096 Mar 3 18:31 /opt/myproject

5. Add users to the myproject group:

I usermod -aG myproject username

3.3.5. Setting Default Permissions for New Files Using umask

When a process creates a file, the file has certain default permissions, for example, -rw-rw-r--.
These initial permissions are partially defined by the file mode creation mask also called file permission
mask or umask. Every process has its own umask, for example, bash has umask 0022 by default.
Process umask can be changed.

What umask consists of
A umask consists of bits corresponding to standard file permissions. For example, for umask 0137, the
digits mean that:

e 0 =no meaning,itis always 0 (umask does not affect special bits)
e 1 = for owner permissions, the execute bit is set

e 3 = for group permissions, the execute and write bits are set

e 7 = for others permissions, the execute, write, and read bits are set

Umasks can be represented in binary, octal, or symbolic notation. For example, the octal representation
0137 equals symbolic representation u=rw-, g=r--, 0=- - -. Symbolic notation specification is the
reverse of the octal notation specification: it shows the allowed permissions, not the prohibited
permissions.

How umask works
Umask prohibits permissions from being set for a file:

e When abit is set in umask, it is unset in the file.
e When abit is not set in umask, it can be set in the file, depending on other factors.

The following figure shows how umask 0137 affects creating a new file.
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Figure 3.3. Applying umask when creating a file

IMPORTANT

For security reasons, a reqular file cannot have execute permissions by default.
Therefore, even if umask is 0000, which does not prohibit any permissions, a new reqular
file still does not have execute permissions. However, directories can be created with
execute permissions:

[john@server tmp]$ umask 00O

[john@server tmp]$ touch file

[john@server tmp]$ mkdir directory

[john@server tmp]$ 1s -1h

total 0

drwxrwxrwx. 2 john john 40 Nov 2 13:17 directory
-rw-rw-rw-. 1 john john © Nov 2 13:17 file

3.3.5.1. Managing umask in Shells

For popular shells, such as bash, ksh, zsh and tcsh, umask is managed using the umask shell
builtin. Processes started from shell inherit its umask.

Displaying the current mask
To show the current umask in octal notation:

~]1%$ umask
0022

To show the current umask in symbolic notation:

~]1$ umask -S
U=rwx, g=rx, o=rx
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Setting mask in shell using umask
To set umask for the current shell session using octal notation run:

I ~1$ umask octal_mask
Substitute octal_mask with four or less digits from 0 to 7. When three or less digits are provided,

permissions are set as if the command contained leading zeros. For example, umask 7 translates to
0007.

Example 3.1. Setting umask Using Octal Notation

To prohibit new files from having write and execute permissions for owner and group, and from
having any permissions for others:

I ~]1$ umask 0337
Or simply:

I ~]$ umask 337

To set umask for the current shell session using symbolic notation:

I ~1$ umask -S symbolic_mask

Example 3.2. Setting umask Using Symbolic Notation

To set umask 0337 using symbolic notation:

I ~1% umask -S u=r,g=r,o=

Working with the default shell umask
Shells usually have a configuration file where their default umask is set. For bash, itis /etc/bashrc.
To show the default bash umask:

I ~]1$ grep -i -B 1 umask /etc/bashrc

The output shows if umask is set, either using the umask command or the UMASK variable. In the
following example, umask is set to 022 using the umask command:

~]$ grep -i -B 1 umask /etc/bashrc
# By default, we want umask to get set. This sets it for non-login
shell.
if [ $UID -gt 199 ] & & [ "“id -gn " = "“id -un"" ]; then
umask 002
else
umask 022
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To change the default umask for bash, change the umask command call or the UMASK variable
assignment in /etc/bashrc. This example changes the default umask to 0227:

if [ $UID -gt 199 ] & & [ "'id -gn™" = "“id -un'" ]; then
umask 002

else
umask 227

Working with the default shell umask of a specific user
By default, bash umask of a new user defaults to the one defined in /etc/bashrc.

To change bash umaskfor a particular user, add a call to the umask command in $HOME/ . bashrc file
of that user. For example, to change bash umask of user johnto 0227:

I john@server ~]$ echo 'umask 227' >> /home/john/.bashrc

Setting default permissions for newly created home directories
To change permissions with which user home directories are created, change the UMASK variable in the
/etc/login.defs file:

# The permission mask is initialized to this value. If not specified,
# the permission mask will be initialized to 022.
UMASK 077

3.4. ADDITIONAL RESOURCES

For more information on how to manage users and groups on Red Hat Enterprise Linux, see the
resources listed below.

Installed Documentation
For information about various utilities for managing users and groups, see the following manual pages:

e useradd(8)— The manual page for the useradd command documents how to use it to create
new users.

e userdel(8)— The manual page for the userdel command documents how to use it to delete
users.

e usermod(8)— The manual page for the usermod command documents how to use it to modify
users.

e groupadd(8) — The manual page for the groupadd command documents how to use it to
create new groups.

e groupdel(8) — The manual page for the groupdel command documents how to use it to
delete groups.

e groupmod(8) — The manual page for the groupmod command documents how to use it to
modify group membership.

e gpasswd(1) — The manual page for the gpasswd command documents how to manage the
/etc/group file.

e grpck(8)— The manual page for the grpck command documents how to use it to verify the
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integrity of the /etc/group file.

o pwck(8) — The manual page for the pwck command documents how to use it to verify the
integrity of the /etc/passwd and /etc/shadow files.

e pwconv(8)— The manual page for the pwconv, pwunconv, grpconv, and grpunconv
commands documents how to convert shadowed information for passwords and groups.

e 1id(1) — The manual page for the id command documents how to display user and group IDs.

e umask(2) — The manual page for the umask command documents how to work with the file
mode creation mask.

For information about related configuration files, see:

e group(5)—The manual page for the /etc/group file documents how to use this file to define
system groups.

e passwd(5)— The manual page for the /etc/passwd file documents how to use this file to
define user information.

e shadow(5) — The manual page for the /etc/shadow file documents how to use this file to set
passwords and account expiration information for the system.

Online Documentation

e Red Hat Enterprise Linux 7 Security Guide — The Security Guide for Red Hat Enterprise Linux 7
provides additional information how to ensure password security and secure the workstation
by enabling password aging and user account locking.

See Also

e Chapter 5, Gaining Privileges documents how to gain administrative privileges by using the su
and sudo commands.
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CHAPTER 4. ACCESS CONTROL LISTS

Files and directories have permission sets for the owner of the file, the group associated with the file,
and all other users for the system. However, these permission sets have limitations. For example,
different permissions cannot be configured for different users. Thus, Access Control Lists(ACLs) were
implemented.

The Red Hat Enterprise Linux kernel provides ACL support for the ext3 file system and NFS-exported
file systems. ACLs are also recognized on ext3 file systems accessed via Samba.

Along with support in the kernel, the acl package is required to implement ACLs. It contains the
utilities used to add, modify, remove, and retrieve ACL information.

The cp and mv commands copy or move any ACLs associated with files and directories.

4.1. MOUNTING FILE SYSTEMS

Before using ACLs for a file or directory, the partition for the file or directory must be mounted with
ACL support. Ifitis a local ext3 file system, it can mounted with the following command:

mount -t ext3 -o acl device-name partition
For example:
mount -t ext3 -o acl /dev/VolGroup00/LogVol02 /work

Alternatively, if the partition is listed in the /etc/fstab file, the entry for the partition can include the
acl option:

I LABEL=/work /work ext3 acl 12

If an ext3 file system is accessed via Samba and ACLs have been enabled for it, the ACLs are
recognized because Samba has been compiled with the - -with-acl-support option. No special
flags are required when accessing or mounting a Samba share.

4.1.1.NFS

By default, if the file system being exported by an NFS server supports ACLs and the NFS client can
read ACLs, ACLs are utilized by the client system.

To disable ACLs on NFS shares when configuring the server, include the no_acl option in the
/etc/exports file. To disable ACLs on an NFS share when mounting it on a client, mount it with the
no_acl option via the command line or the /etc/fstab file.

4.2. SETTING ACCESS ACLS

There are two types of ACLs: access ACLsand default ACLs. An access ACL is the access control list for
a specific file or directory. A default ACL can only be associated with a directory; if a file within the
directory does not have an access ACL, it uses the rules of the default ACL for the directory. Default
ACLs are optional.

ACLs can be configured:

1. Per user
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2. Per group
3. Via the effective rights mask
4. For users not in the user group for the file

The setfacl utility sets ACLs for files and directories. Use the -moption to add or modify the ACL of a
file or directory:

I # setfacl -m rules files

Rules (rules) must be specified in the following formats. Multiple rules can be specified in the same
command if they are separated by commas.

u:uid:perms

Sets the access ACL for a user. The user name or UID may be specified. The user may be any valid
user on the system.

g:gid:perms

Sets the access ACL for a group. The group name or GID may be specified. The group may be any
valid group on the system.

m:perms

Sets the effective rights mask. The mask is the union of all permissions of the owning group and all
of the user and group entries.

o:perms

Sets the access ACL for users other than the ones in the group for the file.

Permissions (perms) must be a combination of the characters r,w, and x for read, write, and execute.

If a file or directory already has an ACL, and the setfacl command is used, the additional rules are
added to the existing ACL or the existing rule is modified.

Example 4.1. Give read and write permissions

For example, to give read and write permissions to user andrius:

I # setfacl -m u:andrius:rw /project/somefile
To remove all the permissions for a user, group, or others, use the -x option and do not specify any

permissions:

I # setfacl -x rules files

Example 4.2. Remove all permissions

For example, to remove all permissions from the user with UID 500:

I # setfacl -x u:500 /project/somefile
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4.3. SETTING DEFAULT ACLS

To set a default ACL, add d: before the rule and specify a directory instead of a file name.

Example 4.3. Setting default ACLs

For example, to set the default ACL for the /share/ directory to read and execute for users not in
the user group (an access ACL for an individual file can override it):

I # setfacl -m d:o:rx /share

4.4. RETRIEVING ACLS

To determine the existing ACLs for a file or directory, use the getfacl command. In the example
below, the getfacl is used to determine the existing ACLs for a file.

Example 4.4. Retrieving ACLs
I # getfacl home/john/picture.png
The above command returns the following output:

# file: home/john/picture.png
# owner: john
# group: john

user::rw-
group::r--
other::r--

For example,getfacl home/sales/ will display similar output:
user:barryg:r--
other::r--

If a directory with a default ACL is specified, the default ACL is also displayed as illustrated below.
# file: home/sales/
# owner: john
# group: john
user::rw-
group::r--
mask::r--
default:user::rwx
default:user:john:rwx

default:group::r-x
default:mask: :rwx
default:other::r-x
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4.5. ARCHIVING FILE SYSTEMS WITH ACLS

By default, the dump command now preserves ACLs during a backup operation. When archiving a file or
file system with tar, use the - -acls option to preserve ACLs. Similarly, when using cp to copy files
with ACLs, include the - -preserve=mode option to ensure that ACLs are copied across too. In
addition, the -a option (equivalentto -dR --preserve=all) of cp also preserves ACLs during a
backup along with other information such as timestamps, SELinux contexts, and the like. For more
information about dump, tar, or cp, refer to their respective man pages.

The star utility is similar to the tar utility in that it can be used to generate archives of files; however,
some of its options are different. Refer to Table 4.1, “Command Line Options for star” for a listing of
more commonly used options. For all available options, refer toman star. The star package is
required to use this utility.

Table 4.1. Command Line Options for star
Option Description
-C Creates an archive file.

-n Do not extract the files; use in conjunction with -X to show
what extracting the files does.

-r Replaces files in the archive. The files are written to the end of
the archive file, replacing any files with the same path and file
name.

-t Displays the contents of the archive file.

-u Updates the archive file. The files are written to the end of the

archive if they do not exist in the archive, or if the files are
newer than the files of the same name in the archive. This option
only works if the archive is a file or an unblocked tape that may
backspace.

=X Extracts the files from the archive. If used with -U and a file in
the archive is older than the corresponding file on the file
system, the file is not extracted.

-help Displays the most important options.
-xhelp Displays the least important options.
-/ Do not strip leading slashes from file names when extracting

the files from an archive. By default, they are stripped when
files are extracted.

-acl When creating or extracting, archives or restores any ACLs
associated with the files and directories.
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4.6. COMPATIBILITY WITH OLDER SYSTEMS

If an ACL has been set on any file on a given file system, that file system has the ext_attr attribute.
This attribute can be seen using the following command:

I # tune2fs -1 filesystem-device

A file system that has acquired the ext_attr attribute can be mounted with older kernels, but those
kernels do not enforce any ACLs which have been set.

Versions of the e2fsck utility included in version 1.22 and higher of the e2fsprogs package

(including the versions in Red Hat Enterprise Linux 2.1 and 4) can check a file system with the
ext_attr attribute. Older versions refuse to check it.

4.7. ACL REFERENCES

Refer to the following man pages for more information.
e man acl-—Description of ACLs
e man getfacl — Discusses how to get file access control lists
e man setfacl — Explains how to set file access control lists

e man star —Explains more about the star utility and its many options
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CHAPTER 5. GAINING PRIVILEGES

System administrators, and in some cases users, need to perform certain tasks with administrative
access. Accessing the system as the root user is potentially dangerous and can lead to widespread
damage to the system and data. This chapter covers ways to gain administrative privileges using the
setuid programs such as su and sudo. These programs allow specific users to perform tasks which
would normally be available only to the root user while maintaining a higher level of control and
system security.

See the Red Hat Enterprise Linux 7 Security Guidefor more information on administrative controls,
potential dangers and ways to prevent data loss resulting from improper use of privileged access.

5.1. CONFIGURING ADMINISTRATIVE ACCESS USING THE SU UTILITY

When a user executes the sucommand, they are prompted for the root password and, after
authentication, are given a root shell prompt.

Once logged in using the su command, the user is the root user and has absolute administrative

access to the system. Note that this access is still subject to the restrictions imposed by SELinux, if it
is enabled. In addition, once a user has become root, it is possible for them to use the su command to

change to any other user on the system without being prompted for a password.

Because this program is so powerful, administrators within an organization may want to limit who has
access to the command.

One of the simplest ways to do this is to add users to the special administrative group called wheel. To
do this, type the following command as root:

I ~]# usermod -a -G wheel username

In the previous command, replace username with the user name you want to add to the wheel group.

You can also use the Users settings tool to modify group memberships, as follows. Note that you need
administrator privileges to perform this procedure.

1. Press the Super key to enter the Activities Overview, type Users and then press Enter. The
Users settings tool appears. The Super key appears in a variety of guises, depending on the
keyboard and other hardware, but often as either the Windows or Command key, and typically
to the left of the Spacebar.

2. To enable making changes, click the Unlock button, and enter a valid administrator password.
3. Click a usericon in the left column to display the user's properties in the right pane.

4. Change the Account Type from Standard to Administrator. This will add the user to the
wheel group.

See Section 3.2, “Managing Users in a Graphical Environment” for more information about the Users
tool.

After you add the desired users to the wheel group, it is advisable to only allow these specific users to
use the su command. To do this, edit the Pluggable Authentication Module (PAM) configuration file for
su, /etc/pam.d/su. Open this file in a text editor and uncomment the following line by removing the
# character:
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I #auth required pam_wheel.so use_uid

This change means that only members of the administrative group wheel can switch to another user
using the su command.

m NOTE

]
t;S-C}X The root user is part of the wheel group by default.

5.2. CONFIGURING ADMINISTRATIVE ACCESS USING THE SUDO
UTILITY

The sudo command offers another approach to giving users administrative access. When trusted users
precede an administrative command with sudo, they are prompted for their own password. Then, when
they have been authenticated and assuming that the command is permitted, the administrative
command is executed as if they were the root user.

The basic format of the sudo command is as follows:

I sudo command

In the above example, command would be replaced by a command normally reserved for the root user,
such as mount.

The sudo command allows for a high degree of flexibility. For instance, only users listed in the
/etc/sudoers configuration file are allowed to use the sudo command and the command is executed
in the user's shell, not a root shell. This means the root shell can be completely disabled as shown in
the Red Hat Enterprise Linux 7 Security Guide

Each successful authentication using the sudo command is logged to the file /var/log/messages
and the command issued along with the issuer's user name is logged to the file /var/log/secure. If
additional logging is required, use the pam_tty_audit module to enable TTY auditing for specified
users by adding the following line to your /etc/pam.d/system-auth file:

I session required pam_tty_audit.so disable=pattern enable=pattern
where pattern represents a comma-separated listing of users with an optional use of globs. For
example, the following configuration will enable TTY auditing for the root user and disable it for all

other users:

I session required pam_tty_audit.so disable=* enable=root

IMPORTANT

Configuring the pam_tty_audit PAM module for TTY auditing records only TTY input.
This means that, when the audited user logs in, pam_tty_audit records the exact
keystrokes the user makes into the /var/log/audit/audit . log file. For more
information, see the pam_tty_audit(8) manual page.
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Another advantage of the sudo command is that an administrator can allow different users access to
specific commands based on their needs.

Administrators wanting to edit the sudo configuration file, /etc/sudoers, should use the visudo
command.

To give someone full administrative privileges, type visudo and add a line similar to the following in
the user privilege specification section:

I juan ALL=(ALL) ALL

This example states that the user, juan, can use sudo from any host and execute any command.

The example below illustrates the granularity possible when configuring sudo:
I %users localhost=/usr/sbin/shutdown -h now

This example states that any member of the users system group can issue the command
/sbin/shutdown -h nowaslong as itis issued from the console.

The man page for sudoers has a detailed listing of options for this file.

IMPORTANT

There are several potential risks to keep in mind when using the sudo command. You
can avoid them by editing the /etc/sudoers configuration file using visudo as
described above. Leaving the /etc/sudoers file in its default state gives every user in
the wheel group unlimited root access.

e By default, sudo stores the password for a five minute timeout period. Any
subsequent uses of the command during this period will not prompt the user for
a password. This could be exploited by an attacker if the user leaves his
workstation unattended and unlocked while still being logged in. This behavior
can be changed by adding the following line to the /etc/sudoers file:

I Defaults timestamp_timeout=value

where valueis the desired timeout length in minutes. Setting the valueto O
causes sudo to require a password every time.

e Ifan accountis compromised, an attacker can use sudo to open a new shell
with administrative privileges:

I sudo /bin/bash

Opening a new shell as root in this or similar fashion gives the attacker
administrative access for a theoretically unlimited amount of time, bypassing
the timeout period specified in the /etc/sudoers file and never requiring the
attacker to input a password for sudo again until the newly opened session is
closed.

5.3. ADDITIONAL RESOURCES
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While programs allowing users to gain administrative privileges are a potential security risk, security
itself is beyond the scope of this particular book. You should therefore refer to the resources listed
below for more information regarding security and privileged access.

Installed Documentation

e su(1) — The manual page for su provides information regarding the options available with this
command.

e sudo(8) — The manual page for sudo includes a detailed description of this command and lists
options available for customizing its behavior.

e pam(8) — The manual page describing the use of Pluggable Authentication Modules (PAM) for
Linux.

Online Documentation

e Red Hat Enterprise Linux 7 Security Guide — The Security Guide for Red Hat Enterprise Linux 7
provides a more detailed look at potential security issues pertaining to the setuid programs
as well as techniques used to alleviate these risks.

See Also

e Chapter 3, Managing Users and Groupsdocuments how to manage system users and groups in
the graphical user interface and on the command line.
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PART Il. SUBSCRIPTION AND SUPPORT

To receive updates to the software on a Red Hat Enterprise Linux system it must be subscribed to the
Red Hat Content Delivery Network (CDN) and the appropriate repositories enabled. This part describes
how to subscribe a system to the Red Hat Content Delivery Network.

Red Hat provides support via the Customer Portal, and you can access this support directly from the
command line using the Red Hat Support Tool. This part describes the use of this command-line tool.
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CHAPTER 6. REGISTERING THE SYSTEM AND MANAGING
SUBSCRIPTIONS

The subscription service provides a mechanism to handle Red Hat software inventory and allows you to
install additional software or update already installed programs to newer versions using the yum
package manager. In Red Hat Enterprise Linux 7 the recommended way to register your system and
attach subscriptions is to use Red Hat Subscription Management,

NOTE

It is also possible to register the system and attach subscriptions after installation
during the initial setup process. For detailed information about the initial setup see the
Initial Setup chapter in the Installation Guide for Red Hat Enterprise Linux 7. Note that
the Initial Setup application is only available on systems installed with the X Window
System at the time of installation.

6.1. REGISTERING THE SYSTEM AND ATTACHING SUBSCRIPTIONS

Complete the following steps to register your system and attach one or more subscriptions using
Red Hat Subscription Management. Note that all subscription-manager commands are supposed

to berunas root.
1. Run the following command to register your system. You will be prompted to enter your user

name and password. Note that the user name and password are the same as your login
credentials for Red Hat Customer Portal.

I subscription-manager register

2. Determine the pool ID of a subscription that you require. To do so, type the following at a shell
prompt to display a list of all subscriptions that are available for your system:

I subscription-manager list --available

For each available subscription, this command displays its name, unique identifier, expiration
date, and other details related to your subscription. To list subscriptions for all architectures,
add the - -all option. The pool ID is listed on a line beginning with Pool ID.

3. Attach the appropriate subscription to your system by entering a command as follows:
I subscription-manager attach --pool=pool_id
Replace pool_id with the pool ID you determined in the previous step.
To verify the list of subscriptions your system has currently attached, at any time, run:

I subscription-manager list --consumed

For more details on how to register your system using Red Hat Subscription Management and
associate it with subscriptions, see the designated solution article. For comprehensive information
about subscriptions, see the Red Hat Subscription Management collection of quides.
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6.2. MANAGING SOFTWARE REPOSITORIES

When a system is subscribed to the Red Hat Content Delivery Network, a repository file is created in
the /etc/yum.repos.d/ directory. To verify that, use yum to list all enabled repositories:

I yum repolist

Red Hat Subscription Management also allows you to manually enable or disable software repositories
provided by Red Hat. To list all available repositories, use the following command:

I subscription-manager repos --list

The repository names depend on the specific version of Red Hat Enterprise Linux you are using and are
in the following format:

rhel-version-variant-rpms
rhel-version-variant-debug-rpms
rhel-version-variant-source-rpms

Where versionis the Red Hat Enterprise Linux system version ( 6 or 7), and variantis the Red Hat
Enterprise Linux system variant (server or workstation), for example:

rhel-7-server-rpms
rhel-7-server-debug-rpms
rhel-7-server-source-rpms

To enable a repository, enter a command as follows:
I subscription-manager repos --enable repository

Replace repository with the name of the repository to enable.

Similarly, to disable a repository, use the following command:
I subscription-manager repos --disable repository

Section 8.5, “Configuring Yum and Yum Repositories” provides detailed information about managing
software repositories using yum.

6.3. REMOVING SUBSCRIPTIONS
To remove a particular subscription, complete the following steps.

1. Determine the serial number of the subscription you want to remove by listing information
about already attached subscriptions:

I subscription-manager list --consumed

The serial number is the number listed as serial. For instance, 744993814251016831 in the
example below:

I SKU: ES0113909
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Contract: 01234567

Account: 1234567

Serial: 744993814251016831

Pool 1ID: 8a8519894bbal6dc014bccdd905a5e23
Active: False

Quantity Used: 1

Service Level: SELF-SUPPORT

Service Type: L1-L3

Status Details:
Subscription Type: Standard

Starts: 02/27/2015
Ends: 02/27/2016
System Type: Virtual

2. Enter a command as follows to remove the selected subscription:
I subscription-manager remove --serial=serial_number

Replace serial_number with the serial number you determined in the previous step.

To remove all subscriptions attached to the system, run the following command:

I subscription-manager remove --all

6.4. ADDITIONAL RESOURCES

For more information on how to register your system using Red Hat Subscription Management and
associate it with subscriptions, see the resources listed below.

Installed Documentation

e subscription-manager(8)—the manual page for Red Hat Subscription Management
provides a complete list of supported options and commands.

Related Books

e Red Hat Subscription Management collection of gquides — These quides contain detailed
information how to use Red Hat Subscription Management.

e |[nstallation Guide —see the Initial Setup chapter for detailed information on how to register
during the initial setup process.

See Also

e Chapter 5, Gaining Privileges documents how to gain administrative privileges by using the su
and sudo commands.

e Chapter 8, Yum provides information about using the yum packages manager to install and
update software.
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CHAPTER 7. ACCESSING SUPPORT USING THE RED HAT
SUPPORT TOOL

The Red Hat Support Tool, in the redhat-support-tool package, can function as both an interactive
shell and as a single-execution program. It can be run over SSH or from any terminal. It enables, for
example, searching the Red Hat Knowledgebase from the command line, copying solutions directly on
the command line, opening and updating support cases, and sending files to Red Hat for analysis.

7.1.INSTALLING THE RED HAT SUPPORT TOOL

The Red Hat Support Tool is installed by default on Red Hat Enterprise Linux. If required, to ensure
that it is, enter the following command as root:

I ~1# yum install redhat-support-tool

7.2. REGISTERING THE RED HAT SUPPORT TOOL USING THE
COMMAND LINE

To register the Red Hat Support Tool to the customer portal using the command line, proceed as
follows:

1.| ~]# redhat-support-tool config user username

Where username is the user name of the Red Hat Customer Portal account.

2. ~]# redhat-support-tool config password
Please enter the password for username:

7.3. USING THE RED HAT SUPPORT TOOL IN INTERACTIVE SHELL
MODE

To start the tool in interactive mode, enter the following command:

~]$ redhat-support-tool
Welcome to the Red Hat Support Tool.
Command (? for help):

The tool can be run as an unprivileged user, with a consequently reduced set of commands, or as root.

The commands can be listed by entering the ? character. The program or menu selection can be exited
by entering the g or e character. You will be prompted for your Red Hat Customer Portal user name
and password when you first search the Knowledgebase or support cases. Alternately, set the user
name and password for your Red Hat Customer Portal account using interactive mode, and optionally
save it to the configuration file.

7.4. CONFIGURING THE RED HAT SUPPORT TOOL

When in interactive mode, the configuration options can be listed by entering the command config -
-help:
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~1# redhat-support-tool
Welcome to the Red Hat Support Tool.
Command (? for help): config --help

Usage: config [options] config.option <new option value>

Use the 'config' command to set or get configuration file values.

Options:

-h, --help show this help message and exit

-g, --global Save configuration option in /etc/redhat-support-
tool.conf.

-u, --unset Unset configuration option.

The configuration file options which can be set are:

user : The Red Hat Customer Portal user.
password : The Red Hat Customer Portal password.
debug : CRITICAL, ERROR, WARNING, INFO, or DEBUG
url : The support services URL.

Default=https://api.access.redhat.com

proxy_url : A proxy server URL.

proxy_user: A proxy server user.

proxy_password: A password for the proxy server user.

ssl_ca : Path to certificate authorities to trust during
communication.

kern_debug_dir: Path to the directory where kernel debug symbols should
be downloaded and cached. Default=/var/lib/redhat-support-
tool/debugkernels

Examples:
- config user

- config user my-rhn-username
- config --unset user

Procedure 7.1. Registering the Red Hat Support Tool Using Interactive Mode

To register the Red Hat Support Tool to the customer portal using interactive mode, proceed as
follows:

1. Start the tool by entering the following command:
I ~1# redhat-support-tool
2. Enter your Red Hat Customer Portal user name:
I Command (? for help): config user username

To save your user name to the global configuration file, add the - g option.
3. Enter your Red Hat Customer Portal password:

Command (? for help): config password
Please enter the password for username:

7.4.1. Saving Settings to the Configuration Files
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The Red Hat Support Tool, unless otherwise directed, stores values and options locally in the home
directory of the current user, using the ~/ . redhat - support-tool/redhat - support-tool.conf
configuration file. If required, it is recommended to save passwords to this file because it is only
readable by that particular user. When the tool starts, it will read values from the global configuration
file /etc/redhat-support-tool.conf and from the local configuration file. Locally stored values
and options take precedence over globally stored settings.

! WARNING
It is recommended not to save passwords in the global /etc/redhat-support-

tool. conf configuration file because the password is just base64 encoded and
can easily be decoded. In addition, the file is world readable.

To save a value or option to the global configuration file, add the -g, --global option as follows:

I Command (? for help): config setting -g value

NOTE

In order to be able to save settings globally, using the -g, --global option, the Red
Hat Support Tool must be run as root because normal users do not have the
permissions required to write to /etc/redhat - support-tool.conf.

To remove a value or option from the local configuration file, add the -u, --unset option as follows:
I Command (? for help): config setting -u value

This will clear, unset, the parameter from the tool and fall back to the equivalent setting in the global
configuration file, if available.

NOTE

When running as an unprivileged user, values stored in the global configuration file
cannot be removed using the -u, --unset option, but they can be cleared, unset, from
the current running instance of the tool by using the -g, --global option
simultaneously with the -u, --unset option. If running as root, values and options
can be removed from the global configuration file using -g, --global simultaneously
with the -u, --unset option.

7.5. OPENING AND UPDATING SUPPORT CASES USING INTERACTIVE
MODE

Procedure 7.2. Opening a New Support Case Using Interactive Mode

To open a new support case using interactive mode, proceed as follows:

53



System Administrator's Guide

1. Start the tool by entering the following command:

I ~]# redhat-support-tool

2. Enter the opencase command:

I Command (? for help): opencase

3. Follow the on screen prompts to select a product and then a version.

4. Enter a summary of the case.

5. Enter a description of the case and press Ctr1+D on an empty line when complete.

6. Select a severity of the case.

7. Optionally chose to see if there is a solution to this problem before opening a support case.

8. Confirm you would still like to open the support case.

I Support case 0123456789 has successfully been opened

9. Optionally chose to attach an SOS report.

10. Optionally chose to attach a file.

Procedure 7.3. Viewing and Updating an Existing Support Case Using Interactive Mode

To view and update an existing support case using interactive mode, proceed as follows:

1. Start the tool by entering the following command:

I ~1# redhat-support-tool
2. Enter the getcase command:
I Command (? for help): getcase case-number

Where case-numberis the number of the case you want to view and update.

3. Follow the on screen prompts to view the case, modify or add comments, and get or add
attachments.

Procedure 7.4. Modifying an Existing Support Case Using Interactive Mode

To modify the attributes of an existing support case using interactive mode, proceed as follows:

1. Start the tool by entering the following command:

I ~1# redhat-support-tool

2. Enter the modifycase command:

I Command (? for help): modifycase case-number
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Where case-numberis the number of the case you want to view and update.

3. The modify selection list appears:

Type the number of the attribute to modify or 'e' to return to the
previous menu.

1 Modify Type

2 Modify Severity

3 Modify Status

4 Modify Alternative-ID

5 Modify Product

6 Modify Version

End of options.

Follow the on screen prompts to modify one or more of the options.

4. For example, to modify the status, enter 3:

Selection: 3
1 Waiting on Customer
2 Waiting on Red Hat
3 Closed
Please select a status (or 'gq' to exit):

7.6. VIEWING SUPPORT CASES ON THE COMMAND LINE

Viewing the contents of a case on the command line provides a quick and easy way to apply solutions
from the command line.

To view an existing support case on the command line, enter a command as follows:

I ~]# redhat-support-tool getcase case-number
Where case-numberis the number of the case you want to download.

7.7. ADDITIONAL RESOURCES

The Red Hat Knowledgebase article Red Hat Support Toolhas additional information, examples, and
video tutorials.
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PART IIl. INSTALLING AND MANAGING SOFTWARE

All software on a Red Hat Enterprise Linux system is divided into RPM packages, which can be installed,
upgraded, or removed. This part describes how to manage packages on Red Hat Enterprise Linux using
Yum.
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CHAPTER 8. YUM

Yum is the Red Hat package manager that is able to query for information about available packages,
fetch packages from repositories, install and uninstall them, and update an entire system to the latest
available version. Yum performs automatic dependency resolution when updating, installing, or
removing packages, and thus is able to automatically determine, fetch, and install all available
dependent packages.

Yum can be configured with new, additional repositories, or package sources, and also provides many
plug-ins which enhance and extend its capabilities. Yum is able to perform many of the same tasks that
RPM can; additionally, many of the command-line options are similar. Yum enables easy and simple
package management on a single machine or on groups of them.

The following sections assume your system was registered with Red Hat Subscription Management
during installation as described in the Red Hat Enterprise Linux 7 Installation Guide. If your system is
not subscribed, see Chapter 6, Registering the System and Managing Subscriptions

IMPORTANT

Yum provides secure package management by enabling GPG (Gnu Privacy Guard; also
known as GnuPG) signature verification on GPG-signed packages to be turned on for all
package repositories (package sources), or for individual repositories. When signature
verification is enabled, yum will refuse to install any packages not GPG-signed with the
correct key for that repository. This means that you can trust that the RPM packages
you download and install on your system are from a trusted source, such as Red Hat, and
were not modified during transfer. See Section 8.5, “Configuring Yum and Yum
Repositories” for details on enabling signature-checking with yum, or Section A.3.2,
“Checking Package Signatures” for information on working with and verifying GPG-
signed RPM packages in general.

Yum also enables you to easily set up your own repositories of RPM packages for download and
installation on other machines. When possible, yum uses parallel download of multiple packages and
metadata to speed up downloading.

Learning yum is a worthwhile investment because it is often the fastest way to perform system
administration tasks, and it provides capabilities beyond those provided by the PackageKit graphical
package management tools.

NOTE

i
P

You must have superuser privileges in order to use yum to install, update or remove
packages on your system. All examples in this chapter assume that you have already
obtained superuser privileges by using either the su or sudo command.

&, N,
LW,
L =

8.1. CHECKING FOR AND UPDATING PACKAGES

Yum enables you to check if your system has any updates waiting to be applied. You can list packages
that need to be updated and update them as a whole, or you can update a selected individual package.

8.1.1. Checking For Updates

To see which installed packages on your system have updates available, use the following command:
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I yum check-update

Example 8.1. Example output of the yum check-update command

The output of yum check-update can look as follows:

~]# yum check-update
Loaded plugins: product-id, search-disabled-repos, subscription-manager
dracut.x86_64 033-360.el17_2 rhel-7-
server-rpms

dracut-config-rescue.x86_64 033-360.el17_2 rhel-7-server-
rpms

kernel.x86_64 3.10.0-327.el7 rhel-7-
server-rpms

rpm.x86_64 4.11.3-17.el7 rhel-7-
server-rpms

rpm-1libs.x86_64 4.11.3-17.el7 rhel-7-
server-rpms

rpm-python.x86_64 4.11.3-17.el7 rhel-7-
server-rpms

yum.noarch 3.4.3-132.el7 rhel-7-
server-rpms

The packages in the above output are listed as having updates available. The first package in the
list is dracut. Each line in the example output consists of several rows, in case of dracut:

e dracut —the name of the package,

o X86_64 —the CPU architecture the package was built for,

e 033 —the version of the updated package to be installed,

e 360.el7—therelease of the updated package,

e _2—abuild version, added as part of a z-stream update,

e rhel-7-server-rpms —the repository in which the updated package is located.
The output also shows that we can update the kernel (the kernel package), yum and RPM

themselves (the yum and rpm packages), as well as their dependencies (such as the rpm-Ilibs, and
rpm-python packages), all using the yum command.

8.1.2. Updating Packages

You can choose to update a single package, multiple packages, or all packages at once. If any
dependencies of the package or packages you update have updates available themselves, then they
are updated too.

Updating a Single Package
To update a single package, run the following command as root:

I yum update package_name
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Example 8.2. Updating the rpm package

To update the rpm package, type:

~]# yum update rpm

Loaded plugins: langpacks, product-id, subscription-manager
Updating Red Hat repositories.

INFO:rhsm-app.repolib:repos updated: 0

Setting up Update Process
Resolving Dependencies

--> Running transaction check
---> Package rpm.x86_64 0:4.11.1-
--> Processing Dependency: rpm =
4,11.1-3.el7.x86_64

--> Processing Dependency: rpm
4,11.1-3.el7.x86_64

.el7 will be updated
.11.1-3.el7 for package: rpm-libs-

H~ W

1
I

--> Processing Dependency: rpm = 4.11.1-3.el7 for package: rpm-build-

4.11.1-3.el17.x86_64
---> Package rpm.x86_64 0:4.11.2-2.el7 will be an update
--> Running transaction check

--> Finished Dependency Resolution

Dependencies Resolved

Size

Updating:

rpm x86_64 4.11.2-2.el7 rhel
1.1 M
Updating for dependencies:

rpm-build x86_64 4.11.2-2.el7 rhel
139 k

rpm-build-1libs x86_64 4.11.2-2.el7 rhel
98 k

rpm-1ibs x86_64 4.11.2-2.el7 rhel
261 k

rpm-python x86_64 4.11.2-2.el7 rhel
74 k

Transaction Summary

Upgrade 1 Package (+4 Dependent packages)

Total size: 1.7 M
Is this ok [y/d/N]:

This output contains several items of interest:

1. Loaded plugins: langpacks, product-id, subscription-manager —Yum

always informs you which yum plug-ins are installed and enabled. See Section 8.6, “Yum
Plug-ins” for general information on yum plug-ins, or Section 8.6.3, “Working with Yum

.11.1-3.el7 for package: rpm-python-
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Plug-ins” for descriptions of specific plug-ins.

2. rpm.x86_64 —you can download and install a new rpm package as well as its
dependencies. Transaction check is performed for each of these packages.

3. Yum presents the update information and then prompts you for confirmation of the update;
yum runs interactively by default. If you already know which transactions the yum
command plans to perform, you can use the -y option to automatically answer yes to any
qguestions that yum asks (in which case it runs non-interactively). However, you should
always examine which changes yum plans to make to the system so that you can easily
troubleshoot any problems that might arise. You can also choose to download the package
without installing it. To do so, select the d option at the download prompt. This launches a
background download of the selected package.

If a transaction fails, you can view yum transaction history by using the yum history
command as described in Section 8.4, “Working with Transaction History”.

IMPORTANT

Yum always installs a new kernel regardless of whether you are using the yum update
oryum install command.

When using RPM, on the other hand, it is important to use the rpm -i kernel
command which installs a new kernel instead of rpm -u kernel which replaces the
current kernel. See Section A.2.1, “Installing and Upgrading Packages” for more
information on installing and upgrading kernels with RPM.

Similarly, it is possible to update a package group. Type as root:
I yum group update group_name

Here, replace group_name with a name of the package group you want to update. For more information
on package groups, see Section 8.3, “Working with Package Groups” .

Yum also offers the upgrade command that is equal to update with enabled obsoletes
configuration option (see Section 8.5.1, “Setting [main] Options”). By default, obsoletes is turned on
in /etc/yum.conf, which makes these two commands equivalent.

Updating All Packages and Their Dependencies

To update all packages and their dependencies, use the yum update command without any
arguments:

I yum update

Updating Security-Related Packages
If packages have security updates available, you can update only these packages to their latest
versions. Type as root:

I yum update --security

You can also update packages only to versions containing the latest security updates. Type as root:
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I yum update-minimal --security

For example, assume that:
o the kernel-3.10.0-1 package is installed on your system;
o the kernel-3.10.0-2 package was released as a security update;
e the kernel-3.10.0-3 package was released as a bug fix update.
Thenyum update-minimal --security updates the package to kernel-3.10.0-2, and yum
update --security updates the package to kernel-3.10.0-3.
8.1.3. Preserving Configuration File Changes

You will inevitably make changes to the configuration files installed by packages as you use your

Red Hat Enterprise Linux system. RPM, which yum uses to perform changes to the system, provides a
mechanism for ensuring their integrity. See Section A.2.1, “Installing and Upgrading Packages” for
details on how to manage changes to configuration files across package upgrades.

8.1.4. Upgrading the System Off-line with ISO and Yum

For systems that are disconnected from the Internet or Red Hat Network, using the yum update
command with the Red Hat Enterprise Linux installation ISO image is an easy and quick way to
upgrade systems to the latest minor version. The following steps illustrate the upgrading process:

1. Create a target directory to mount your ISO image. This directory is not automatically created
when mounting, so create it before proceeding to the next step. As root, type:

I mkdir mount_dir

Replace mount_dir with a path to the mount directory. Typically, users create it as a
subdirectory in the /media directory.

2. Mount the Red Hat Enterprise Linux 7 installation ISO image to the previously created target
directory. As root, type:

I mount -o loop iso_name mount_dir

Replace iso_name with a path to your ISO image and mount_dir with a path to the target
directory. Here, the -0 loop option is required to mount the file as a block device.

3. Copy the media. repo file from the mount directory to the /etc/yum.repos.d/ directory.
Note that configuration files in this directory must have the .repo extension to function
properly.

I cp mount_dir/media.repo /etc/yum.repos.d/new.repo

This creates a configuration file for the yum repository. Replace new.repo with the filename,
for example rhel7.repo.

4. Edit the new configuration file so that it points to the Red Hat Enterprise Linux installation ISO.
Add the following line into the /etc/yum.repos.d/new. repo file:
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I baseurl=file:///mount_dir

Replace mount_dir with a path to the mount point.

5. Update all yum repositories including /etc/yum.repos.d/new. repo created in previous
steps. As root, type:

I yum update

This upgrades your system to the version provided by the mounted ISO image.

6. After successful upgrade, you can unmount the ISO image. As root, type:
I umount mount_dir

where mount_diris a path to your mount directory. Also, you can remove the mount directory
created in the first step. As root, type:

I rmdir mount_dir

7. If you will not use the previously created configuration file for another installation or update,
you can remove it. As root, type:

I rm /etc/yum.repos.d/new.repo

Example 8.3. Upgrading from Red Hat Enterprise Linux 7.0 to 7.1

If required to upgrade a system without access to the Internet using an ISO image with the newer
version of the system, called for example rhel-server-7.1-x86_64-dvd.iso, create a target
directory for mounting, such as /media/rhel7/. As root, change into the directory with your ISO
image and type:

I ~]# mount -o loop rhel-server-7.1-x86_64-dvd.iso /media/rhel7/

Then set up a yum repository for your image by copying the media. repo file from the mount
directory:

I ~]# cp /media/rhel7/media.repo /etc/yum.repos.d/rhel7.repo

To make yum recognize the mount point as a repository, add the following line into the
/etc/yum.repos.d/rhel7.repo copiedin the previous step:

I baseurl=file:///media/rhel7/

Now, updating the yum repository will upgrade your system to a version provided by rhel-
server-7.1-x86_64-dvd.iso. As root, execute:

I ~]# yum update

When your system is successfully upgraded, you can unmount the image, remove the target
directory and the configuration file:
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I ~]# umount /media/rhel?7/
I ~]# rmdir /media/rhel?7/

I ~]# rm /etc/yum.repos.d/rhel7.repo

8.2. WORKING WITH PACKAGES

Yum enables you to perform a complete set of operations with software packages, including searching
for packages, viewing information about them, installing and removing.

8.2.1. Searching Packages

You can search all RPM package names, descriptions and summaries by using the following command:
I yum search term..

Replace term with a package name you want to search.
Example 8.4. Searching for packages matching a specific string
To list all packages that match “vim”, “gvim”, or “emacs”, type:

subscription-manager
—==—=—=—=—==—=—==—=—=—=—=—=—=—=—=—=—========= N/S matched: vim

vim-X11.x86_64 : The VIM version of the vi editor for the X Window
System

vim-common.x86_64 : The common files needed by any version of the VIM
editor

[output truncated]

—===—=—=—==—=—==—=—=—=—=—=—=—==—=—======== N/S matched: emacs

emacs.x86_64 : GNU Emacs text editor
emacs-auctex.noarch : Enhanced TeX modes for Emacs
[output truncated]

Name and summary matches mostly, use "search all" for everything.

~]$ yum search vim gvim emacs
Loaded plugins: langpacks, product-id, search-disabled-repos,
Warning: No matches found for: gvim

The yum search command is useful for searching for packages you do not know the name of, but for
which you know a related term. Note that by default, yum search returns matches in package name
and summary, which makes the search faster. Use the yum search all command for a more
exhaustive but slower search.

Filtering the Results
All of yum's list commands allow you to filter the results by appending one or more glob expressions as
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arguments. Glob expressions are normal strings of characters which contain one or more of the
wildcard characters * (which expands to match any character subset) and ? (which expands to match
any single character).

Be careful to escape the glob expressions when passing them as arguments to a yum command,
otherwise the Bash shell will interpret these expressions as pathname expansions, and potentially pass
all files in the current directory that match the global expressions to yum. To make sure the glob
expressions are passed to yum as intended, use one of the following methods:

e escape the wildcard characters by preceding them with a backslash character
e double-quote or single-quote the entire glob expression.

Examples in the following section demonstrate usage of both these methods.

8.2.2. Listing Packages

To list information on all installed and available packages type the following at a shell prompt:
I yum list all

To list installed and available packages that match inserted glob expressions use the following
command:

I yum list glob_expression..

Example 8.5. Listing ABRT-related packages

Packages with various ABRT add-ons and plug-ins either begin with “abrt-addon-”, or “abrt-
plugin-". To list these packages, type the following command at a shell prompt. Note how the
wildcard characters are escaped with a backslash character:

~]%$ yum list abrt-addon\* abrt-plugin\?*

Loaded plugins: langpacks, product-id, search-disabled-repos,
subscription-manager

Installed Packages

abrt-addon-ccpp.x86_64 2.1.11-35.el7
@rhel-7-server-rpms
abrt-addon-kerneloops.x86_64 2.1.11-35.el7
@rhel-7-server-rpms
abrt-addon-pstoreoops.x86_64 2.1.11-35.el7
@rhel-7-server-rpms
abrt-addon-python.x86_64 2.1.11-35.el7
@rhel-7-server-rpms
abrt-addon-vmcore.x86_64 2.1.11-35.el7
@rhel-7-server-rpms
abrt-addon-xorg.x86_64 2.1.11-35.el7

@rhel-7-server-rpms

To list all packages installed on your system use the installed keyword. The rightmost column in the
output lists the repository from which the package was retrieved.

I yum list installed glob_expression..
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Example 8.6. Listing all installed versions of the krb package

The following example shows how to list all installed packages that begin with “krb” followed by
exactly one character and a hyphen. This is useful when you want to list all versions of certain
component as these are distinguished by numbers. The entire glob expression is quoted to ensure
proper processing.

~]1$ yum list installed "krb?-*"

Loaded plugins: langpacks, product-id, search-disabled-repos,
subscription-manager

Installed Packages

krb5-1ibs.x86_64 1.13.2-10.el7
@rhel-7-server-rpms

To list all packages in all enabled repositories that are available to install, use the command in the
following form:

I yum list available glob_expression..
Example 8.7. Listing available gstreamer plug-ins
For instance, to list all available packages with names that contain “gstreamer” and then “plugin”,

subscription-manager

Available Packages

gstreamer-plugins-bad-free.i686 0.10.23-20.el7
rhel-7-server-rpms

gstreamer-plugins-base.i686 0.10.36-10.el7
rhel-7-server-rpms

gstreamer-plugins-good.i686 0.10.31-11.el7
rhel-7-server-rpms

gstreamerl-plugins-bad-free.i686 1.4.5-3.el7
rhel-7-server-rpms

gstreamerl-plugins-base.i686 1.4.5-2.el7
rhel-7-server-rpms

gstreamerl-plugins-base-devel.i686 1.4.5-2.el7
rhel-7-server-rpms

gstreamerl-plugins-base-devel.x86_64 1.4.5-2.el7
rhel-7-server-rpms

gstreamerl-plugins-good.i686 1.4.5-2.el7

run the following command:

~]$ yum list available gstreamer\*plugin\*

Loaded plugins: langpacks, product-id, search-disabled-repos,
rhel-7-server-rpms

Listing Repositories
To list the repository ID, name, and number of packages for each enabled repository on your system,
use the following command:

I yum repolist
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To list more information about these repositories, add the -v option. With this option enabled,
information including the file name, overall size, date of the last update, and base URL are displayed
for each listed repository. As an alternative, you can use the repoinfo command that produces the
same output.

I yum repolist -v

I yum repoinfo

To list both enabled and disabled repositories use the following command. A status column is added to
the output list to show which of the repositories are enabled.

I yum repolist all

By passing disabled as a first argument, you can reduce the command output to disabled
repositories. For further specification you can pass the ID or name of repositories or related
glob_expressions as arguments. Note that if there is an exact match between the repository ID or

name and the inserted argument, this repository is listed even if it does not pass the enabled or disabled
filter.

8.2.3. Displaying Package Information

To display information about one or more packages, use the following command (glob expressions are
valid here as well):

I yum info package_name..

Replace package_name with the name of the package.
Example 8.8. Displaying information on the abrt package
To display information about the abrt package, type:

subscription-manager
Installed Packages
Name : abrt
Arch : X86_64
Version 1 2.1.11
Release : 35.el7
Size 1 2.3 M
Repo : installed
From repo : rhel-7-server-rpms
Summary : Automatic bug detection and reporting tool
URL : https://fedorahosted.org/abrt/
License : GPLv2+
Description : abrt is a tool to help users to detect defects in
applications and
to create a bug report with all information needed by
maintainer to fix

~1$ yum info abrt
Loaded plugins: langpacks, product-id, search-disabled-repos,
it. It uses plugin system to extend its functionality.
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Theyum info package_name command is similar to the rpm -q --info package_name
command, but provides as additional information the name of the yum repository the RPM package
was installed from (look for the From repo: line in the output).

Using yumdb
You can also query the yum database for alternative and useful information about a package by using
the following command:

I yumdb info package_name

This command provides additional information about a package, including the check sum of the
package (and the algorithm used to produce it, such as SHA-256), the command given on the
command line that was invoked to install the package (if any), and the reason why the package is
installed on the system (where user indicates it was installed by the user, and dep means it was
brought in as a dependency).

Example 8.9. Querying yumdb for information on the yum package
To display additional information about the yum package, type:

yum-3.4.3-132.el7.noarch

changed_by = 1000

checksum_data =
a9d0510e2ff0dO4d04476c693c0313a11379053928eTd2956119a837b3d9eb02

checksum_type = sha256

command_line = upgrade

from_repo = rhel-7-server-rpms

from_repo_revision = 1449144806

from_repo_timestamp = 1449144805

installed_by = 4294967295

origin_url =
https://cdn.redhat.com/content/dist/rhel/server/7/7Server/x86_64/0s/Pack
ages/yum-3.4.3-132.el7.noarch.rpm

reason = user

releasever = 7Server

~1$ yumdb info yum
Loaded plugins: langpacks, product-id
var_uuid = 147a7d49-b60a-429f-8d8f-3edb6cebf4al

For more information on the yumdb command, see the yumdb(8) manual page.

8.2.4. Installing Packages

To install a single package and all of its non-installed dependencies, enter a command in the following
form as root:

I yum install package_name

You can also install multiple packages simultaneously by appending their names as arguments. To do
so, type as root:

I yum install package _name package_name..
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If you are installing packages on a multilib system, such as an AMD64 or Intel 64 machine, you can
specify the architecture of the package (as long as it is available in an enabled repository) by
appending .arch to the package name:

I yum install package name.arch
Example 8.10. Installing packages on multilib system
To install the sqlite package for the 1686 architecture, type:

I ~]# yum install sqglite.i686

You can use glob expressions to quickly install multiple similarly named packages. Execute as root:

I yum install glob_expression..

Example 8.11. Installing all audacious plugins

Global expressions are useful when you want to install several packages with similar names. To
install all audacious plug-ins, use the command in the following form:

I ~]# yum install audacious-plugins-\*

In addition to package names and glob expressions, you can also provide file names to yum install.
If you know the name of the binary you want to install, but not its package name, you can give yum
install the path name. As root, type:

I yum install /usr/sbin/named

Yum then searches through its package lists, finds the package which provides /usr/shin/named, if
any, and prompts you as to whether you want to install it.

As you can see in the above examples, the yum install command does not require strictly defined
arguments. It can process various formats of package names and glob expressions, which makes
installation easier for users. On the other hand, it takes some time until yum parses the input correctly,
especially if you specify a large number of packages. To optimize the package search, you can use the
following commands to explicitly define how to parse the arguments:

I yum install-n name
I yum install-na name.architecture

I yum install-nevra name-epoch:version-release.architecture

With install-n, yum interprets name as the exact name of the package. The install-na command
tells yum that the subsequent argument contains the package name and architecture divided by the
dot character. With install-nevra, yum will expect an argument in the form name-epoch:version-
release.architecture. Similarly, you can use yum remove-n,yum remove-nha,and yum remove-
nevra when searching for packages to be removed.
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NOTE

If you know you want to install the package that contains the named binary, but you do
not know in which bin/ or shin/ directory the file is installed, use the yum provides
command with a glob expression:

~1# yum provides "*bin/named"
Loaded plugins: langpacks, product-id, search-disabled-repos,

subscription-

! manager
32:bind-9.9.4-14.e17.x86_64 : The Berkeley Internet Name Domain
(BIND) DNS

(Domain Name System) server

Repo : rhel-7-server-rpms
Matched from:
Filename : /usr/sbin/named

yum provides "*/file_name" is a useful way to find the packages that contain
file_name.

Example 8.12. Installation Process

The following example provides an overview of installation with use of yum. To download and install
the latest version of the httpd package, execute as root:

~1# yum install httpd

Loaded plugins: langpacks, product-id, subscription-manager
Resolving Dependencies

--> Running transaction check

---> Package httpd.x86_64 0:2.4.6-12.el7 will be updated

---> Package httpd.x86_64 0:2.4.6-13.el7 will be an update

--> Processing Dependency: 2.4.6-13.el7 for package: httpd-2.4.6-
13.e17.x86_64

--> Running transaction check

---> Package httpd-tools.x86_64 0:2.4.6-12.el7 will be updated
---> Package httpd-tools.x86_64 0:2.4.6-13.el7 will be an update
--> Finished Dependency Resolution

Dependencies Resolved

After executing the above command, yum loads the necessary plug-ins and runs the transaction
check. In this case, httpd is already installed. Since the installed package is older than the latest
currently available version, it will be updated. The same applies to the httpd-tools package that
httpd depends on. Then, a transaction summary is displayed:

Package Arch Version Repository
Size
Updating:
httpd x86_64 2.4.6-13.el7 rhel-x86_64-server-7
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1.2 M
Updating for dependencies:
httpd-tools x86_64 2.4.6-13.el7 rhel-x86_64-server-7
77 k
Transaction Summary
Upgrade 1 Package (+1 Dependent package)

Total size: 1.2 M
Is this ok [y/d/N]:

In this step yum prompts you to confirm the installation. Apart from y (yes) and N (no) options, you
can choose d (download only) to download the packages but not to install them directly. If you
choose y, the installation proceeds with the following messages until it is finished successfully.

Running transaction

Updating : httpd-tools-2.4.6-13.e17.x86_64
1/4

Updating : httpd-2.4.6-13.e17.x86_64
2/4

Cleanup : httpd-2.4.6-12.e17.x86_64
3/4

Cleanup : httpd-tools-2.4.6-12.e17.x86_64
4/4

Verifying : httpd-2.4.6-13.el7.x86_64
1/4

Verifying : httpd-tools-2.4.6-13.el7.x86_64
2/4

Verifying : httpd-tools-2.4.6-12.el17.x86_64
3/4

Verifying : httpd-2.4.6-12.el17.x86_64
4/4

Updated:
httpd.x86_64 0:2.4.6-13.el7

Dependency Updated:
httpd-tools.x86_64 0:2.4.6-13.el7

Downloading packages:
Running transaction check
Running transaction test
Transaction test succeeded
Complete!

To install a previously downloaded package from the local directory on your system, use the following
command:

I yum localinstall path

Replace path with the path to the package you want to install.
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8.2.5. Downloading Packages

As shown in Example 8.12, “Installation Process”, at a certain point of installation process you are
prompted to confirm the installation with the following message:

Total size: 1.2 M
Is this ok [y/d/N]:

With the d option, yum downloads the packages without installing them immediately. You can install
these packages later offline with the yum localinstall command or you can share them with a
different device. Downloaded packages are saved in one of the subdirectories of the cache directory,
by default /var/cache/yum/$hasearch/$releasever/packages/. The downloading proceeds in
background mode so that you can use yum for other operations in parallel.

8.2.6. Removing Packages

Similarly to package installation, yum enables you to uninstall them. To uninstall a particular package,
as well as any packages that depend on it, run the following command as root:

I yum remove package_name..

As when you install multiple packages, you can remove several at once by adding more package
names to the command.

Example 8.13. Removing several packages

To remove totem, type the following at a shell prompt:

I ~]# yum remove totem

Similar to install, remove can take these arguments:
e package names
e glob expressions
o file lists

e package provides
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g WARNING
Yum is not able to remove a package without also removing packages which

depend on it. This type of operation, which can only be performed by RPM, is not
advised, and can potentially leave your system in a non-functioning state or cause
applications to not work correctly or crash. For further information, see

Section A.2.2, “Uninstalling Packages” in the RPM chapter.

8.3. WORKING WITH PACKAGE GROUPS

A package group is a collection of packages that serve a common purpose, for instance System Toolsor
Sound and Video. Installing a package group pulls a set of dependent packages, saving time
considerably. The yum groups command is a top-level command that covers all the operations that

act on package groups in yum.

8.3.1. Listing Package Groups

The summary option is used to view the number of installed groups, available groups, available
environment groups, and both installed and available language groups:

yum groups summary

Loaded plugins: langpacks, product-id, subscription-manager
Available Environment Groups: 12
Installed Groups: 10

~]1$ yum groups summary
Available Groups: 12

| Example 8.14. Example output of yum groups summary

To list all package groups from yum repositories add the 1ist option. You can filter the command
output by group names.

I yum group list glob_expression..
Several optional arguments can be passed to this command, including hidden to list also groups not

marked as user visible, and ids to list group IDs. You can add language, environment, installed,
or available options to reduce the command output to a specific group type.

To list mandatory and optional packages contained in a particular group, use the following command:

I yum group info glob_expression..

Example 8.15. Viewing information on the LibreOffice package group

I ~1$ yum group info LibreOffice

72



CHAPTER 8. YUM

Mandatory Packages:
=libreoffice-calc
=libreoffice-impress

=libreoffice-math

Loaded plugins: langpacks, product-id, subscription-manager
Group: LibreOffice
Group-Id: libreoffice
Description: LibreOffice Productivity Suite
libreoffice-draw
-libreoffice-emailmerge
libreoffice-graphicfilter
=libreoffice-writer
+libreoffice-xsltfilter
Optional Packages:
libreoffice-base
libreoffice-pyuno

As you can see in the above example, the packages included in the package group can have different
states that are marked with the following symbols:

e " -"—Packageis notinstalled and it will not be installed as a part of the package group.

e "+ "—Package is notinstalled but it will be installed on the next yum upgrade or yum group
upgrade.

e "="-—Packageisinstalled and it was installed as a part of the package group.

e no symbol— Package is installed but it was installed outside of the package group. This means
that the yum group remove will not remove these packages.

These distinctions take place only when the group_command configuration parameter is set to
objects, which is the default setting. Set this parameter to a different value if you do not want yum to
track if a package was installed as a part of the group or separately, which will make "no symbol"
packages equivalent to "=" packages.

You can alter the above package states using the yum group mark command. For example, yum
group mark packages marks any given installed packages as members of a specified group. To
avoid installation of new packages on group update, use yum group mark blacklist. See the

yum(8) man page for more information on capabilities of yum group mark.

NOTE

You can identify an environmental group with use of the @* prefix and a package group
can be marked with @ When using yum group 1list, info, install, or remove, pass
@group_name to specify a package group, @*group_name to specify an environmental
group, or group_name to include both.

8.3.2. Installing a Package Group

Each package group has a name and a group ID (groupid). To list the names of all package groups, and
their group IDs, which are displayed in parentheses, type:
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I yum group list ids

Example 8.16. Finding name and groupid of a package group

To find the name or ID of a package group, for example a group related to the KDE desktop
environment, type:

~]1$ yum group list ids kde\*
Available environment groups:

KDE Plasma Workspaces (kde-desktop-environment)
Done

Some groups are hidden by settings in the configured repositories. For example, on a server, make
use of the hidden command option to list hidden groups too:

~]$ yum group list hidden ids kde\*
Loaded plugins: product-id, subscription-manager
Available Groups:
KDE (kde-desktop)
Done

You can install a package group by passing its full group name, without the groupid part, to the group
install command. As root, type:

I yum group install "group name"
You can also install by groupid. As root, execute the following command:
I yum group install groupid

You can pass the groupid or quoted group name to the install command if you prepend it with an @
symbol, which tells yum that you want to perform group install. As root, type:

I yum install @group
Replace group with the groupid or quoted group name. The same logic applies to environmental groups:
I yum install @"group

Example 8.17. Four equivalent ways of installing the KDE Desktop group

As mentioned before, you can use four alternative, but equivalent ways to install a package group.
For KDE Desktop, the commands look as follows:

~1# yum group install kde-desktop
~]# yum install @"KDE Desktop"

~]# yum group install "KDE Desktop"
~1# yum install @kde-desktop
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8.3.3. Removing a Package Group

You can remove a package group using syntax similar to the install syntax, with use of either name
of the package group or its id. As root, type:

I yum group remove group_name

I yum group remove groupid

Also, you can pass the groupid or quoted name to the remove command if you prepend it with an @-
symbol, which tells yum that you want to perform group remove. As root, type:

I yum remove @group

Replace group with the groupid or quoted group name. Similarly, you can replace an environmental
group:

I yum remove @"\group

Example 8.18. Four equivalent ways of removing the KDE Desktop group

Similarly to install, you can use four alternative, but equivalent ways to remove a package group.
For KDE Desktop, the commands look as follows:

~]# yum group remove "KDE Desktop"
~]# yum group remove kde-desktop
~]# yum remove @"KDE Desktop"

~]# yum remove @kde-desktop

8.4. WORKING WITH TRANSACTION HISTORY

The yum history command enables users to review information about a timeline of yum
transactions, the dates and times they occurred, the number of packages affected, whether these

transactions succeeded or were aborted, and if the RPM database was changed between transactions.

Additionally, this command can be used to undo or redo certain transactions. All history data is stored
in the history DB in the/var/1ib/yum/history/ directory.

8.4.1. Listing Transactions

To display a list of the twenty most recent transactions, as root, either run yum history with no
additional arguments, or type the following at a shell prompt:

I yum history list
To display all transactions, add the all keyword:
I yum history list all

To display only transactions in a given range, use the command in the following form:
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I yum history list start_id..end_id

You can also list only transactions regarding a particular package or packages. To do so, use the
command with a package name or a glob expression:

I yum history list glob_expression..

Example 8.19. Listing the five oldest transactions

In the output of yum history list,the most recent transaction is displayed at the top of the list.
To display information about the five oldest transactions stored in the history data base, type:

~]# yum history list 1..5
Loaded plugins: langpacks, product-id, subscription-manager

ID | Login user | Date and time | Action(s)
| Altered
5 | User <user> | 2013-07-29 15:33 | Install
| 1
4 | User <user> | 2013-07-21 15:10 | Install
| 1
3 | User <user> | 2013-07-16 15:27 | I, U
| 73
2 | System <unset> | 2013-07-16 15:19 | Update |
1
1 | System <unset> | 2013-07-16 14:38 | Install |
1106

history list

All forms of the yum history list command produce tabular output with each row consisting of the
following columns:

ID —aninteger value that identifies a particular transaction.

Login user —the name of the user whose login session was used to initiate a transaction.
This information is typically presented in the Full Name <username> form. For transactions
that were not issued by a user (such as an automatic system update), System <unset>is
used instead.

Date and time —the date and time when a transaction was issued.

Action(s) —allist of actions that were performed during a transaction as described in
Table 8.1, “Possible values of the Action(s) field” .

Altered —the number of packages that were affected by a transaction, possibly followed by
additional information as described in Table 8.2, “Possible values of the Altered field”.

Table 8.1. Possible values of the Action(s) field
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Abbreviatio Description

n

Downgrade

Erase

Install

Obsoleting

Reinstall

Update

D At least one package has been downgraded to an older version.
E At least one package has been removed.

I At least one new package has been installed.

0 At least one package has been marked as obsolete.

R At least one package has been reinstalled.

U At least one package has been updated to a newer version.

Table 8.2. Possible values of the Altered field

Symbol Description

<

Before the transaction finished, the rpmdb database was changed outside yum.

After the transaction finished, the rpmdb database was changed outside yum.

The transaction failed to finish.

The transaction finished successfully, but yum returned a non-zero exit code.

The transaction finished successfully, but an error or a warning was displayed.

The transaction finished successfully, but problems already existed in the rpmdb
database.

The transaction finished successfully, but the - - skip-broken command-line
option was used and certain packages were skipped.

To synchronize the rpmdb or yumdb database contents for any installed package with the currently
used rpmdb or yumdb database, type the following:

I yum history sync

To display some overall statistics about the currently used history database use the following

command:

I yum history stats

Example 8.20. Example output of yum history stats
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~]# yum history stats
Loaded plugins: langpacks,

File : //var/1lib/yum/history/history-2012-08-15.sqlite

Size 1 2,766,848

Counts :
NEVRAC : 2,204
NEVRA : 2,204
NA 1,759
NEVR 2,204
rpom DB : 2,204
yum DB : 2,204

history stats

Yum also enables you to display a summary of all past transactions. To do so, run the command in the

following form as root:

I yum history summary

Transactions: 41
Begin time : Wed Aug 15 16:18:25 2012
End time : Wed Feb 27 14:52:30 2013

product-id, subscription-manager

To display only transactions in a given range, type:

I yum history summary start_id..end_id

Similarly to the yum history list command, you can also display a summary of transactions
regarding a certain package or packages by supplying a package name or a glob expression:

I yum history summary glob_expression..

Example 8.21. Summary of the five latest transactions

~1# yum history summary 1..5
product-id, subscription-manager

Loaded plugins: langpacks,

Login user

Altered

Jaromir ... <jhradilek>
1

Jaromir ... <jhradilek>
1

Jaromir ... <jhradilek>
73

System <unset>

1107
history summary

All forms of the yum history summary command produce simplified tabular output similar to the
output of yum history list.

78

| Time
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| Action(s)
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As shown above, both yum history list and yum history summary are oriented towards
transactions, and although they allow you to display only transactions related to a given package or
packages, they lack important details, such as package versions. To list transactions from the
perspective of a package, run the following command as root:

I yum history package-list glob_expression..
Example 8.22. Tracing the history of a package
For example, to trace the history of subscription-manager and related packages, type the following

subscription-manager
ID | Action(s) | Package

2 | Updated | subscription-manager-1.13.22-1.el17.x86_64

at a shell prompt:
~]# yum history package-list subscription-manager\*
Loaded plugins: langpacks, product-id, search-disabled-repos,
2 | Update | 1.15.9-15.e17.x86_64
EE
2 | Obsoleted | subscription-manager-firstboot-1.13.22-
1.e17.x86_64 EE
2 | Updated | subscription-manager-gui-1.13.22-1.el7.x86_64
EE
2 | Update | 1.15.9-
15.e17.x86_64 EE
2 | Obsoleting | subscription-manager-initial-setup-addon-
1.15.9-15.e17.x86_64 EE
1 | Install | subscription-manager-1.13.22-1.el17.x86_64
1 | Install | subscription-manager-firstboot-1.13.22-
1.el7.x86_64
1 | Install | subscription-manager-gui-1.13.22-1.el17.x86_64
history package-list
In this example, three packages were installed during the initial system installation: subscription-
manager, subscription-manager-firstboot, and subscription-manager-qui. In the third transaction,
all these packages were updated from version 1.10.11 to version 1.10.17.

8.4.2. Examining Transactions

To display the summary of a single transaction, as root, use the yum history summarycommandin
the following form:

I yum history summary id

Here, id stands for the ID of the transaction.

To examine a particular transaction or transactions in more detail, run the following command as
root:

I yum history info id..
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The idargument is optional and when you omit it, yum automatically uses the last transaction. Note
that when specifying more than one transaction, you can also use a range:

I yum history info start_id..end_id
Example 8.23. Example output of yum history info
The following is sample output for two transactions, each installing one new package:

subscription-manager
Transaction ID : 4..5
Begin time : Mon Dec 7 16:51:07 2015
Begin rpmdb 1 1252:d2b62b7b5768e855723954852fd7e55f641fbad9
End time : 17:18:49 2015 (27 minutes)
End rpmdb 1 1253:cf8449dc4c53fcOcbhc0adc48e496a6c5013d43c5
User : Maxim Svistunov <msvistun>
Return-Code 1 Success
Command Line : install tigervnc-server.x86_64
Command Line : reinstall tigervnc-server
Transaction performed with:
Installed rpm-4.11.3-17.el17.x86_64 @rhel-7-
server-rpms
Installed subscription-manager-1.15.9-15.el17.x86_64 @rhel-7-
server-rpms
Installed yum-3.4.3-132.el7.noarch @rhel-7-
server-rpms
Packages Altered:
Reinstall tigervnc-server-1.3.1-3.el17.x86_64 @rhel-7-server-rpms

~1# yum history info 4..5
Loaded plugins: langpacks, product-id, search-disabled-repos,
history info

You can also view additional information, such as what configuration options were used at the time of
the transaction, or from what repository and why were certain packages installed. To determine what
additional information is available for a certain transaction, type the following at a shell prompt as
root:

I yum history addon-info id

Similarly to yum history info, when no idis provided, yum automatically uses the latest
transaction. Another way to refer to the latest transaction is to use the last keyword:

I yum history addon-info last

Example 8.24. Example output of yum history addon-info

For the fourth transaction in the history, the yum history addon-info command provides the
following output:

~]# yum history addon-info 4
Loaded plugins: langpacks, product-id, subscription-manager
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Transaction ID: 4
Available additional history information:
config-main
config-repos
saved_tx
history addon-info
In the output of the yum history addon-info command, three types of information are available:

e config-main — global yum options that were in use during the transaction. See Section 8.5.1,
“Setting [main] Options” for information on how to change global options.

e config-repos —options for individual yum repositories. See Section 8.5.2, “Setting
[repository] Options” for information on how to change options for individual repositories.

e saved_tx —the datathat can be used by the yum load-transaction command in order to
repeat the transaction on another machine (see below).

To display a selected type of additional information, run the following command as root:

I yum history addon-info id information

8.4.3. Reverting and Repeating Transactions

Apart from reviewing the transaction history, the yum history command provides means to revert or
repeat a selected transaction. To revert a transaction, type the following at a shell prompt as root:

I yum history undo id
To repeat a particular transaction, as root, run the following command:
I yum history redo id

Both commands also accept the 1last keyword to undo or repeat the latest transaction.

Note that both yum history undo and yum history redo commands only revert or repeat the
steps that were performed during a transaction. If the transaction installed a new package, the yum
history undo command will uninstall it, and if the transaction uninstalled a package the command
will again install it. This command also attempts to downgrade all updated packages to their previous
version, if these older packages are still available.

When managing several identical systems, yum also enables you to perform a transaction on one of
them, store the transaction details in a file, and after a period of testing, repeat the same transaction
on the remaining systems as well. To store the transaction details to a file, type the following at a shell
prompt as root:

I yum -q history addon-info id saved_tx > file_name

Once you copy this file to the target system, you can repeat the transaction by using the following
command as root:
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I yum load-transaction file_name

You can configure load-transaction to ignore missing packages or rpmdb version. For more
information on these configuration options see the yum. conf(5) man page.

8.4.4. Starting New Transaction History

Yum stores the transaction history in a single SQLite database file. To start new transaction history,
run the following command as root:

I yum history new

This will create a new, empty database file in the /var/1ib/yum/history/ directory. The old
transaction history will be kept, but will not be accessible as long as a newer database file is present in
the directory.

8.5. CONFIGURING YUM AND YUM REPOSITORIES

NOTE

To expand your expertise, you might also be interested in the Red Hat System
Administration Il (RH254) and RHCSA Rapid Track (RH199) training courses.

The configuration information for yum and related utilities is located at /etc/yum. conf. This file
contains one mandatory [main] section, which enables you to set yum options that have global effect,
and can also contain one or more [repository] sections, which allow you to set repository-specific
options. However, it is recommended to define individual repositories in new or existing . repo files in
the /etc/yum.repos.d/ directory. The values you define in individual [repository] sections of
the /etc/yum. conf file override values set in the [main] section.

This section shows you how to:

o set global yum options by editing the [main] section of the /etc/yum. conf configuration
file;

o set options for individual repositories by editing the [ repository] sections in
/etc/yum.conf and .repo filesin the /etc/yum.repos.d/ directory;

e use yum variablesin /etc/yum.conf and files in the /etc/yum.repos.d/ directory so that
dynamic version and architecture values are handled correctly;

e add, enable, and disable yum repositories on the command line; and

e set up your own custom yum repository.

8.5.1. Setting [main] Options

The /etc/yum. conf configuration file contains exactly one [main] section, and while some of the
key-value pairs in this section affect how yum operates, others affect how yum treats repositories. You
can add many additional options under the [main] section headingin /etc/yum.conf.

A sample /etc/yum. conf configuration file can look like this:
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[main]
cachedir=/var/cache/yum/$basearch/$releasever
keepcache=0

debuglevel=2

logfile=/var/log/yum.log

exactarch=1

obsoletes=1

gpgcheck=1

plugins=1

installonly_limit=3

[comments abridged]

# PUT YOUR REPOS HERE OR IN separate files named file.repo
# in /etc/yum.repos.d

The following are the most commonly used options in the [main] section:

assumeyes=value
The assumeyes option determines whether or not yum prompts for confirmation of critical actions.
Replace value with one of:

0 (default) — yum prompts for confirmation of critical actions it performs.

1 — Do not prompt for confirmation of critical yum actions. If assumeyes=1 is set, yum behaves in
the same way as the command-line options -y and - -assumeyes.

cachedir=directory

Use this option to set the directory where yum stores its cache and database files. Replace
directory with an absolute path to the directory. By default, yum's cache directory is
/var/cache/yum/$basearch/$releasever/.

See Section 8.5.3, “Using Yum Variables” for descriptions of the $bhasearch and $releasever
yum variables.

debuglevel=value

This option specifies the detail of debugging output produced by yum. Here, valueis an integer
between 1 and 10. Setting a higher debuglevel value causes yum to display more detailed
debugging output. debuglevel=2 is the default, while debuglevel=0 disables debugging output.

exactarch=value

With this option, you can set yum to consider the exact architecture when updating already
installed packages. Replace value with:

0 — Do not take into account the exact architecture when updating packages.
1 (default) — Consider the exact architecture when updating packages. With this setting, yum does

not install a package for 32-bit architecture to update a package already installed on the system
with 64-bit architecture.

exclude=package_name [more_package_names]
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The exclude option enables you to exclude packages by keyword during installation or system
update. Listing multiple packages for exclusion can be accomplished by quoting a space-delimited
list of packages. Shell glob expressions using wildcards (for example, * and ?) are allowed.

gpgcheck=value

Use the gpgcheck option to specify if yum should perform a GPG signature check on packages.
Replace value with:

0 — Disable GPG signature-checking on packages in all repositories, including local package
installation.

1 (default) — Enable checking of GPG signature on all packages in all repositories, including local
package installation. With gpgcheck enabled, all packages' signatures are checked.

If this option is set in the [main] section of the /etc/yum. conf file, it sets the GPG-checking rule
for all repositories. However, you can also set gpgcheck=value for individual repositories instead;
that is, you can enable GPG-checking on one repository while disabling it on another. Setting
gpgcheck=value for an individual repository in its corresponding .repo file overrides the default
ifitis presentin /etc/yum.conf.

For more information on GPG signature-checking, see Section A.3.2, “Checking Package
Signatures”.

group_command=value

Use the group_command option to specify how the yum group install, yum group upgrade,
and yum group remove commands handle a package group. Replace value with on of:

simple —Install all members of a package group. Upgrade only previously installed packages, but
do not install packages that have been added to the group in the meantime.

compat — Similar to simple but yum upgrade also installs packages that were added to the
group since the previous upgrade.

objects — (default) With this option, yum keeps track of the previously installed groups and
distinguishes between packages installed as a part of the group and packages installed separately.
See Example 8.15, “Viewing information on the LibreOffice package group”

group_package_types=package_type [more_package_types]

Here you can specify which type of packages (optional, default or mandatory) is installed when the
yum group install command is called. The default and mandatory package types are chosen by
default.

history_record=value
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With this option, you can set yum to record transaction history. Replace value with one of:
0 —yum should not record history entries for transactions.

1 (default) — yum should record history entries for transactions. This operation takes certain
amount of disk space, and some extra time in the transactions, but it provides a lot of information
about past operations, which can be displayed with the yum history command.
history_record=1 is the default.



CHAPTER 8. YUM

For more information on the yum 