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use mysql;

update user set authentication_string = password('Ej7VxkEkF_,q') where user='root' and host='localhost';
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Securing the MySQL server deployment.



Enter password for user root:
Change the password for root ? ((Press y|Y for Yes, any other key for No) :
New password:

Re-enter new password:
Do you wish to continue with the password provided?(Press y|Y for Yes, any other key for No) :
Remove anonymous users? (Press y|Y for Yes, any other key for No) :
Disallow root login remotely? (Press y|Y for Yes, any other key for No) :

Remove test database and access to it? (Press y|Y for Yes, any other key for No) :

Reload privilege tables now? (Press y|Y for Yes, any other key for No) :
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mysql -uUSER -pPASSWORD -hIP
CREATE DATABASE <¥ili[E#>;
CREATE TABLE <H#> (<FB#1> <R [,..<7B&n> <Ehn>]);
CREATE USER 'username'@'host' IDENTIFIED BY 'password';

GRANT privileges ON databasesname.tablename TO 'username'@'host’
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o NgInXEZEI{4 : /etc/nginx/nginx.conf , /etc/nginx/conf.d/

TomcatBRIAREE B : /usr/local/tomcat/webapps/
TomcatB 3 : /usr/local/tomcat --> /usr/local/src/apache-tomcat-9.0.1

MySQL%ﬂHEﬁEi . /var/lib/mysql

MySQLECE S : /etc/mysql/mysql.
BHENGInXLAKRMysqtER SARIFE @ find / -name "nginx*" find / -name "mysql*"
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conf.d/mysqld.cnf

° IﬂgianﬂEEEﬂéﬁ . /var/log/nginx/ error.log , /var/log/nginx/access.log
o MySQLHZEHESR : /var/log/mysqld.log
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systemctl start nginx
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systemctl stop nginx

e

s MERZ2AERF

Tomcat

/usr/local/tomcat/

service tomcat start

service tomcat stop

JDK

/usr/local/java/

MySQL

/etc/mysql/mysql.conf.d/mysqld.cnf

systemctl start mysql

systemctl stop mysql
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ssh root@IP
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SREIRE

« EFRRGRERRZE , fEletc/nginx/conf.d/BRT , FATTLABRRI—MEOARECE X | default.conf, XFUMIEE
s, FATTASEZATRHIARS (#SEEAERRE ) -

server {
listen 80 default; #ERA T 803 11
server_name _; #ERIA ip/d 44 0] 1 il
index index.html index.htm index.jsp; #5E LR 5| U4 FR
root /alidata/www/default; #52 XRS5 A5 BRI AR B A1 B
location / {
proxy_pass http://127.0.0.1:8080; #K A9/ IAVAIZAT RS, FiT LB X 2 808eui
}

location ~ .*\.(gif|jpg|jpeg|png|bmp|swf)$ {
expires 30d;

}
location ~ .*\.(js|css)?$ {
expires 1h;

}
access_log /alidata/log/nginx/access/default.log;

o EARJIAVAEITING , FRLAJAVATR B REiZfEtomcattBENRI B T LARECE
#HHk Flserver. xml

vim /usr/local/tomcat/conf/server.xml

<Server> #M)Z 0%, RE DRSS
<Service>  #IMZJCHK, AConnectorfJ&E4, HAE—/ Engine
<Connectior/> HERARIOLER, REEEREND

<Engine> HRWFICHE, NREMServiceAFL BT AR iR, AEAE £ MHost



<Host> HNREE MR LA % il R
<Context> HNRE T FIWEBSL F AL B T A 25 P SR

</Context>
</Host>
</Engine>
</Service>
</Server>

HHTOMCAT 1 L IE AN EE 25 P13 5K 5 26 e B2 (1) = /M4 #F /2 Engine . Host. Context



