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一、 备份策略说明 

请按照下面的保护级别，来对应用户实际环境中每台主机的备份要求。每台主机可以对应多个

备份保护级别，但是会造成备份数据量的增加。 

如果有其他的备份保护级别的需求，请单独与神州云科联系。 

Windows 平台备份类型： 

保护级别名称 备份类型 备份频率 备份镜像保留时间 

File_Daily_Full_2weeks 

文件系统 

每日 1 次全量备份 2 周（14 份） 

File_Daily_Full_1week 每日 1 次全量备份 1 周（7 份） 

File_Full_Increase_2weeks 每日 1 备，1日全量＋6 日增量 2 周（14 份） 

File_Full_Increase_1week 每日 1 备：1日全量＋6 日增量 1 周（7 份） 

File_Weekly_Full_6months 每周 1 次全量备份 6 月（24 份） 

File_Monthly_Full_12months 每月 1 次全量备份 1 年（12 份） 

BackupNow 手动 用户手动选择 

SQL_Daily_Full_2weeks 

SQL 数据库 

每日 1 次全量备份 2 周（14 份） 

SQL_Daily_Full_1week 每日 1 次全量备份 1 周（7 份） 

SQL_Full_Increase_2weeks 每日 1 备，1日全量＋6 日增量 2 周（14 份） 

SQL_Full_Increase_1week 每日 1 备：1日全量＋6 日增量 1 周（7 份） 

SQL_Weekly_Full_6months 每周 1 次全量备份 6 月（24 份） 

SQL_Monthly_Full_12months 每月 1 次全量备份 1 年（12 份） 

SQL_BackupNow 手动 用户手动选择 

Oracle_Daily_Full_2weeks 

Oracle 数据

库 

每日 1 次全量备份 2 周（14 份） 

Oracle_Daily_Full_1week 每日 1 次全量备份 1 周（7 份） 

Oracle_Full_Increase_2weeks 每日 1 备，1日全量＋6 日增量 2 周（14 份） 

Oracle_Full_Increase_1week 每日 1 备：1日全量＋6 日增量 1 周（7 份） 

Oracle_Weekly_Full_6months 每周 1 次全量备份 6 月（24 份） 

Oracle_Monthly_Full_12months 每月 1 次全量备份 1 年（12 份） 

Oracle_BackupNow 手动 用户手动选择 

Linux 平台备份类型： 

保护级别名称 备份类型 备份频率 备份镜像保留时间 

File_Daily_Full_2weeks 

文件系统 

每日 1 次全量备份 2 周（14 份） 

File_Daily_Full_1week 每日 1 次全量备份 1 周（7 份） 

File_Full_Increase_2weeks 每日 1 备，1日全量＋6 日增量 2 周（14 份） 

File_Full_Increase_1week 每日 1 备：1日全量＋6 日增量 1 周（7 份） 

File_Weekly_Full_6months 每周 1 次全量备份 6 月（24 份） 
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File_Monthly_Full_12months 每月 1 次全量备份 1 年（12 份） 

BackupNow 手动 用户手动选择 

Oracle_Daily_Full_2weeks 

Oracle 数据

库 

每日 1 次全量备份 2 周（14 份） 

Oracle_Daily_Full_1week 每日 1 次全量备份 1 周（7 份） 

Oracle_Full_Increase_2weeks 每日 1 备，1日全量＋6 日增量 2 周（14 份） 

Oracle_Full_Increase_1week 每日 1 备：1日全量＋6 日增量 1 周（7 份） 

Oracle_Weekly_Full_6months 每周 1 次全量备份 6 月（24 份） 

Oracle_Monthly_Full_12months 每月 1 次全量备份 1 年（12 份） 

Oracle_BackupNow 手动 用户手动选择 

二、 添加安全组规则 

为保证用户业务主机与 NBU 备份服务器的通讯正常，需要用户自己的阿里云的管理控制台上，

为 ECS 主机配置安全组和规则。 

请参考阿里云网站的下列文档，配置安全组规则。 

https://help.aliyun.com/document_detail/25475.html?spm=5176.2020520101.0.0.qiBCp8 

根据神州云科反馈的《nbu_check.xls》，查看该主机所对应的网络类型 （内网还是公网），以

及服务器的 IP 地址信息。 

打开管理控制台的 ECS管理，点击“安全组”，然后点击配置规则： 

 

点击右上角的添加安全组规则 

https://help.aliyun.com/document_detail/25475.html?spm=5176.2020520101.0.0.qiBCp8
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根据神州云科提供的备份服务器的信息，如果是内网，就添加内网“入方向”和“出方向”两

个规则，“协议类型”为 TCP，“授权类型”选择按地址段访问，“授权对象”一栏填写 NBU 备

份服务器的具体 IP，端口类型填写 1556/13782，这个段可以保护 NBU 备份使用的全部端口。 

如下图所示： 
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如果是公网，同样添加公网“入方向”和“出方向”两条规则。“协议类型”为 TCP，“授权类

型”选择按地址段访问，“授权对象”一栏填写 NBU备份服务器的具体公网 IP，端口类型填写

1556/13782。 

三、 Linux 操作系统客户端的安装和使用 

1 安装前准备 

A. 检查/usr 文件系统空间 

NBU默认安装路径为/usr/openv目录，文件系统用于存放 netbackup 安装文件。提前确认好此

目录有 10GB以上的空闲空间。 

例如，如果系统安装在单独的/u01文件系统，需要执行下面命令： 

#ln -s /u01/openv /usr/openv 

将/u01/openv 目录 link到/usr/openv. 
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B. 下载 NBU 客户端安装软件包 

从下面的连接下载 NBU For Linux客户端软件： 

http://nbusoftware.oss-cn-beijing.aliyuncs.com/NetBackup_7.7.3_CLIENTS_Linux.tar.gz 

并上传到 Linux 主机，例如 sftp文件到/root/nbusoft目录 

C.  打开 Linux操作系统的防火墙端口 

如果 Linux 系统上面的防火墙服务处于运行状态，必须调整防火墙配置，允许下列 TCP类型端

口对外可以正常通讯：1556、13720、13724、13782。 

D. 修改 root 用的 profile(建议，非必须) 

在 root 用的 profile 文件中添加如下内容： 

set -o vi 

PATH=$PATH:/usr/openv/netbackup/bin:/usr/openv/netbackup/bin/admincmd:/usr/openv/netbackup/b

in/goodies 

export PATH 

MANPATH=$MANPATH:/usr/openv/man 

export MANPATH 

E. 检查 OS 版本 

在阿里云 ECS中，NBU Client软件目前只能安装在下面列表中的 Linux 系统中： 

操作系统 版本号 

Ubuntu 12.04 64 位、14.04 64 位 

SuSE Linux Enterprise 11、12 所有 64 位版本 

FreeBSD 10.1 64 位 

Debian Linux 7.5.0 64 位、8.0.4 64 位 

CentOS 5.8 64 位、5.10 64 位、6.5 64 位、7.0 64 位、7.2 64 位 

F. 修改/etc/hosts 文件 

把 NBU Master Server 和客户端本机的主机名以及 IP地址解析加入/etc/hosts文件。 

NBU Master Server 的具体 IP 和主机名请看《nbu_check.xls》。务必注意主机名的大小写。

示例如下： 
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#ADD BY NETBACKUP 

10.10.0.10      ali-nbuserver-1 

10.10.0.17      oracle_server1 

 

2 安装 Linux 系统 NBU Client 具体步骤 

A. 将 NBU Client 安装介质上传至需要安装的服务器，NBU Client 的安装包为：

NetBackup_7.7.3_CLIENTS_linux.tar.gz。 

B. 执行 gunzip NetBackup_7.7.3_CLIENTS_linux.tar.gz 和 

tar xvf NetBackup_7.7.3_CLIENTS-linux.tar 命令将其解压缩，然后进入解压缩后

的目录，运行安装包中的./install 程序，开始安装 

[root@linux_client nbusoft]# cd NetBackup_7.7.3_CLIENTS2    进入 Client 安装包所在目录 

[root@linux_client NetBackup_7.7.3_CLIENTS2]# ./install       执行安装命令 

 

Symantec Installation Script 

Copyright 1993 - 2014 Symantec Corporation, All Rights Reserved. 

 

 

 Installing NetBackup Client Software 

 

Please review the SYMANTEC SOFTWARE LICENSE AGREEMENT located on 

the installation media before proceeding.  The agreement includes 

details on the NetBackup Product Improvement Program. 

 

For NetBackup installation and upgrade information specific to your 

platform and to find out if your installed EEBs or hot fixes are 

contained in this release, check out the Symantec Operations Readiness 

Tools (SORT) Installation and Upgrade Checklist and Hot fix and EEB 

Release Auditor, respectively, at https://sort.symantec.com/netbackup. 
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Do you wish to continue? [y,n] (y)    回车继续 

 

Checking for required system conditions... 

Checking for recommended system conditions... 

ok nb_761_hotfix_auditor: No potential for regression of hotfixes or EEBs was detected. 

 

Do you want to install the NetBackup client software for this client? [y,n] (y)  

     回车，继续安装 

This package will install Linux/RedHat2.6.18 client. 

This package will install NetBackup client 7.7.3. 

 

Enter the name of the NetBackup master server : ali-nbumaster-1  

输入 Master Server 的主机名,从《nbu_check.xls》查看 

 

Would you like to use "linux_client" as the configured 

name of the NetBackup client? [y,n] (y)          

输入 y 或者 n 回车，确认本机的主机名是否正确，此主机名必须是《nbu_check.xls》中设置的客户端

主机名，如果不是，选 n，会提示手动输入主机名 

 

Client binaries are located in 

/home/nbusoft/NetBackup_7.7.3_CLIENTS2/NBClients/anb/Clients/usr/openv/netbackup/client/L

inux/RedHat2.6.18. 

 

Starting NetBackup Deduplication installer 

testing: /tmp/pdde_pkg_dir_24779 

NetBackup Deduplication preinstall check passed 

 

Saving client binaries for Linux/RedHat2.6.18. 
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Installing PBX... 

Please wait while installation is in progress... 

Installation completed Successfully 

Installation log located here: /var/tmp/installpbx-24994-082815112232.log 

 

Unpacking SYMCnbclt package. 

Checking for pre-existing SYMCnbclt package. 

Installing SYMCnbclt package. 

Installation of SYMCnbclt was successful. 

More details regarding SYMCnbclt can be found in file 

/tmp/install_cltpkg_trace.24767 on linux_client. 

 

Terminating NetBackup and/or Media Manager processes. 

 

Installing NB-Java. 

 

Unpacking SYMCnbjava package. 

Checking for pre-existing SYMCnbjava package. 

Installing SYMCnbjava package. 

Installation of SYMCnbjava was successful. 

More details regarding SYMCnbjava can be found in file 

/tmp/install_javapkg_trace.26031 on linux_client. 

 

Unpacking SYMCnbjre package. 

Checking for pre-existing SYMCnbjre package. 

Installing SYMCnbjre package. 

Installation of SYMCnbjre was successful. 

More details regarding SYMCnbjre can be found in file 
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/tmp/install_jrepkg_trace.26031 on linux_client. 

+ /bin/cp ./nbj.conf /usr/openv/java 

Directory /usr/openv/logs does not exist. 

No log files to migrate. 

Checking network connections. 

bp.conf: IP_ADDRESS_FAMILY = AF_INET: default value, no update needed 

 

Send a SIGHUP to (x)inetd so the (x)inetd.conf file will be reread. 

Reloading configuration:                                   [  OK  ] 

Starting NetBackup Deduplication installer 

testing: /tmp/pdde_pkg_dir_26236 

Checking for SYMCpddea package... 

Installing NetBackup Deduplication agent package 

(/home/nbusoft/NetBackup_7.7.3_CLIENTS2/NBClients/anb/Clients/usr/openv/netbackup/client/

Linux/RedHat2.6.18/pddeagent.tar.gz)... 

Extracting package SYMCpddea in /tmp/pdde_pkg_dir_26236. 

   Package SYMCpddea extracted to /tmp/pdde_pkg_dir_26236. 

Installing package SYMCpddea. 

   Package SYMCpddea installed. 

Running NetBackup Deduplication upgrade script (agent mode)... 

NetBackup Deduplication install finished successfully. 

Version now installed: 8.0100.0014.1016 

Full NetBackup Deduplication installation log saved to: 

/var/log/puredisk/2015-08-28_11:23-pdde-install.log 

 

The following automatic startup and shutdown scripts (respectively) 

have been installed.  They will cause the NetBackup daemons to be 

automatically shut down and restarted each time the system boots. 
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/etc/rc.d/rc2.d/S77netbackup 

/etc/rc.d/rc3.d/S77netbackup 

/etc/rc.d/rc5.d/S77netbackup 

/etc/rc.d/rc0.d/K01netbackup 

/etc/rc.d/rc1.d/K01netbackup 

/etc/rc.d/rc6.d/K01netbackup 

Successfully updated the session cache parameters. 

Starting vnetd... 

Starting bpcd... 

Starting nbftclnt... 

Starting nbdisco... 

Starting mtstrmd... 

Starting bmrbd... 

 

Installation of Java LiveUpdate agent succeeded.  Refer to file 

/tmp/JLU-Log/JavaLiveUpdate-Install.log on linux_client 

for installation details. 

Checking LiveUpdate registration for the following products: CLT  

This may take a few minutes. 

Product CLT is installed and will be registered. 

Updating LiveUpdate registration now...this may take some time. 

File /usr/openv/tmp/install_trace.24523 contains a trace of this install. 

That file can be deleted after you are sure the install was successful. 

至此 NBU 客户端的安装已经成功完成。 

3 Linux 平台创建加密密码方式 

为保证数据的安全性，我们建议为每台主机单独创建一个备份密码。这样，只有在源备份客户

端本机才能进行数据恢复，或者需要在其他主机上创建完全相同的密码后，才能做异机恢复。 

手动保留是保护密钥文件密码的最安全方法。 
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使用 NBU 命令添加密码时，强烈建议按如下方式完成手动保留： 

 将密码写在纸上。 

 将这张纸封在信封中 

 将该信封放在保险箱中 

如果随后需要从加密备份进行还原，但又丢失了密钥文件，请执行以下操作： 

 重新安装 NetBackup 

 使用保险箱中的密码，通过 bpkeyutil创建新的密钥文件 

以 root 用户登录操作系统，进入/usr/openv/netbackup/bin 目录 

 

在该目录下，执行./bpkeyfile 命令创建密码。 

输入两遍 NBU备份保护密码(NetBackup pass phrase)。 

命令格式如下：./bpkeyutil (直接回车)，然后输入两遍密码 

 

请注意，小心： 

无论密码是新的还是以前使用的，都必须确保它们是安全的且可以找回。如果客户端的密钥文

件损坏或丢失，则需要有以前的所有密码才能重新创建该密钥文件。没有密钥文件，就无法还

原使用密码加密的文件。 

4 配置 Linux 系统的文件备份 

通过 SSH 工具登录到 Linux操作系统，以 root用户执行下列操作。 

cd 进入/usr/openv/netbackup 目录，通过 vi 新增 exclude_list 文件，在里面添加一行 /。

然后保存退出。 

[root@linux-client1 ~]# cd /usr/openv/netbackup/ 

[root@linux-client1 netbackup]# vi exclude_list  

/ 
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:wq! 

[root@linux-client1 netbackup]# cat exclude_list  

/ 

 

然后，通过 vi创建 include_list文件，将需要备份的具体文件夹或者文件的绝对路径添加到

这个文件中。例如想备份/root 、/opt 和/home几个文件夹： 

[root@linux-client1 netbackup]# vi include_list  

/root 

/opt 

/home 

wq! 

 

[root@linux-client1 netbackup]# cat include_list  

/root 

/opt 

/home 

通过神州云科提供的账号密码，登录 NBU 自服务网站，在保护一栏中，点击要备份的客户端右

侧的齿轮图标，在下拉列表选择要使用的保护级别。 

 

 

在弹出的窗口，确认主机名和保护级别正确，然后点击“保护”即可。 
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5 执行恢复操作-NSS 方式 

使用神州云科提供的用户名密码，登录 NBU自服务网站。在“保护”一栏中，可以看到保护的

客户端信息。 

点击需要恢复的客户端主机名右侧的齿轮图片，点击“还原文件”。 

 

在弹出的窗口中，首先选择要恢复到哪个时间点的备份。 
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然后，点击浏览图标，打勾选择要恢复的文件或者文件夹，可以一次多选。 

 

然后确认还原到原始位置还是手动指定其他恢复位置，以及如果重名文件存在，是否确认重写

（覆盖）。 

选项确认无误后，点击“还原文件”，即开始文件恢复。 
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6 执行恢复操作-传统 NBU 方式 

在执行 Linux文件恢复时，可能用到 Linux 图形化界面方式登录。 

请参考下列文档，在 ECS主机上安装图形化界面和 VNC管理员，以便可以通过 VNCviewer远程

打开 Linux 图形化界面。 

https://help.aliyun.com/knowledge_detail/41530.html 

https://help.aliyun.com/knowledge_detail/41202.html?spm=5176.7841174.2.17.hu1kvn 

A. 通过 VNC 方式，以 root用户登录到要恢复文件的 Linux服务器的图形化界面上，输入

/usr/openv/netbackup/bin/jbpSA 命令，可以打开客户端上面的“备份归档和恢复”界面 

[root@HSK-EPIMS bin]# /usr/openv/netbackup/bin/jbpSA& 

[root@HSK-EPIMS bin]#  

 Starting user console version 7.6.1. 

 The log file for this execution instance is 

 /usr/openv/netbackup/logs/user_ops/nbjlogs/jbp.root.jbpSA.34476.log 

 

B. 在弹出的窗口中，输入 Linux 服务器的 root密码 

https://help.aliyun.com/knowledge_detail/41530.html
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C. 在点击右侧中间的 Refresh按钮后，可以看到 Destination client 主机最新的备份记

录。如果要恢复要比较早些的备份镜像，可以点击中间的日历图标，通过界定 Start Date

和 End Date 来选择镜像。可以打勾选择要恢复的文件或者目录，选择完毕后，点击右下

角的 Restore按钮。 

 

D. 在弹出的窗口中，选择要恢复的选项，根据实际情况，选择恢复到原始位置还是更换
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目录，如果恢复目录中有重名文件存在，是覆盖还是不恢复。 

 

E. 选项都按需要选中后，点击最下方的 Start Restore 按钮，然后在弹出的 View 

Progress 窗口，点击 YES查看。 

 

可以看到当前恢复任务正在进行的操作。 
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F. 恢复任务提示成功后，可以到恢复的目的地目录，查看恢复出的文件，文件大小和属

性与备份时完全相同。 

 

四、 Windows 操作系统客户端的安装和使用 

1 安装前准备 

A. 检查文件系统空间 

NBU 默认安装路径为 C:\Program Files\Veritas 目录，该目录在安装过程中可修改，需确保

安装目录有 10GB 以上的空闲空间。 
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B. 下载 NBU 客户端安装包。请从下面的链接下载安装包： 

Windows 64 位操作系统版本： 

http://nbusoftware.oss-cn-beijing.aliyuncs.com/NBU_Client_7.7.3_for_Windows_x64.zip 

Windows 32 位操作系统版本： 

http://nbusoftware.oss-cn-beijing.aliyuncs.com/NBU_Client_7.7.3_for_Windows_x86.zip 

C. 检查 Windows 防火墙 

如果 Windows 自带的防火墙处于启动状态，那么需要分别添加入站规则和出站规则，允许 TCP

类型的 1556/13720/13724/13780端口对外通讯。 

D. 修改/etc/hosts 文件 

在 C:\Windows\System32\drivers\ect\目录中，找到 host文件。 

采用记事本打开 hosts文件 

 

 

http://nbusoftware.oss-cn-beijing.aliyuncs.com/NBU_Client_7.7.3_for_Windows_x64.zip
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加入 NBU 备份服务器的 IP和主机名解析，以及本机备份用的 IP 和主机名解析后，保存退出。 

具体请查询《nbu_check.xls》。例如： 

10.10.0.17          ali-nbumaster-1       

10.10.0.22          sql-server1 

2 部署客户端安装包 

A. 根据操作系统类型，将下载安装包，进行解压缩后打开安装包的文件夹，右击

“Setup.exe”文件，选择以管理员身份执行安装。 

 

B. 点击 Y 确定，同意 UAC继续安装 
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C. 选择“Client Software Installation”，进入客户端软件的安装界面： 

 

 

D. 同意 License Agreement，点击“Next”： 
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E. 选择安装方式，“Install to this computer only”和“Typical Installation”： 

 

 

F. 如果要安装在 D 盘，需要选择 Custom installation，然后更改安装目录。其他默认

即可。 
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点击 Change 按钮 

 

在安装路径中，指定为向 D盘安装 
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确认端口和程序启动方式，不要修改，直接点击 Next继续 
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确认软件服务启动账号，直接点击 Next 继续 

 

G. 确认客户端的主机名，最上方是本机的主机名，Master Server 处输入备份服务器的

主机名 netbackup。两个主机名务必与《nbu_check.xls》分配的一致，特别是注意大小写。 
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请注意，如果此时安全组规则还没有配置，或者主机的 hosts 解析文件没有配置好，会出现

“无法连接到 master server”的提示。可以直接点击 Y继续安装，安全组规则或者 hosts解

析可以后续在添加。不影响 NBU 客户端使用。 

 

 

H. 确认安装信息正确无误后，点击“Install”： 
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I. 查看安装进度： 

 

J. 点击“Finish”，完成安装： 
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3 Windows 平台创建加密密码方式 

为保证数据的安全性，我们建议为每台主机单独创建一个备份密码。这样，只有在源服务器本

机才能进行数据恢复，或者需要在其他主机上创建完全相同的密码后，才能做异机恢复。 

手动保留是保护密钥文件密码的最安全方法。 

使用 NBU 命令添加密码时，强烈建议按如下所示完成手动保留： 

 将密码写在纸上。 

 将这张纸封在信封中 

 将该信封放在保险箱中。 

如果随后需要从加密备份进行还原，但又丢失了密钥文件，请执行以下操作： 

 重新安装 NetBackup。 

 使用保险箱中的密码，通过 bpkeyfile 创建新的密钥文件。 

Windows 平台的命令是 bpkeyutil.exe 。 

命令执行路径是：install_path\NetBackup\bin\bpkeyutil.exe，如果默认安装的话，执行命

令为 C:\Program Files\Veritas\NetBackup\bin\bpkeyutil.exe。 

命令使用方式： 

在 Windows 上 打 开 cmd 窗 口 或 者 PowerShell 窗 口 ， cd 进 入  C:\Program 

Files\Veritas\NetBackup\bin\目录，直接执行 bpkeyutil.exe。根据屏幕提示，输入两遍客

户端自身的加密密码即可。 

 

请注意，如果再次执行 bpkeyutil.exe 命令，可以输入其他的加密密码。备份时以最后一次

输入的密码为准进行加密。进行数据恢复时，必须保证当时备份时使用的加密密码存在于客

户端上。 
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4 配置 Windows 平台的文件系统备份 

A. 使用管理员帐户登录到 Windows 操作系统，在程序里面找到 Backup，Archive and 

Restore，在上面右击，选择“以管理员身份运行”。 

 

B. 可以看到 NBU的备份恢复程序界面 
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C. 点击 File ->NetBackup Client Properties，打开客户端属性页面 

 

D. 打开后的窗口如下所示。 

请注意，Windows 2008 和 Windows 2012 系统的窗口显示略有区别，但是选项卡名字是相同的。 
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E. 首先点击 Exclude List，手动输入*,然后点击 Add按钮，将’*’加入到 Exclude List

中 

 

F. 然后点击 Include List，将本机真正需要备份的文件和文件夹，添加到列表中，然后

点击 OK关闭窗口。 
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G. 重复上面的步骤，将所有需要备份的目录添加到 Include List 中，然后点击确定关闭

窗口： 

 

H. 通过神州云科提供的账号密码，登录 NBU 自服务网站，在保护一栏中，点击要备份的

客户端右侧的齿轮图标，在下拉列表选择要使用的保护级别。 

  
 

I. 在弹出的窗口，确认主机名和保护级别正确，然后点击“保护”即可。 
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5 执行文件系统的恢复-NSS 方式 

使用神州云科提供的用户名密码，登录 NBU自服务网站。在“保护”一栏中，可以看到保护的

客户端信息。 

点击需要恢复的客户端主机名右侧的齿轮图片，点击“还原文件”。 

 

在弹出的窗口中，首先选择要恢复到哪个时间点的备份。 
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然后，点击浏览图标，打勾选择要恢复的文件或者文件夹，可以一次多选。 

 

然后确认还原到原始位置还是手动指定其他恢复位置，以及如果重名文件存在，是否确认重写

（覆盖）。 

选项确认无误后，点击“还原文件”，即开始文件恢复。 
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6 执行恢复文件系统的恢复-传统 NBU 方式 

A. 使用管理员帐户登录到 Windows 操作系统，在程序里面找到 Backup，Archive and 

Restore，在上面右击，选择“以管理员身份运行”。 
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B. 可以看到 NBU的备份恢复程序界面 

 

 

C. 点击 Select for Restore，可以看到本机所有的备份记录。以日期为标记，并且以不

同的颜色标记全备份或者是增量备份。 

点击选中要恢复的文件夹或者文件。 

 

 

 

D. 然后点击 Actions->Restore，开始恢复过程 
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E. 如果恢复的目的地已有同名文件存在，可以选择是覆盖文件，还是自动重命名。 
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F. 选项选择完毕后，点击下方的“start Restore”,在弹出的窗口，选择 Y 或者 N，可

以查看恢复的过程。 

 

7）Job 成功结束后，就可以到恢复的目的地看到恢复出的文件和文件夹。 

五、 Windows 操作系统 SQL Server 数据库的备份

恢复配置 

1 配置 SQL 数据库凭据 

A. 安装好 Client（Agent）软件后，必须对数据库进行相应的设置，才能实现数据库与

NBU 软件的结合，从而实现数据库的热备份。从开始菜单打开 SQL Client 配置程序。 

Windows 2008 打 开 开 始 菜 单 -> 程 序 ->Symantec Netbackup->Netbackup 

Agents->Netbackup MS SQL Client，在上面右击，选择“以管理员身份运行”。 

Windows 2012 直接在“应用”中搜索 Netbackup MS SQL Client 程序，然后在上面右击，

选择“以管理员身份运行”。 

如下图所示： 
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B. 在第一次打开 Agent界面时，会自动弹出一个对话框，点击 OK确定： 

 

 

C. 在这个窗口中，输入 sa账号的密码，如果本机的 SQL已经启用混合认证模式，可以不

输入密码，直接点击 Apply按钮： 

 

 

可以看到 SQL的版本等信息已经自动识别，SQL Agent连接成功： 
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D. 打开的 SQL Client配置窗口如下图所示. 按 F2，打开备份 SQL界面 

 

 

E. 可以看到在这台服务器上的 Sql Server 数据库的结构，选择备份类型为 Full，备份

选择 All，Backup script选择为 Save，可以生成 SQL数据库的备份脚本 
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F. 起一个文件名，文件名为 SQL_full.bch 将备份脚本放在 C: \nbu_scripts\目录下，

此目录路径不要修改。 
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G. 可以点击 OK，打开刚刚生成的 SQL备份脚本： 

 

备份脚本内容如下所示： 

OPERATION BACKUP 

DATABASE $ALL 

SQLHOST "S00audit05" 

NBSERVER "S00NBUMASTER" 

MAXTRANSFERSIZE 6 

BLOCKSIZE 7 

NUMBUFS 2 

ENDOPER TRUE 

H. 如果需要 SQL Server 数据库执行日志备份，则需要打开 SQL Server 数据库的完整日

志模式，然后在 SQL Agent的备份类型，选择成 transaction log。 

Back up 选中“All”，左下角的 Backup script 选中“Save”。 

然后点击“backup”按钮. 
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I. 在弹出的保存脚本的窗口中，将备份脚本的文件名为 SQL_log.bch（必须是这个文件

名），存放在 C: \nbu_scripts\目录下，此目录路径不要修改。 
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备份日志的脚本示例如下所示： 

OPERATION BACKUP 

DATABASE $ALL 

SQLHOST "S00audit05" 

NBSERVER "S00NBUMASTER" 

MAXTRANSFERSIZE 6 

BLOCKSIZE 7 

OBJECTTYPE TRXLOG 

NUMBUFS 2 

ENDOPER TRUE 

 

2 添加 SQL Server 数据库的自动保护 

根据神州云科提供的地址和用户名密码，登录 NBU自服务门户网站。 

在保护一栏中，点击要备份的客户端右侧的齿轮图标，在下拉列表选择要使用的保护级别。 

请注意，务必选择 SQL开头的保护级别名称。 

 

在弹出的窗口，确认主机名和保护级别正确，然后点击“保护”即可。 
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3 SQL Server 数据库恢复 

A. 首先打开 SQL Server的管理界面，将要恢复的数据库置为脱机状态： 
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B. 然后打开 Client端上的 agent 软件 

 

 

C. 点击 Actions，选择 Restore（或按 F3） 
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D. 会弹出一个对话框，直接点击 OK 即可，或者可以选择想要恢复数据库的时间段 

 

E. 点击加号，选择某个库文件，底下会有备份的时间点，根据需要选择一个（前提时需

要一个库的成功备份） 

注意：SQL 只能一个库一个库的恢复。 
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F. 点击 Restore，SQL库即开始恢复。 

 

 

G. 恢复成功后打开 SQL SERVER 管理界面检查数据是否正常即可。 

六、 Oracle 数据库的备份恢复 

1 Oracle Agent 安装 

Netbackup for Oracle Agent模块的安装已经在安装 NBU Client软件时自动安装到客户端上，

不需要专门安装。 

在 Linux 系统上，NBU Client安装完毕后，需要首先执行 oracle_link 脚本，这样 Oracle Agent

才能正常工作。 

[root@hrsscdb nbusoft]# su - oracle      切换到 oracle用户 

[oracle@hrsscdb ~]$ cd /usr/openv/netbackup/bin     进入 NBU 的安装目录 

[oracle@hrsscdb bin]$ ./oracle_link                  执行 link 脚本 

Fri Aug 28 13:53:46 CST 2015 

All Oracle instances should be shutdown before running this script. 

 

Please log into the Unix system as the Oracle owner for running this script 

 

Do you want to continue? (y/n) [n] y              回车确认 

 

LIBOBK path: /usr/openv/netbackup/bin 

ORACLE_HOME: /oracle/product/10.2.0/db_1 

Oracle version: 11.2.0.1.0 
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Platform type: x86_64 

Linking LIBOBK: 

ln -s /usr/openv/netbackup/bin/libobk.so64 /oracle/product/10.2.0/db_1/lib/libobk.so 

Done                       Link 已经成功完成 

Please check the trace file located in /tmp/make_trace.3535  

to make sure the linking process was successful. 

Oracle 数据库的 Link操作仅作 Linux 主机上面执行，Windows主机不需要这个操作。 

2 创建 Windows 操作系统的 Oracle 备份脚本 

VERITAS提供了 ORACLE RMAN备份脚本的模板，用户需要拷贝 hot_database_backup.cmd脚本，

并对其进行修改即可。NBU For Windows 客户端安装完毕后，脚本默认在 

C:\Program Files\Veritas\NetBackup\DbExt\Oracle\Samples\rman 目录下。将该脚本拷贝

到 C:\nbu_script（此目录名不要改变，否则备份不能成功）下，然后进行修改。 

下面的内容是已经修改结束的脚本，在修改的地方均用注释进行说明。 

脚本的模板和修改部分如下： 

@REM $Header$ 

 

@REM bcpyrght 

@REM ***************************************************************************  

@REM * $Copyright: Copyright (c) 2016 Veritas Technologies LLC. All rights reserved 

VT25-0977-2658-84-51-3 $ *  

@REM ***************************************************************************  

@REM ecpyrght 

@REM 

@REM --------------------------------------------------------------------------- 

@REM     hot_database_backup.cmd 

@REM --------------------------------------------------------------------------- 

@REM This script uses Recovery Manager to take a hot (inconsistent) backup of a 

@REM database. A hot backup is inconsistent because portions of the database 
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@REM are being modified and written to the disk while the backup is  

@REM progressing. You must run your database in ARCHIVELOG mode to make hot  

@REM backups. 

@REM -------------------------------------------------------------------------- 

 

@setlocal ENABLEEXTENSIONS 

@setlocal ENABLEDELAYEDEXPANSION 

 

@REM --------------------------------------------------------------------------- 

@REM To increase logging verbosity (say, for debugging purposes), set the 

@REM %DEBUG% variable to 1. 

@REM By default, commands are not echoed. 

@REM With %DEBUG% > 1, command echo is turned on. 

@REM --------------------------------------------------------------------------- 

 

@set DEBUG=0 

@if "%DEBUG%" GTR "1" ( 

    @echo on         

) else ( 

    @echo off     

) 

 

@REM --------------------------------------------------------------------------- 

@REM The output file is named after the sample script, but with a '.out' 

@REM extension. It is created in the same folder. 

@REM --------------------------------------------------------------------------- 

 

set RMAN_LOG_FILE="%~dpn0.out" 
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@REM --------------------------------------------------------------------------- 

@REM Delete the log file before each run so that it does not grow unbounded. 

@REM Remove or comment these lines if all historical output must be retained or 

@REM if the log file size is managed externally 

@REM --------------------------------------------------------------------------- 

 

if exist %RMAN_LOG_FILE% del /F %RMAN_LOG_FILE% 

 

@REM --------------------------------------------------------------------------- 

@REM Log the echo from this script to both the stdout/obk_stdout and  

@REM the log file, using %MYECHO% 

@REM --------------------------------------------------------------------------- 

 

set MYECHO=CALL :myTee 

 

@REM --------------------------------------------------------------------------- 

@REM Log the start of this script  

@REM --------------------------------------------------------------------------- 

 

for /F "tokens=1*" %%p in ('date /T') do @set DATE=%%p %%q 

for /F %%p in ('time /T') do @set DATE=%DATE% %%p 

 

%MYECHO% ==== started on %DATE% ==== 

%MYECHO% Script name: %0 %* 

 

@REM  *-*-*-*-*-*-*-*-USER CUSTOMIZABLE VARIABLE SECTION*-*-*-*-*-*-*-*-*-*-*-*- 

@REM  *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*- 

@REM 

@REM ---------------------------------------------------------------------------  
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@REM  NOTE: User modifications should be made only below this point. 

@REM 

@REM  ORACLE_HOME               - Oracle Home path                   

@REM  ORACLE_SID                - Oracle Sid of the target database 

@REM  ORACLE_TARGET_CONNECT_STR - Connect string for the target database  

@REM                              [user]/[password][@TNSalias] 

@REM  RMAN_EXECUTABLE           - Path to the rman executable  

@REM  RMAN_CATALOG              - Recovery catalog option and connect string 

@REM                              'nocatalog' if using control file 

@REM                              'catalog <userid>/<passwd>@<net service name>' 

@REM  BACKUP_TAG                - This tag will be appended with the detected  

@REM                              schedule type. Customize if needed. 

@REM  BACKUP_SCHEDULE           - If overriding Default-Application-Backup  

@REM                              schedule 

@REM  NLS_LANG                  - RMAN Command language parameter, override with 

@REM                              the desired language value 

@REM  NLS_DATE_FORMAT           - RMAN Command date parameter, override with 

@REM                              the desired date value 

@REM --------------------------------------------------------------------------- 

 

set ORACLE_HOME=D:\oracle\MP1\102    此处根据用户实际主机的 ORACLE_HOME 修改 

set ORACLE_SID=PCTMES    根据主机的实际实例名修改 

set TARGET_CONNECT_STR=/             根据主机的实际连接 oracle 字符串修改 

set RMAN_EXECUTABLE=%ORACLE_HOME%\bin\rman.exe 

set RMAN_CATALOG=nocatalog 

set BACKUP_TAG=hot_db_bk 

set BACKUP_SCHEDULE= 

set NLS_LANG=american               根据主机的实际 Oracle 语言环境修改 
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set NLS_DATE_FORMAT=YYYY-MM-DD:hh24:mi:ss 

 

@REM  *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*- 

@REM  *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*- 

 

set BACKUP_TYPE= 

@REM --------------------------------------------------------------------------- 

@REM If this script is executed from a NetBackup schedule, NetBackup 

@REM sets an NB_ORA environment variable based on the schedule type. 

@REM These variables can then be used to dynamically select the appropriate 

@REM RMAN backup type. 

@REM For example, when: 

@REM     schedule type is                BACKUP_TYPE is 

@REM     ----------------                -------------- 

@REM Automatic Full                      INCREMENTAL LEVEL=0 

@REM Automatic Differential Incremental  INCREMENTAL LEVEL=1 

@REM Automatic Cumulative Incremental    INCREMENTAL LEVEL=1 CUMULATIVE 

@REM 

@REM For client initiated backups, BACKUP_TYPE defaults to incremental 

@REM level 0 (Full).  To change the default for a user initiated 

@REM backup to incremental or incremental cumulative, uncomment 

@REM one of the following two lines and the BACKUP_TAG line. 

@REM Also, if using BLI (block level incremental) type backups, append the  

@REM keyword 'PROXY' to the BACKUP_TYPE. 

@REM 

@REM set BACKUP_TYPE=INCREMENTAL LEVEL=1 

@REM set BACKUP_TYPE=INCREMENTAL LEVEL=1 CUMULATIVE 

@REM set BACKUP_TAG=%BACKUP_TAG%_lvl1_manual 

@REM 
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@REM Note that we use incremental level 0 to specify full backups. 

@REM That is because, although they are identical in content, only 

@REM the incremental level 0 backup can have incremental backups of 

@REM level > 0 applied to it. 

@REM --------------------------------------------------------------------------- 

 

@REM --------------------------------------------------------------------------- 

@REM What kind of backup will we perform. 

@REM --------------------------------------------------------------------------- 

 

if "%NB_ORA_FULL%" EQU "1" ( 

    %MYECHO% Full backup requested from schedule 

    set BACKUP_TYPE=INCREMENTAL Level=0 

    set BACKUP_TAG=%BACKUP_TAG%_inc_lvl0_sched 

) 

 

if "%NB_ORA_INCR%" EQU "1" ( 

    %MYECHO% Differential incremental backup requested from schedule 

    set BACKUP_TYPE=INCREMENTAL Level=1 

    set BACKUP_TAG=%BACKUP_TAG%_inc_lvl1_sched     

) 

 

if "%NB_ORA_CINC%" EQU "1" ( 

    %MYECHO% Cumulative incremental backup requested from schedule 

    set BACKUP_TYPE=INCREMENTAL Level=1 CUMULATIVE 

    set BACKUP_TAG=%BACKUP_TAG%_inc_lvl1_cinc_sched 

) 

 

if "%BACKUP_TYPE%" EQU "" ( 
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    %MYECHO% Manual execution - defaulting to Full backup 

    set BACKUP_TYPE=INCREMENTAL Level=0 

    set BACKUP_TAG=%BACKUP_TAG%_inc_lvl0_manual 

) 

 

@REM ----------------------------------------------------------------------------- 

@REM Construct an RMAN SEND command when initiated from the master server.   

@REM This ensures that the resulting application backup jobs utilize the same  

@REM master server, client name, and policy name.   

@REM 

@REM If desired, initialize RMAN_SEND with additional NB_ORA_* variable=value  

@REM pairs. 

@REM 

@REM NOTE WHEN USING NET SERVICE NAME: When connecting to a database 

@REM using a net service name, you must use a send command or a params operand to  

@REM specify environment variables.  In other words, when accessing a database 

@REM through a listener, the environment variables set at the system level are not  

@REM available to the Oracle channel processes.  For more information on the  

@REM environment variables, please refer to the NetBackup for Oracle Admin. Guide. 

@REM ----------------------------------------------------------------------------- 

set RMAN_SEND= 

if "%NB_ORA_SERV%" NEQ "" ( 

    set RMAN_SEND=NB_ORA_SERV=%NB_ORA_SERV% 

) 

 

if "%NB_ORA_CLIENT%" NEQ "" ( 

    if "%RMAN_SEND%" NEQ "" ( 

        set RMAN_SEND=%RMAN_SEND%,NB_ORA_CLIENT=%NB_ORA_CLIENT% 

    ) else ( 
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        set RMAN_SEND=NB_ORA_CLIENT=%NB_ORA_CLIENT% 

    ) 

) 

 

if "%NB_ORA_POLICY%" NEQ "" ( 

    if "%RMAN_SEND%" NEQ "" ( 

        set RMAN_SEND=%RMAN_SEND%,NB_ORA_POLICY=%NB_ORA_POLICY% 

    ) else ( 

        set RMAN_SEND=NB_ORA_POLICY=%NB_ORA_POLICY% 

    ) 

) 

 

if "%BACKUP_SCHEDULE%" NEQ "" ( 

    if "%RMAN_SEND%" NEQ "" ( 

        set RMAN_SEND=%RMAN_SEND%,NB_ORA_SCHED=%BACKUP_SCHEDULE% 

    ) else ( 

        set RMAN_SEND=NB_ORA_SCHED=%BACKUP_SCHEDULE% 

    ) 

) 

 

if "%RMAN_SEND%" NEQ "" ( 

    set RMAN_SEND=SEND '%RMAN_SEND%'; 

) else ( 

    set RMAN_SEND=#IGNORE 

) 

 

@REM --------------------------------------------------------------------------- 

@REM Outputs the script related variables, both to stdout and log file 

@REM --------------------------------------------------------------------------- 
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%MYECHO% # 

%MYECHO% ----------------Script Variables--------------------------------------- 

set | findstr /r /i "^ORACLE_ ^NB_ORA_ ^RMAN_ ^BACKUP_ ^TNS_ ^NLS_" 

set | findstr /r /i "^ORACLE_ ^NB_ORA_ ^RMAN_ ^BACKUP_ ^TNS_ ^NLS_" >> %RMAN_LOG_FILE% 

 

@REM --------------------------------------------------------------------------- 

@REM Below outputs the environment information both to stdout and log file 

@REM --------------------------------------------------------------------------- 

if "%DEBUG%" GTR "0" ( 

    %MYECHO% # 

    %MYECHO% ----------------List of enviroment variables----------------------- 

    set 

    set >> %RMAN_LOG_FILE% 

    %MYECHO% # 

    %MYECHO% ----------------Locale Information--------------------------------- 

    systeminfo  | find /i "System Locale" 

    systeminfo  | find /i "System Locale" >> %RMAN_LOG_FILE% 

    %MYECHO% # 

    %MYECHO% ----------------Process List--------------------------------------- 

    tasklist /V 

    tasklist /V >> %RMAN_LOG_FILE% 

) 

 

@REM --------------------------------------------------------------------------- 

@REM We assume that the database is properly opened. If desired, this would 

@REM be the place to verify that. 

@REM --------------------------------------------------------------------------- 
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@REM --------------------------------------------------------------------------- 

@REM Call Recovery Manager to initiate the backup. 

@REM 

@REM If you are getting an error that the input line is too long, you will need 

@REM to put the RMAN run block in a separate file.  Then use the "cmdfile" 

@REM option of RMAN.  For more information on the "cmdfile" options please 

@REM refer to the RMAN documentation. 

@REM --------------------------------------------------------------------------- 

 

@REM ---------------------------------------------------------------------------- 

@REM Note: During the process of backing up the database, RMAN also backs up the 

@REM control file.  That backup of the control file does not contain the 

@REM information about the current backup if "nocatalog" has been specified. 

@REM To include the information about the current backup, the control file should 

@REM be backed up as the last step of the RMAN section.  This step may not be 

@REM necessary if using a recovery catalog or AUTOBACKUP CONTROLFILE. 

@REM ---------------------------------------------------------------------------- 

CALL :getTempFileName 

 

%MYECHO% # 

%MYECHO% ----------------RMAN Script Block Execution----------------------------- 

 

@REM Echo RMAN Script block to stdout/obk_stdout 

@echo on 

( 

echo SHOW ALL; 

echo RUN { 

echo ALLOCATE CHANNEL ch00 TYPE 'SBT_TAPE'; 

echo ALLOCATE CHANNEL ch01 TYPE 'SBT_TAPE'; 
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echo SEND 'NB_ORA_CLIENT=ora_server'; 

新增一行，添加 NBU 备份使用的主机名称，主机名从《nbu_check.xls》查询 

echo %RMAN_SEND% 

echo BACKUP 

echo       %BACKUP_TYPE% 

echo       SKIP INACCESSIBLE                删除本行 

echo       TAG %BACKUP_TAG%  

echo       FORMAT 'bk_u%%u_s%%s_p%%p_t%%t' 

echo       DATABASE 

echo       INCLUDE CURRENT CONTROLFILE; 

echo sql 'alter system archive log current'; 

echo RELEASE CHANNEL ch00; 

echo RELEASE CHANNEL ch01; 

echo # Backup all archive logs 

echo ALLOCATE CHANNEL ch00 TYPE 'SBT_TAPE'; 

echo ALLOCATE CHANNEL ch01 TYPE 'SBT_TAPE'; 

echo SEND 'NB_ORA_CLIENT=ora_server'; 

添加一行，与第一个 CHANNEL 相同 

echo %RMAN_SEND% 

echo BACKUP 

echo       FILESPERSET 20 

echo       FORMAT 'arch_s%%s_p%%p_t%%t' 

echo       ARCHIVELOG ALL DELETE INPUT; 

echo RELEASE CHANNEL ch00; 

echo RELEASE CHANNEL ch01; 

echo ALLOCATE CHANNEL ch00 TYPE 'SBT_TAPE'; 

echo SEND 'NB_ORA_CLIENT=ora_server'; 

添加一行，与第一个 CHANNEL 相同 

echo %RMAN_SEND% 
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echo BACKUP 

echo       FORMAT 'cntrl_%%s_%%p_%%t' 

echo       CURRENT CONTROLFILE; 

echo RELEASE CHANNEL ch00; 

echo } 

) | %RMAN_EXECUTABLE% target %ORACLE_TARGET_CONNECT_STR% %RMAN_CATALOG% msglog '%TEMPFILE%' 

append 

 

@set ERRLEVEL=%ERRORLEVEL% 

 

@if "%DEBUG%" LEQ "1" ( 

    @echo off 

) 

 

CALL :dumpTempFile 

if "%DEBUG%" GTR "0" ( 

    %MYECHO% Deleting %TEMPFILE% 

) 

del /F %TEMPFILE% 

 

@REM --------------------------------------------------------------------------- 

@REM NetBackup (bphdb) stores the name of a file in an environment variable,  

@REM called STATUS_FILE. This file is used by an automatic schedule to 

@REM communicate status information with NetBackup's job monitor. It is up to  

@REM the script to write a 0 (passed) or 1 (failure) to the status file. 

@REM --------------------------------------------------------------------------- 

 

if %ERRLEVEL% NEQ 0 goto err 
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set LOGMSG=ended successfully 

if "%STATUS_FILE%" EQU "" goto end 

echo 0 > "%STATUS_FILE%" 

goto end 

 

:err 

set LOGMSG=ended in error 

if "%STATUS_FILE%" EQU "" goto end 

echo 0 > "%STATUS_FILE%" 

 

:end 

 

@REM --------------------------------------------------------------------------- 

@REM Log the completion of this script. 

@REM --------------------------------------------------------------------------- 

 

@for /F "tokens=1*" %%p in ('date /T') do set DATE=%%p %%q 

@for /F %%p in ('time /T') do set DATE=%DATE% %%p 

 

%MYECHO% # 

%MYECHO% ==== %LOGMSG% on %DATE% ==== 

 

endlocal 

EXIT /B 

@REM End of Main Program -------------------------------------------------------- 

 

 

 

@REM ---------------------------------------------------------------------------- 
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@REM A function to write to a log file and write to stdout 

@REM ---------------------------------------------------------------------------- 

:myTee 

 

echo %* >> %RMAN_LOG_FILE% 

echo %* 

EXIT /B 

 

@REM ---------------------------------------------------------------------------- 

@REM A function to generate a unique file name 

@REM ---------------------------------------------------------------------------- 

:getTempFileName 

 

set TEMPTIME= 

@for /f "skip=1" %%x in ('wmic os get localdatetime') do ( 

if not defined tempTime set TEMPTIME=%%x 

) 

 

@REM ---------------------------------------------------------------------------- 

@REM File Base Name - YYYYMMDDHHMMSS_RandomNum  

@REM ---------------------------------------------------------------------------- 

set TEMPFILE=%TMP%\%TEMPTIME:~0,14%_%RANDOM%.TMP 

if "%DEBUG%" GTR "0" ( 

    %MYECHO% Temp File is %TEMPFILE% 

) 

EXIT /B 
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3 创建 Linux 操作系统的 Oracle 备份脚本 

在 NBU 的 Client 软件安装完毕后， Linux 操作系统的 Oracle 备份范例脚本在

/usr/openv/netbackup/ext/db_ext/oracle/samples/rman 目录。 

需要修改的关键参数：ORACLE_HOME、ORACLE_SID、ORACLE_USER、RMAN 备份需要的 Channel

数量。 

将主机的 hot_database_backup.sh 脚本，copy 到/usr/openv/scripts 目录（如果没有目录

手动创建），并执行 chmod -R 777 /usr/openv/scripts/命令，为这个目录添加修改和执行

权限。此脚本的名称和存放路径不要修改。 

脚本的模板和修改部分如下： 

#!/bin/sh 

# $Header$ 

# 

#bcpyrght 

#*************************************************************************** 

#* $Copyright: Copyright (c) 2016 Veritas Technologies LLC. All rights reserved 

VT25-0977-2658-84-51-3 $ * 

#*************************************************************************** 

#ecpyrght 

# 

# Note:  Only make modifications to a copy of this file. Changes to this file  

#        are lost when this example is overwritten during NetBackup upgrade. 

#        Delete this comment from the copy. 

# 

# ----------------------------------------------------------------------------- 

#              hot_database_backup.sh 

# ----------------------------------------------------------------------------- 

#  This script uses Recovery Manager to take a hot (inconsistent) database 

#  backup. A hot backup is inconsistent because portions of the database are 

#  being modified and written to the disk while the backup is progressing. 
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#  You must run your database in ARCHIVELOG mode to make hot backups. It is 

#  assumed that this script will be executed by user root. In order for RMAN 

#  to work properly we switch user (su -) to the oracle dba account before 

#  execution. If this script runs under a user account that has Oracle dba 

#  privilege, it will be executed using this user's account. 

# ----------------------------------------------------------------------------- 

 

# ----------------------------------------------------------------------------- 

# Log the start of this script to both the stdout/obk_stdout  

# and stderr/obk_stderr. 

# ----------------------------------------------------------------------------- 

echo "==== $0 started on `date` ==== stdout"  

echo "==== $0 started on `date` ==== stderr" 1>&2 

 

DEBUG=0 

 

if [ "$DEBUG" -gt 0 ]; then 

    set -x 

fi 

  

# --------------------------------------------------------------------------- 

# Put output in <this file name>.out. Change as desired. 

# Note: output directory requires write permission. 

# --------------------------------------------------------------------------- 

RMAN_LOG_FILE=${0}.out 

 

# ----------------------------------------------------------------------------- 

# Delete the log file before each execution so that it does not grow unbounded.   

# Remove or comment these lines if all historical output must be retained or if  
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# the log file size is managed externally. 

# ----------------------------------------------------------------------------- 

 

if [ -f "$RMAN_LOG_FILE" ]; then 

    rm -f "$RMAN_LOG_FILE" 

fi 

 

# ----------------------------------------------------------------------------- 

# Initialize the log file. By default it is readable by the DBA and other 

# users. Restrict the permissions as needed. 

# ----------------------------------------------------------------------------- 

  

echo >> $RMAN_LOG_FILE 

chmod 644 $RMAN_LOG_FILE 

 

# ----------------------------------------------------------------------------- 

# Redirect all stderr and stdout into the specified log file and also to  

# stdout. No output will appear on stderr (or in the obk_stderr). 

# ----------------------------------------------------------------------------- 

 

out=/tmp/`basename $0`.stdout.$$ 

trap "rm -f $out" EXIT SIGHUP SIGINT SIGQUIT SIGTRAP SIGKILL SIGUSR1 SIGUSR2 SIGPIPE SIGTERM 

SIGSTOP  

mkfifo "$out"  

tee -a $RMAN_LOG_FILE < "$out" & 

exec 1>&- 2>&- 

exec 1>"$out" 2>&1 

 

# ----------------------------------------------------------------------------- 
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# Log the start of this script to the log file and stdout. 

# Log any additional arguments to the script. 

# ----------------------------------------------------------------------------- 

echo "==== $0 started on `date` ===="  

echo "==== $0 $*"  

echo  

 

# *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-* 

# *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-* 

# 

# NOTE: User modifications should be made only below this point. 

# 

# USER CUSTOMIZABLE VARIABLE SECTION 

# 

# ORACLE_HOME               - Oracle Home path                   

# ORACLE_SID                - Oracle Sid of the target database 

# ORACLE_USER               - Oracle user with permissions to execute RMAN 

# ORACLE_TARGET_CONNECT_STR - Connect string for the target database  

#                             [user]/[password][@TNSalias] 

# RMAN_EXECUTABLE           - Path to the rman executable  

# RMAN_SBT_LIBRARY          - SBT library path; 

#                             on AIX see technote TECH194511. 

# RMAN_CATALOG              - Recovery catalog option and connect string 

# BACKUP_SCHEDULE           - If overriding Default-Application-Backup schedule 

# BACKUP_TAG                - User specified backup tag 

ORACLE_HOME=/home/oracle/app/oracle/product/12.1.0/dbhome_1 

 

ORACLE_SID=noncdb12c 
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ORACLE_USER=oracle 

 

ORACLE_TARGET_CONNECT_STR=sys/manager   根据主机实际情况修改 

  

RMAN_EXECUTABLE=$ORACLE_HOME/bin/rman 

 

RMAN_SBT_LIBRARY="/usr/openv/netbackup/bin/libobk.so64" 

# Set the Recovery catalog to use. In This example we do not use a 

# Recovery Catalog. If you choose to use one, replace the option 'nocatalog' 

# with a "'catalog <userid>/<passwd>@<net service name>'" statement. 

 

RMAN_CATALOG="nocatalog" 

 

BACKUP_SCHEDULE="" 

 

# Note: This tag will be appended with the dected schedule type, see schedule 

# section. 

BACKUP_TAG="hot_db_bk" 

 

export ORACLE_HOME ORACLE_SID  

 

# Note: Additional tuning may be desired to RMAN_SEND and CMD_INPUT below. 

 

# *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-* 

# *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-* 

 

# ----------------------------------------------------------------------------- 

# Determine the user which is executing this script. 

# ----------------------------------------------------------------------------- 
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BACKUP_CUSER=`id |cut -d"(" -f2 | cut -d ")" -f1` 

 

# ----------------------------------------------------------------------------- 

# This script assumes that the database is properly opened. If desired, 

# this would be the place to verify that. 

# ----------------------------------------------------------------------------- 

 

 

# ----------------------------------------------------------------------------- 

# If this script is executed from a NetBackup schedule, NetBackup 

# sets NB_ORA environment variables based on the schedule type. 

# These variables can then used to dynamically select the appropriate  

# RMAN backup type. 

# For example, when: 

#     schedule type is                BACKUP_TYPE is 

#     ----------------                -------------- 

# Automatic Full                     INCREMENTAL LEVEL=0 

# Automatic Differential Incremental INCREMENTAL LEVEL=1 

# Automatic Cumulative Incremental   INCREMENTAL LEVEL=1 CUMULATIVE 

#  

# For client initiated backups, BACKUP_TYPE defaults to incremental 

# level 0 (full).  To change the default for a user initiated 

# backup to incremental or incremental cumulative, uncomment 

# one of the following two lines. 

# BACKUP_TYPE="INCREMENTAL LEVEL=1" 

# BACKUP_TYPE="INCREMENTAL LEVEL=1 CUMULATIVE" 

#  

# Note that we use incremental level 0 to specify full backups. 
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# That is because, although they are identical in content, only 

# the incremental level 0 backup can have incremental backups of 

# level > 0 applied to it. 

# ----------------------------------------------------------------------------- 

  

if [ "$NB_ORA_FULL" = "1" ]; then 

    echo "Full backup requested from Schedule"  

    BACKUP_TYPE="INCREMENTAL LEVEL=0" 

    BACKUP_TAG="${BACKUP_TAG}_inc_lvl0" 

  

elif [ "$NB_ORA_INCR" = "1" ]; then 

    echo "Differential incremental backup requested from Schedule"  

    BACKUP_TYPE="INCREMENTAL LEVEL=1" 

    BACKUP_TAG="${BACKUP_TAG}_inc_lvl1" 

  

elif [ "$NB_ORA_CINC" = "1" ]; then 

    echo "Cumulative incremental backup requested from Schedule"  

    BACKUP_TYPE="INCREMENTAL LEVEL=1 CUMULATIVE" 

    BACKUP_TAG="${BACKUP_TAG}_inc_lvl1_cinc" 

  

elif [ "$BACKUP_TYPE" = "" ]; then 

    echo "Manual execution - defaulting to Full backup"  

    BACKUP_TYPE="INCREMENTAL LEVEL=0" 

    BACKUP_TAG="${BACKUP_TAG}_inc_lvl0" 

fi 

 

echo 

 

# ----------------------------------------------------------------------------- 
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# Construct an RMAN SEND command when initiated from the master server.   

# This ensures that the resulting application backup jobs utilize the same  

# master server, client name, and policy name.   

# 

# If desired, initialize RMAN_SEND with additional NB_ORA_* variable=value  

# pairs. 

# 

# NOTE WHEN USING NET SERVICE NAME: When connecting to a database 

# using a net service name, you must use a send command or a parms operand to  

# specify environment variables.  In other words, when accessing a database 

# through a listener, any environment variable set in this script are not  

# inherited by the Oracle channel processes because it is a child of the  

# listener process and not of this script.  For more information on the  

# environment variables, please refer to the NetBackup for Oracle Admin. Guide. 

# ----------------------------------------------------------------------------- 

 

RMAN_SEND="" 

 

if [ "$NB_ORA_SERV" != "" ]; then 

    RMAN_SEND="NB_ORA_SERV=${NB_ORA_SERV}" 

fi 

 

if [ "$NB_ORA_CLIENT" != "" ]; then 

    if [ "$RMAN_SEND" != "" ]; then 

        RMAN_SEND="${RMAN_SEND},NB_ORA_CLIENT=${NB_ORA_CLIENT}" 

    else 

        RMAN_SEND="NB_ORA_CLIENT=${NB_ORA_CLIENT}" 

    fi 

fi 
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if [ "$NB_ORA_POLICY" != "" ]; then 

    if [ "$RMAN_SEND" != "" ]; then 

        RMAN_SEND="${RMAN_SEND},NB_ORA_POLICY=${NB_ORA_POLICY}" 

    else 

        RMAN_SEND="NB_ORA_POLICY=${NB_ORA_POLICY}" 

    fi 

fi 

 

if [ "$BACKUP_SCHEDULE" != "" ]; then 

    if [ "$RMAN_SEND" != "" ]; then 

        RMAN_SEND="${RMAN_SEND},NB_ORA_SCHED=${BACKUP_SCHEDULE}" 

    else 

        RMAN_SEND="NB_ORA_SCHED=${BACKUP_SCHEDULE}" 

    fi 

fi 

 

if [ "$RMAN_SEND" != "" ]; then 

    RMAN_SEND="SEND '${RMAN_SEND}';" 

fi 

 

# --------------------------------------------------------------------------- 

# Call Recovery Manager to initiate the backup. 

# 

# Note: Any environment variables needed at run time by RMAN  

#       must be set and exported within the CMDS variable. 

# --------------------------------------------------------------------------- 

#  Backs up the whole database.  This backup is part of the incremental 

#  strategy (this means it can have incremental backups of levels > 0 
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#  applied to it). 

# 

#  We do not need to explicitly request the control file to be included 

#  in this backup, as it is automatically included each time file 1 of 

#  the system tablespace is backed up (the inference: as it is a whole 

#  database backup, file 1 of the system tablespace will be backed up, 

#  hence the controlfile will also be included automatically). 

# 

#  Typically, a level 0 backup would be done at least once a week. 

# 

#  The scenario assumes: 

#     o you are backing your database up to two tape drives 

#     o you want each backup set to include a maximum of 5 files 

#     o you wish to include offline datafiles, and read-only tablespaces, 

#       in the backup 

#     o you want the backup to continue if any files are inaccessible. 

#     o This script explicitly backs up the control file.  If you specify or  

#       default to nocatalog, the controlfile backup that occurs 

#       automatically as the result of backing up the system file is 

#       not sufficient; it will not contain records for the backup that 

#       is currently in progress. 

#     o you want to archive the current log, back up all the 

#       archive logs using two channels, putting a maximum of 20 logs 

#       in a backup set, and deleting them once the backup is complete. 

# 

#  Note that the format string is constructed to guarantee uniqueness and 

#  to enhance NetBackup for Oracle backup and restore performance. 

# 

# ----------------------------------------------------------------------------- 
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# When needed, commands to debug the environment present in the subshell where  

# RMAN will be started.  

 

if [ "$DEBUG" -gt 0 ]; then 

    ENV_COMMANDS=" 

    echo ----- LIST OF DECLARED VARIABLES IN SUBSHELL -----  

    echo  

    set | sort 

    echo  

    echo ----- LANGUAGE AND LOCALE -----  

    echo  

    locale  

    echo  

    echo ----- PROCESS LIST -----  

    echo  

    ps -ef 

    echo" 

else 

    ENV_COMMANDS="" 

fi 

 

# The RMAN commands to be executed. 

# NOTE: If the default shell for the ORACLE_USER is the C shell, then update  

# the export syntax as follows: 

# setenv ORACLE_HOME "$ORACLE_HOME" 

# setenv ORACLE_SID "$ORACLE_SID" 

 

CMDS=" 
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export ORACLE_HOME=$ORACLE_HOME 

export ORACLE_SID=$ORACLE_SID 

echo 

echo ----- SUBSHELL ENV VARIABLES -----  

echo  

env | sort | egrep '^ORACLE_|^NB_ORA_|^RMAN_|^BACKUP_|^TNS_'  

echo 

$ENV_COMMANDS 

echo ----- STARTING RMAN EXECUTION ----- 

echo 

$RMAN_EXECUTABLE target $ORACLE_TARGET_CONNECT_STR $RMAN_CATALOG" 

 

# Building the PARMS option for the RMAN channels 

 

if [ $RMAN_SBT_LIBRARY != "" ]; then 

    RMAN_SBT_LIBRARY_PARMS="PARMS 'SBT_LIBRARY=$RMAN_SBT_LIBRARY'" 

else 

    RMAN_SBT_LIBRARY_PARMS="" 

fi 

 

# The RMAN statements that are needed to perform the desired backup. 

# Add, delete, or modify the CMD_INPUT per the backup requirements for the  

# instance. 

 

CMD_INPUT="<< EOF 

SHOW ALL; 

RUN { 

ALLOCATE CHANNEL ch00 TYPE 'SBT_TAPE' $RMAN_SBT_LIBRARY_PARMS; 

ALLOCATE CHANNEL ch01 TYPE 'SBT_TAPE' $RMAN_SBT_LIBRARY_PARMS; 
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SEND ’NB_ORA_CLIENT=ora_server’;   

新增一行，添加 NBU 备份使用的主机名称，主机名从《nbu_check.xls》查询 

$RMAN_SEND 

BACKUP 

    $BACKUP_TYPE 

#    SKIP INACCESSIBLE              建议将本行注释掉 

    TAG $BACKUP_TAG 

    FILESPERSET 5 

    # recommended format, must end with %t 

    FORMAT 'bk_%s_%p_%t' 

    DATABASE; 

    sql 'alter system archive log current'; 

RELEASE CHANNEL ch00; 

RELEASE CHANNEL ch01; 

# backup all archive logs 

ALLOCATE CHANNEL ch00 TYPE 'SBT_TAPE' $RMAN_SBT_LIBRARY_PARMS; 

ALLOCATE CHANNEL ch01 TYPE 'SBT_TAPE' $RMAN_SBT_LIBRARY_PARMS; 

SEND ’NB_ORA_CLIENT=ora_server’;   

新增一行，与上面相同 

$RMAN_SEND 

BACKUP 

    filesperset 20 

    # recommended format, must end with %t 

    FORMAT 'al_%s_%p_%t' 

    ARCHIVELOG ALL DELETE INPUT; 

RELEASE CHANNEL ch00; 

RELEASE CHANNEL ch01; 

# 

# Note: During the process of backing up the database, RMAN also backs up the 
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# control file.  That backup of the control file does not contain the  

# information about the archive log backup if "nocatalog" has been specified. 

# To include the information about the current backup, the control file should 

# be backed up as the last step.  This step may not be necessary if using  

# a recovery catalog or AUTOBACKUP CONTROLFILE. 

# 

ALLOCATE CHANNEL ch00 TYPE 'SBT_TAPE' $RMAN_SBT_LIBRARY_PARMS; 

SEND ’NB_ORA_CLIENT=ora_server’;   

新增一行，与上面相同 

$RMAN_SEND 

BACKUP 

    # recommended format, must end with %t 

    FORMAT 'cntrl_%s_%p_%t' 

    CURRENT CONTROLFILE; 

RELEASE CHANNEL ch00; 

} 

EOF 

" 

 

# ----------------------------------------------------------------------------- 

# Print out the values of various variables matched by the following patterns. 

# ----------------------------------------------------------------------------- 

if [ "$DEBUG" -gt 0 ]; then 

    echo ----- LIST OF DECLARED VARIABLES IN SCRIPT -----  

    echo  

    set | sort 

    echo 

fi 
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echo  

echo "----- SCRIPT VARIABLES -----"  

echo  

set | sort | egrep '^ORACLE_|^NB_ORA_|^RMAN_|^BACKUP_|^TNS_'  

echo  

echo "----- RMAN CMD -----"  

echo  

echo "$CMDS"  

echo  

echo "----- RMAN INPUT -----"  

echo  

echo "$CMD_INPUT"  

echo  

 

# Sanity check the environment. 

 

if [ ! -x $RMAN_EXECUTABLE ]; then 

    echo "ERR: $RMAN_EXECUTABLE: required executable not found!" 1>&2 

    exit 1 

fi 

 

if [ ! -f  `echo $RMAN_SBT_LIBRARY | cut -d'(' -f1`  ]; then 

    echo "ERR: $RMAN_SBT_LIBRARY: required library not found!" 1>&2 

    exit 1 

fi 

 

echo "----- STARTING CMDS EXECUTION -----" 

echo 
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if [ "$BACKUP_CUSER" = "root" ]; then 

    su - $ORACLE_USER -c "$CMDS $CMD_INPUT"  

    RSTAT=$? 

else 

    /bin/sh -c "$CMDS $CMD_INPUT"  

    RSTAT=$? 

fi 

  

# --------------------------------------------------------------------------- 

# Log the completion of this script to both stdout/obk_stdout  

# and stderr/obk_stderr. 

# --------------------------------------------------------------------------- 

  

if [ "$RSTAT" = "0" ]; then 

    LOGMSG="ended successfully" 

else 

    LOGMSG="ended in error" 

fi 

  

echo  

echo "==== $0 $LOGMSG on `date` ==== stdout"   

echo "==== $0 $LOGMSG on `date` ==== stderr" 1>&2  

echo  

 

exit $RSTAT 
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4 添加 Oracle 数据库的自动保护 

根据神州云科提供的地址和用户名密码，登录 NBU自服务门户网站。 

在保护一栏中，点击要备份的客户端右侧的齿轮图标，在下拉列表选择要使用的保护级别。 

请注意，务必选择 Oracle 开头的保护级别名称。 

 

 

在弹出的窗口，确认主机名和保护级别正确，然后点击“保护”即可。 

 

 

5 执行 Oracle 恢复 

恢复准备： 

1）确保主机上数据库软件工作正常，实例名、数据库相关路径与原始数据库一致，确保恢复

的硬盘空间充足。 
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2）在主机上面确认 NBU客户端软件安装及配置已完成 

3）在 Oracle主机上面，执行 bplist 命令，确认能够列出主机备份的文件列表，检查所需恢

复的数据是否存在。-C 参数后接本机的主机名。 

 Windows 执行命令方式： 

C:\Program Files\Veritas\NetBackup\bin\bplist -l -C ora_server -t 4 -R / 

-rw-rw---- oracle    dba         288096256 Dec 29 21:19 /bk_2879_1_674774365  

-rw-rw---- oracle    dba         440926208 Dec 29 21:18 /bk_2878_1_674774329  

Linux 执行命令方式： 

/usr/openv/netbackup/bin/bplist -l -C ora_server -t 4 -R / 

-rw-rw---- oracle    dba         288096256 Dec 29 21:19 /bk_2879_1_674774365 

-rw-rw---- oracle    dba         440926208 Dec 29 21:18 /bk_2878_1_674774329  

数据恢复： 

启动数据库至 nomount状态 

C:\> sqlplus "/as sysdba" 

SQL> startup nomount pfile='C:\initgnnt.ora'; 

SQL> exit 

 

1）恢复控制文件 

 

C:\>rman target / nocatalog 

RMAN> run { 

ALLOCATE CHANNEL ch00 TYPE DISK; 

restore controlfile from 'C:\control.ora'; 

release channel ch00; 

} 

RMAN> exit 

 

C:\> sqlplus "/as sysdba" 
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SQL> alter database mount 

 

2）恢复数据文件。 

确认数据文件及路径，如果目录不存在，需要手工创建目录： 

SQL> select file#,name from v$datafile;  

SQL> exit 

 

恢复数据文件至原路径： 

C:\> rman target /  

RMAN> run { 

ALLOCATE CHANNEL ch00 TYPE 'SBT_TAPE'; 

SEND 'NB_ORA_CLIENT=ora_server'; 

restore database; 

recover database; 

release channel ch00; 

} 

 

3)启动数据库。 

C:\>  sqlplus "/as sysdba" 

SQL> alter database open resetlogs; 

SQL> exit 

 


