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Preface

The information presented in this guide is intended for users who are familiar with basic Actifio processes and
procedures as described in Getting Started with Actifio Copy Data Management and who are qualified to
administer SAP HANA databases.

Your Actifio appliance’s Documentation Library contains detailed, step-by-step, application-specific instructions on how
to protect and access your data. Each guide is in PDF format and may be viewed online, downloaded, or printed on
demand. The following guides will be of particular interest:

o Introducing Actifio Copy Data Management
. Connecting Hosts to Actifio Appliances
The ActifioNOW Customer Portal

During the configuration and initialization of your Actifio appliance your Actifio representative provided you with a user
name and password for the ActifioNOW customer portal.

From the customer portal you can obtain detailed reports about your Actifio appliance as well as search the portal’s
knowledge base for answers to specific questions.

To log into the ActifioNOW customer portal:
1. Go to: https://now.actifio.com
2. When prompted, enter the user name and password provided by your Actifio representative.
Actifio Support Centers
To contact an Actifio support representative, you can:
. Send email to: support@actifio.com
. Call:
From anywhere: +1.315.261.7501
US Toll-Free: +1.855.392.6810
Australia: 0011 800-16165656
Germany: 00 800-16165656
New Zealand: 00 800-16165656
UK: 0 800-0155019
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1

SAP HANA DBA's Introduction to

Actifio Copy Data Management

This chapter introduces Actifio concepts and the procedures used to capture
Actifio Data Virtualization on page 1
Capturing Data on page 2
Replicating Data on page 2
Accessing Data on page 3
Introduction to Actifio SAP HANA Administration on page 5
SAP HANA Backup Methods on page 6

References on page 7

Actifio Data Virtualization

and access databases. It includes:

An Actifio appliance is a highly scalable copy data management platform that virtualizes application data to improve the

resiliency, agility, and cloud mobility of your business. It works by virtualizing

data in much the same way other

technologies have virtualized servers and networks. This enables you to capture data from production systems,
manage it in the most efficient way possible, and use virtual copies of the data however they are needed.

Generic App
SAP HANA DB
Only changed blocks
) are transferred over
Database Process | FCoriscsl
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- EE. ceee
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|
|
System Data Volumes |
Volume !
Linux System Da
Actifio Change

Block Tracking

Only changed blocks are
tracked in bit map.
No Copy on Writes, No 10
intensive operations.

Bit Map

Actifio CDS/
Actifio Sky

ta Capture

SAP HANA commands to prepare
database for Actifio snapshot (creates a
global internal savepoint with SAP HANA
backup ID for data backup)

Snapshot LWVM

SAP HANA commands to associate SAP
HANA backup 1D to Actifio snapshot ID

SAP HANA for LVM with Linux Change Block Tracking

Application data is captured at the block level, in application native format, according to a specified SLA. A Golden copy
of that data is created and stored once, and is then updated incrementally with only the changed blocks of data in an
“incremental forever” model. Unlimited virtual copies of the data can be made available instantly for use, without

proliferating physical copies and taking up additional storage infrastructure.
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Capturing Data
Capturing data consists of four simple steps:
1. Add servers that host databases.
2 Discover the database.
3. Define Actifio Policy Templates and Resource Profiles according to your RPOs and RTOs.
4

Assign Actifio Policy Templates and Resource Profiles to discovered databases.

The Actifio Connector

The Actifio Connector is used to capture selected databases. The Actifio Connector is a small-footprint, lightweight
service that can be installed on either virtual or physical servers.

Specifically, the Actifio Connector:

U Discovers the application to which data and log volumes will be added.
o Uses Linux changed block tracking to capture data at block level in incremental forever fashion.
. Identifies changes to database data for Actifio’s incremental forever capture strategy.

Replicating Data

Data can be replicated to a second Actifio appliance or to the cloud for recovery, disaster recovery, or test/
development purposes.

Data replication has traditionally been an inhibitor to efficient data management in a geographically distributed
environment. Actifio replication addresses these issues with a global deduplication and compression approach that:

o Drives down overall network usage.

. Eliminates the need for a dedicated VAN accelerator/optimizer.

. Does not require storage array vendor licenses as data is sent from one Actifio appliance to another.

U Is heterogeneous from any supported array to any supported array: Tier 1 to Tier 2 and/or Vendor A to
Vendor B.

U Preserves write-order, even across multiple LUNSs.

. Is fully integrated with VMware Site Recovery Manager (SRM) and Actifio Resiliency Director.

o Encrypts data using the AES-256 encryption standard. Authentication between Actifio appliances is
performed using 1024-bit certificates.

Replication is controlled by Actifio Policy Template policies:

U Production to Mirror policies have several options to replicate data to a second Actifio appliance.

U Dedup Backup to Dedup DR policies use a fixed, Actifio proprietary replication engine to replicate data to a
second Actifio appliance. In addition, Dedup Backup to Dedup DR policies allow you to replicate data to two
locations.

. Production to Vault policies use a fixed, Actifio proprietary replication engine to replicate data to the cloud.
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Accessing Data

The Actifio appliance can instantly present a copy of the database rolled forward to a specific point of time. The roll
forward operation is performed from the Actifio Desktop (user interface).

Access options include:
Mounts
LiveClones
Restores

Workflows

Mounts

The Actifio mount function provides instant access to data without moving data. Captured copies of databases can be
rolled forward via the Actifio user interface and mounted on any database server. Application Aware mounts are
described in To mount the database image as a virtual application (an application aware mount) to a new target: on
page 37.

LiveClones

The LiveClone is an independent copy of data that can be refreshed when the source data changes. The advantage of
LiveClones is that they are independent copies of data that can be incrementally refreshed and masked before being
made available to users. This allows teams such as development and test to ensure they are working on the latest set
of data without having to manually manage the data and not access or interfere with the production environment.

Restores

The restore function reverts the production data to a specified point in time. Restore operations actually move data.
Typically restore operations are performed to restore a database to a valid state after a massive data corruption or
storage array failure. The amount of time required to complete a restore operation depends on the amount of data
involved. Restores are described in Chapter 8, Restoring and Recovering an SAP HANA Database.

Workflows

While SLAs govern the automated capture of a production database, Workflows automate access to the captured
database.

Workflows are built with captured data. Workflows can present data as either a direct mount or as a LiveClone:

o Direct mounts (standard or application aware) work well for data that does not need to be masked prior to
being presented. A mounted copy of data can be refreshed manually or on automatically on a schedule.
Direct mounts allow you to instantly access captured data without actually moving the data.

. A LiveClone is a copy of your production data that can be updated manually or on a scheduled basis. You
can mask sensitive data in a LiveClone prior to making it available to users.

Combining Actifio’s automated data capture and access control with Workflows and their optional data masking
capabilities allows you to create self-provisioning environments. Now, instead of having to wait for DBAs to update
test and development environments, users can provision their own environments almost instantly.

For example, an Actifio administrator can create an SLA Template Policy that captures data according to a specified
schedule. Optionally, the administrator can mark the captured production data as sensitive and only accessible by
users with the proper access rights.

After access rights have been defined and data has been captured, the administrator can create a Workflow that:

o Makes the captured data available as a LiveClone or as a direct mount
. Updates the LiveClone or mountable data on a scheduled or on-demand basis
. (Optional) Automatically applies scripts to the LiveClone’s data after each update. This is useful for masking

sensitive data.
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Once the Workflow completes, users with proper access can provision their environments with the LiveClone or
mountable data via the Actifio Desktop.
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Introduction to Actifio SAP HANA Administration

Actifio can virtualize and protect:

o Single Container system (HANA 1.0) Dedicated: In single-container system the system database and
tenant database are perceived as a single unit and are therefore administered as one.

. MDC: Multiple-Container Systems (HANA 2.0): Multiple isolated databases in a single SAP HANA
system. These are referred to as multi-tenant database containers. A multiple-container system always has
exactly one system database used for central system administration, and any number of multi-tenant
databases (including zero), also called tenant databases.

Actifio Support for SAP HANA Configurations

Configurations SAP Storage SAP File-Based API SAP File-Based API
Snapshot APl  (hdbsql): (hdbsql):

Actifio Block Mapping Actifio NFS Mapping

Single Container System (HANA 1.0) | Yes (preferred) Yes Yes
MDC: Multiple-Container Systems Yes (preferred) Yes Yes
(HANA 2.0) with one tenant

database

MDC: Multiple-Container Systems Yes Yes

(HANA 2.0) with more than one
tenant database

Scale-Out MDC: Multiple-Container Yes
Systems (HANA 2.0) with one or
more tenant databases

Scale-Out MDC Local HA (N Active Yes
Host + 1 or More Standby Nodes)

Notes
. SAP storage snapshot API - leverages Actifio CBT with incremental-forever and instant mount
o SAP file-based API - traditional backup with weekly full, daily incremental & copy-based restore

. NFS mapping is always to all HANA nodes

. HANA log backup is handled automatically in all options and integrated with database backup policies
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SAP HANA Backup Methods

Actifio offers these methods of protecting SAP HANA databases:
Block-Based LVM Snapshot with CBT Integrated with SAP HANA Database Storage Snapshot API
File-Based Backup Integrated with HANA Traditional Backup API
SAP HANA Log Backup

Block-Based LVM Snapshot with CBT Integrated with SAP HANA Database Storage Snapshot API

The SAP HANA database creates a database internal snapshot based on a system wide save point executed during
the PREPARE step. The database internal snapshot is stored in the data volumes area.

How it works using HANA storage snapshots APl with Linux CBT and LVM snapshot

HANA Server

Ny, .__I.;f
o), cecees =
3 s o Actifiosky O

Linux System B it e
i [ E—
€| Actifio connector has CBT which keeps track of changed blocks in SAP Data Area | il Y N
o M N
9| Connector call to SAP HANA ¢ d creates global internal save point for data backup | [ L- e b
S | Lot R
9| Connector creates LVM snapshot of SAP data area and synthesize a bitmap | DR Tt 3 P Thstng
Connector call to SAP HANA command to remove save point file and copies changed
blocks to Actifio Sky
Connector deletes snapshot and catalogs backup
0| Sky issues an internal snapshot and synthesizes a point-in-time virtual full |
O| For recovery, Actifio instantly mounts re-writable staging disk & brings DB online | ach flo

How it Works Using HANA Storage Snapshot APl with Linux CBT and LVM Snapshot

File-Based Backup Integrated with HANA Traditional Backup API

This provides the full and incremental backups of the data area, which is in backup format. The recovery API recovers
the data area by overwriting the data area. \When the data area is backed up, the entire payload data from all server
nodes of the SAP HANA database instance is backed up. This applies in both single-host and multi-host environments.

o Actifio Connector is deployed in DB server

o Mount staging disk on DB server

writing the backup to the mounted disk

o Actifio takes an internal snapshot.

Low backups are done in a similar fashion directly from the
fib-systom at any desired schedule

For recovery, Actifio instantly mounts the staging disk to DB
server and kicks off a database restore

Logs can be played to any point in time after DB is restored,

actifio

How it Works Using HANA File-Based (hdbsql API) Traditional Backup
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SAP HANA Log Backup

Log backups start automatically if the parameters enable_auto_log_backup and log_mode = normal have been
configured. During a log backup, the payload of the log segments is copied from the log area to the location specified
by the parameter basepath_logbackup.

References
1. Category > Administration Guide: http://help.sap.com/hana_platform

2. Storage Snapshots: https://help.sap.com/saphelp_hanaplatform/helpdata/en/ac/
114d4b34d542b99bc390b3418ef375/content.htm

3. 1642148 - FAQ: SAP HANA Database Backup & Recovery:
https://launchpad.support.sap.com/#/notes/1642148/E

4. Create a homogeneous copy of an SAP HANA database by recovering an existing database to a different
database:

https://help.sap.com/saphelp_hanaplatform/helpdata/en/ea/
70213a0ell4ec29724e4a10b6bbl176/content.htm?frameset=/en/ca/
c903c28b0e4301b39814ef41dbf568/frameset.htm&current_toc=/en/00/
0cale3486640ef8b884cdf1aw50fbb/plain.htm&node_id=773&show_children=false
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2 Preparing the SAP HANA 1.0
Database

Prerequisites

o All the configured services (see SAP Note 1697613 and SAP Note 1649519) such as nameserver,
indexserver, etc. must be running. You can check this in the Overview of SAP HANA studio -> Operational
State: All Services are started.

o Make sure log_mode for database is set to normal. (Check under HANA Studio configuration tab.)

o Use a SAP HANA hdbuserstore key to execute Backup and Recovery instead of a user name and password
to communicate with HANA database using the SAP HANA Secure User Store. For HANA 1.0 userstore key
needs to be created for a single container under database.

Preparing the HANA 1.0 database requires:
Creating the Database User Account on page 9
Get the SQL Port ID on page 11
Adding SAP HANA Hdbuserstore Key in SAP HANA 1.0 (single container system) on page 11

Creating the Database User Account

Make sure to create this user account under a single container database. Make sure to provide BACKUP ADMIN and
CATALOG READ to back up the user created under database.

Naming Convention for Database User Account

Actifio standard naming convention is DATABASE BACKUP USERNAME: Choose a database user name based on
company'’s standard. Make sure to create this user account under SYSTEMDB.

For example if the DATABASE BACKUP USERNAME is ACTBACKUP then this must be created under SYSTEMDB.

Procedure
To create the user:

1. From SAP HANA Studio go to System > Security > Users > New User.

4 => NODE-1 on saphanal
4 [E NR1 (SYSTEM) MR 4
,-'__'!_;. Backup L
I = Catalog
I+ = Content
B L= Provisioning
4 L= Secunty
i security

8l ,} .N:w User
4 1 New Restricted User
Refresh F5
Find User
Filters...

NECAM Fr AIFTO TICED NEnI0ne ACNEA T3 770N

§e
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2. Assign a user name and a password.

Select Force password change on next logon to No.
4.

Click on the System Privilege tab and assign privilege by selecting BACKUP ADMIN and CATALOG READ.

User| User Parameters |

# New User
. g Enter search string to find & syst mvilege.
UserMame: [ ACTBACKUP [] Disable ODBC/IDBC access [ il * |
Authentication Matching items:
2 pp i u’— . [ | % ADAPTER ADMIN la]
assword™; CITTTTTT T ; onfirm™ | ssssssses o= AGENT ADMIN I
Farce password change on naxt logon: () ¥ @ = ALUDIT ADMIN
["] Kerberos - I
&= BACKUP OPERATOR -
Valid From: m validUnti: | | || 5= CATALOG REA
. " n|
Sencier ] & CREATE REMOTE SOURCE
&= CREATE R SCRIPT
Granted Roles | System Privileges l Object Privileges  Analytic Privileges  Package Privil 4= CREATE SCENARIO
(4= % o 54| | == CREATE SCHEMA
System Privilege e = CREATE STRUCTURED PRIVILEGE

You will get a User Created message and the System Privileges will show the user has been granted
BACKUP ADMIN and CATALOG READ privileges.

i User 'ACTBACKUP' created

E| User Pmmeters|

§ ACTBACKUP
["] Disable ODBC/JDBC access
Authentication
[v Password [ samL [C]SAP Log
Password™ Confirm™: | |
Force password change on nest logon Yes (® No
[] Kerberos [1xs08 [C1SAP Ass
External IDY
Valid From: [ Dec 15,2017 132:35PM GMT-08:00 (FH| Valid Untit . ]
Session Client: a[:l
Granted Rales | System Privileges ! Object Privileges  Analytic Privileges Package Privileges Application Privileges Privileges on Us
X 7 2~ | Details
System Privilege Grantor
&= BACKUP ADMIN SYSTEM
&= CATALOG READ SYSTEM
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Get the SQL Port ID

For a HANA 1.0 single container system, get the SQL PORT from HANA Studio. At System > Landscape, get the value
of SQL Port for indexserver. In the example below, 32015 is the SQL port, and the instance number here is 20.

Cver, Landscape Al Vah Conf L] Lt Fides T il non
NODE-1 on saphana] erview | Landscape Alents alumes | Syt Diagnosis Files| Trace Configuratio
4 crh’:p"mf"‘"'-"‘“’ Services Hests Reditribution System Replication Hewt <All> ¢ | Serce | <Al> x —
"
g‘“ I‘c Active  Hosm Pom  Servicf Detail  Seart Time  Process D Usad Memory (MB)  Effective ABocation Limit (MB]  Phyzical Memary on Host (ME) l"l'\-l Part
oy B saphanal 22010 compieserves 2 1,724 386085 Sl
e
o B saphansl 3000 dasmon 22 1] o |
gt B sechansl 200{ indesserver ) master Dec 1220 12970 25813 FEET] $16.908\2015

Adding SAP HANA Hdbuserstore Key in SAP HANA 1.0 (single container
system)

To communicate with HANA database, use a SAP HANA hdbuserstore key instead of a user name and password.
Create the hdbuserstore key using the SAP HANA Secure User Store.

Hdbuserstore Key Naming Convention
For SYSTEMDB set the key name = DATABASE BACKUP USERNAME.
For example:

DATABASE BACKUP USERNAME = ACTBACKUP

Set SYSTEMDB key name = ACTBACKUP

Procedure

To create the SAP HANA hdbuserstore key:

1. Open the putty window to the HANA database server and login to <sid>adm by su to <sid>adm.
2. cd exe
3. Create entries in the hdbuserstore by calling:

# ./hdbuserstore SET <key_name> <server>:<port> <DB_user_name> <DB_user_password>
The <port> is the SQL port of the systemdb or tenant database, see above.
For example:

. DATABASE Backup username from above: ACTBACKUP

. KEY NAME: ACTBACKUP (same as database backup username)

o SQL Port from above: 32015

. Hostname : saphana3

./hdbuseratore SET ACTBACKUP saphana3:32015 ACTBACKUP <database backup user password
********************>

4. Check the keystore: . /hdbuserstore list
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3 Preparing a HANA 2.0 Database

Prerequisites

o All the configured services (see SAP Note 1697613 and SAP Note 1649519) such as nameserver,
indexserver, etc. must be running. You can check this in the Overview of SAP HANA studio -> Operational
State: All Services are started.

o Make sure log_mode for database is set to normal. (Check under HANA Studio configuration tab.)

o Use a SAP HANA hdbuserstore key to execute Backup and Recovery instead of a user name and password
to communicate with HANA database using the SAP HANA Secure User Store. For HANA 2.0 userstore
key needs to be created for SYSTEMDB and all tenant db.

. Create the database user account and hdbuserstore key names in accordance with the company's naming
convention. Make sure to create this user account under SYSTEMDB and all tenant databases.

This includes:
Creating the System Database and Tenant Database Users on page 13
Getting the Instance and SQL Port Numbers on page 16
Creating the SAP HANA Hdbuserstore Key on page 16

Creating the System Database and Tenant Database Users
Creating the System Database User Account from HANA STUDIO on page 13
Creating the User under the Tenant DB on page 15

Creating the System Database User Account from HANA STUDIO

Naming convention for database user account

Choose a database user name based on company's standard. Make sure to create this user account under single
container database. Make sure to provide BACKUP ADMIN, CATALOG READ, and DATABASE ADMIN the to backup
user created under database.

Procedure
To create the system database user account:
1. Create the USER under SYSTEMDB
o Assign a User Name and a Password.
o Select Force password change on next logon to No.

o Click on the System Privilege tab and assign privileges by selecting BACKUP ADMIN, CATALOG
READ, and DATABASE ADMIN

o  From SAP HANA Studio SYSTEMDB, go to System > Security > Users > New User.
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v l% SYSTEMDB@NFL (SYSTEM)
#\ Backup v
b | Catalog
» =+ Content 9
b | Provisioning —
¥ = Security —l
a Security o
T
3 Ar'& New User |

SYSTEMDB@NFL (SYSTEM)  172.18.770.108 00 D
e e Parametan
| M e L I ] Seipct Systen Privikeges
e Name ACTRACKLE Disatiis ODBCLDOC szwss e unarch stving 10 find & sretem piviege -
s o
Mrmeteaten
] # ADENT ACREN
Passworst. W sssssssass Confem sssssassss « AUICHT ACASN
Force pumsend changs on nest kgon: Yes 4 N s AURIT DPERATOR
o = BACKLUP DPERATON
Tsaenad 100
e CENTIICATE AMD
aid benm B veig Unia | e CRLATE REMOTE SOURCE
« CREATE & SCROT
Sewwion Ciert: ¥ s CREATE SCENANG
e CREATE SCHEMA
= - - - CHIATE §THUCTURED PRAVLEGH
Geantma Soten | Syatem Priviegen | Ctject Privbeges Anaiytic Privieges Package Priviegen Acodcetll o
= b ]
Svtem Bririage Graniee
= ENCHTETICN SOOT KEY ADMN
o Catwog
@ carce I
e — e

Deploy the newly created user by clicking the green arrow in the top right corner

S
W)

You will get a User Created message and the System Privileges will show the user has been granted
BACKUP ADMIN, CATALOG READ, and DATABASE ADMIN privileges.

SYSTEMDBENFL (SYSTEM) 17216218108 00
Ainet. Liver Parametens
1 ACTBACKUP
Dinabie ODSCIIDBL sccess
Asmenticatan
B Paswword SAML AP Logon Tickst
Passwords; O Canfrm®

Farce password change on nest logan.  © i

Karbaros X809 SAR Assertion Ticuet
Extornal 0%
Wilid From: Fob 9. 2019 103834 PM OMT-08:00 (O vialid Unail: -

Session Chert: 0

Granted Roles | System Privileges | Otyect Priviieges  Anaiytic Privieges  Package Privieges  Aopication Privieges  Privieges on Users

- v peails
Syatam Priviege Gramtor

s BACKLIP ADMIN SYSTEM

s CATALOG READ SYSHM

“= DATABASE ADMIN SYSTEM
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Creating the User under the Tenant DB

To create the tenant database user account:
1. Create the USER under TENANTDB
o Assign a User Name and a Password.
o Select Force password change on next logon to No.

o Click on the System Privilege tab and assign privileges by selecting BACKUP ADMIN, CATALOG
READ, and DATABASE ADMIN

o From SAP HANA Studio SYSTEMDB, go to TENANTDB > Security > Users > New User.

v ({5 NFL@NFL (SYSTEM) _
,_i, Backup Valid From:
¥ @ Caniog Session Client:
» = Content
» = Provisioning :
¥ = Security Granted Roles
1 security EN
P (& NewUser )
% & New Rectrictad | lear

NFLENFL (SYSTEM) 172 16.216.108 60 °
Wna, User Farsmeners.
§ N e & @ Seipct System Priviieges
[ ACTRACKLIP Conatie OOBCLIDBC sccess rter sawrch sirng & find & system oriviege. -
Apramragran .;m“ :
3 Pasamont = AdeaT acuim
a7 sssssssase Confom®  ssasssssss o ALNNT A
Forve pasaword Chamgs o st iogon: Ve + Mo e AUDNT OPERATOR
Rebarse
Evsernal 0= BACKLIP CPFRATON
ws CEWTFICATE ADARN
Valad From = aha LeaE o CREATE SMOTE SOUSCE
L w= CREATE @ SCRPT
A G- - CREATE SCENARKD
« CREATE $OEMA
Granted Bose | Sysham Privieges | Dbject Privisges  Anaiytic Privieges  Package Priviege  Appficetisr  * CREATE STRUCTURIED PRIVILEGE
,'; = CREDENTIAL ADMIN
+ TR0 - DATA ADMIN
Syt Brislinge R = ENCRYPTION ROGT REY ADMIN
o= EXPORT
Cataony
7 coece
2. Deploy the newly created user by clicking the green arrow in the top right corner
I -“ I.{- .. i
~

You will get a User Created message and the System Privileges will show the user has been granted
BACKUP ADMIN and CATALOG READ privileges.

NFLENFL (SYSTEM) 17218398 108 00 -
e e Pererrteny
| AcTmacKuR
Dhumbie OOBCLGHE sooess
Autrensaton

[ B AP Logon Ticket
Passwore, Canteme
Forca paawwend £hange on rest logon. ¢

e L] BAP Agsertion Tickel
Exterral O,

at Frm Fob B, 3010 1004111 P4 OMT D800 T Ve Unit

Senvion Cleet:

Cratent Bcims Syatarn Priviages Otyect Prrvimges  Anayle Prrvimgen Paciage Priegen  Apgiicston Svisges Brieseges o Users

4+ Detsan
Sratem Priviege Grarser
BATKLA AN srativ
e CATALDO BEAD svaTen
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Getting the Instance and SQL Port Numbers

SYSTEMDB: From SYSTEMDB go to System > Landscape and get the value of SQL port for the
nameserver. In the example below, 30013 is the SQL port, and the instance number is 00.

&b SYSTEMDB@NFL (SYSTEM) 17216316108 00 Lot Update:  Mar 14, 3018 1100054 AM g Miervel 80 ¥ Seconds
Crverview Landsceps, Aerts Volumes C System Diagnoss Fies Trace Configurasion
Hodti Redatribution System Replication  Most <Al ¥ Servies  aAlls ¥ X a

Active Host ~ Port  Sarvics Detal  $iart Tima Process 10 1 s P Effeciive Allocstion Limit (Wl Physical Memory on Host (MIl) SOL Por

B saphana sutovmB 30004 webdapeicher M 13, 2010 110042 Pu TE28E | 18,850 07

@ saphana-autoemB sapitartary

B saphana-sutowmB 0000 dasmon s 7, 2018 L4500 PM L &

B saphana-sulown® 30001 nameserver  madter Mad 13 2018 10:50:48 PW 14080 [ - - 20,340 IU.G!-

B saphana-autovm 30010 compleserver Ndar 13, 2008 110030 W 1824 [ 18819 40074

B saphand-sutown 30000 preprocesscd Mar 13, 2010 11°00:38 PM 15245 [ - - (L 0,074

TENANT DB: From HANA Studio. At tenantdb-System > Landscape, get the value of SQL Port for
indexserver. The <port> is the SQL port of the specific tenant database, i.e. 3<instance>15

In the example below, 30015 is the SQL port, and the instance number here is 00.

b NFL@NFL (SYSTEM) 172.16.216.106 00 Last Update:  Mar 14, 2019 11:46:10 AM e intorval: @0 ¥
Cverview Landsceps, Alerts Per Volumes  Config, i Systemn gnosis Files  Trace Config {
“Mﬂlrhﬂbﬂ Host:  <All> v Service: <All» v X
Acthve Host ~ Port  Service Detall  Start Teme Process ID C Memory Used M Peak U EMfe: Phyaic SOL Port

B saphana-sutovm8 30008 webdispatcher Mar13. 15288 [T ] 1884 1584 1. 40

B saphana-sutovm@ 30007 ksengine Mar 13, 15485 D[:| 2,748 3,260 1. 40,

B saphana-sutovm 30000 deemon Mar 7, 2 o Q

B saphana-autovm8 30001 nameserver  master Mar 13, 148988 |:| 4,926 4926 2. 40

B saphana-sutovmB 30010 compileserver Mar 13, 15243 ] 1,333 1333 1. &0,

@ saphana-sutovm8 30002 preprocessar Mar 13 15245 [] 1,500 1,580 1. 40,

@ saphana-sutovm8 30003 i master Mar13._ 15432  [] 8792 8047 2. 40, 30015 )

Creating the SAP HANA Hdbuserstore Key

Use a SAP HANA hdbuserstore key to execute Backup and Recovery instead of a user name and password to
communicate with HANA database using the SAP HANA Secure User Store. For HANA 2.0 userstore key needs to be
created for SYSTEMDB and all tenant db.

This includes:

Creating the SAP HANA Hdbuserstore Key for the System Database and Each Tenant Database in a Single
Node System on page 16

Creating the SAP HANA Hdbuserstore Key for the System Database and each Tenant Database in a Scale-
Out Multi-Node SAP HANA System on page 17
Hdbuserstore Key Naming Convention
For SYSTEMDB set the key name = DATABASE BACKUP USERNAME.
For TENANTDB set the key name = DATABASE BACKUP USERNAME<TENANT DB NAME>.
For example:
DATABASE BACKUP USERNAME = ACTBACKUP across SYSTEMDB and all TENANT DB
Set SYSTEMDB key name = ACTBACKUP
For tenant TDB, set TENANTDB key name = ACTBACKUPTDB
For tenant SDB, set TENANTDB key name = ACTBACKUPSDB
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Creating the SAP HANA Hdbuserstore Key for the System Database and Each Tenant Database in
Single Node System

1. Open the putty window to the HANA database server and login to <sid>adm by su to <sid>adm.
2. cd exe
3. Create entries in hdbuserstore by calling:

# ./hdbuserstore SET <key name> <server>:<port> <DB_user_name> <DB_user_password>
The <port> is the SQL port of the systemdb or tenant database.
4. Check the keystore: ./hdbuserstore list

Example
Creating a SYSTEMDB hdbuserstore key:

./hdbuserstore SET ACTBACKUP saphana3:30013 ACTBACKUP <database backup user password
********************>

Where:
o SYSTEM DB DATABASE (Backup username from above): ACTBACKUP
. KEY NAME (same as DATABASE backup username): ACTBACKUP
o SQL Port (for systemdb from above): 30013

. Hostname: saphana3

Example
Creating a TENANTDB hdbuserstore key:

./hdbuserstore SET ACTBACKUPTBD saphana3:30015 ACTBACKUP <database backup user
paSSWOrd ********************>

Where:
o TENANT DB DATABASE Backup username from above: ACTBACKUP
. KEY NAME (systemdb key name postfix tenant db name): ACTBACKUPTDB
. SQL Port (for tenant db from above): 30015

. Hostname: saphana3

a
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Creating the SAP HANA Hdbuserstore Key for the System Database and each Tenant Database in a
Scale-Out Multi-Node SAP HANA System

For a three node scale-out system with server 1, server 2, and server 3:

1. Open the putty window to each HANA database server and login to <sid>adm by su to <sid>adm.
2. cd exe
3. On each of the HANA scale-out nodes, create entries in Hdbuserstore by running the command below:

# ./hdbuserstore SET <key_name> "<server 1>:<port>;<server 2>:<port>;<server
3>:<port>" <DB_user_name> <DB_user_password>

Where the <port> is the SQL port of the systemdb or tenant database.
4. Check the keystore: . /Hdbuserstore list

Example, SYSTEMDB hdbuserstore key
Where:
o SYSTEM DB DATABASE Backup username from above: ACTBACKUP
. KEY NAME: ACTBACKUP (same as DATABASE backup username)
. SQL Port for systemdb from above: 30013
U Hostname : saphana?, saphana 2, saphana 3

./hdbuseratore SET ACTBACKUP “saphanal:30013; saphana2:30013; saphana3:30013”
ACTBACKUP <database backup user passwonrd ¥¥¥¥dkkkkdkkikikkrrxxxs

Example, TENANTDB (TDB) hdbuserstore key

TENANT DB DATABASE Backup username from above: ACTBACKUP

KEY NAME: ACTBACKUPTDB (systemdb key name postfix tenant dbo name)
SQL Port for tenant db from above: 30015

Hostname : saphanat, saphana2, saphana3

./hdbuseratore SET ACTBACKUPTDB “saphanal:30015; saphana2:30015; saphana3:30015”
ACTBACKUP <database backup user password *¥¥¥xisikokkkkxksikokktts

18

SAP HANA DBA's Guide to Actifio Copy Data Management | actifio.com | actifio



4 Adding a SAP HANA Database
Host and Discovering the Database

Before you can protect a SAP HANA database, you must add the host and discover the database. This requires:
1. Adding the Host from the Domain Manager on page 19
2. Discovering the HANA Database Application from the Application Manager on page 21
3. Finding the Discovered HANA Database in the Application Manager on page 22

Adding the Host from the Domain Manager

Add the host to Domain Manager. If the host is already added then edit the host and make sure to set the Disk
Preference correctly.

1. From the AGM Domain Manager, Hosts tab, click +Add Host.

el Ll I}

+ AL WY

2. On the Add Host page:

o Name: Provide the HANA database server name.
o |IP Address: Provide the HANA database server IP and click the + sign on the right corner.
o Appliances: Select the check box for the appliance.
o HostType: Make sure this is Generic.
o Click Add at bottom right to add the host.
The Host will get added.
3. Right-click the host and select Edit.
4. On the Edit Host page: Select the disk preference:
o For block-based backup with CBT: select Block

o For file-based backup with Full+Incremental file system backup: select NFS
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DOMAIN MANACGER Filter by Appliances » Organizations =

‘Appliances. Users Roles Organizations LDAP Storage Pools

1P 17216216104
FRIENDLY PATH SAPHANA AUTOVM4

Mame * SAPAHAN-AUTOVMY 502 3ctflo.con
UNIQUE NAME  #21aBa21-6519-42c0-Belb-Sadacaab0f75_6778
OSRELEASE| Red Hat Enterprise Linux Friendly Name SAPHANA-AUTOVME
OSVERSION 3.10.0/514.26. 2786 64
OSTYPE Linux 1P Address * oo
DISK. BLOCK ——
¥ 172 16.216.104
PREFERENCE 192 168,121
2]
Description
Appliances *
type ko search qQ
B APPLIANCE P
0 saphana-remote 172.16.200.22

#  sky-hana 121620144

Host Type Geharc ¥
Disk Preference NFS *
| NFS

Saable-d

5. Select save at the bottom of Edit Host page

20
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Discovering the HANA Database Application from the Application Manager

To discover the HANA database:

1. From the AGM Application Manager, Applications tab, select Add Application in the upper right corner.
2.

On the Add Application page, select Discover connector supported applications and Using existing host,

then select the HANA database host. If you have many hosts, you can use the search feature or use the
filter to see only hosts that are managed by a specific Actifio appliance.

APPLICATION MANAGER Filter by Appliances = Qrganizations »
QL Conststency Groups: Logical Groups. Active Images. Warkflows
Add Applications
Application Type Host Selection
® Discover connector supported Applications @ Usin. g existing hast
©Out of band Generic Application Using IP address
Available Hosts {4)
Appliance
autovm Hast % sky-hana v|  ClearFilters
| Select ong
Hosl
Host Frisndly Paih Friendly Path Appliance
SAPAHAN-AUTOVMA sqa.actifio... 172.16.216.104 SAPHANA-ALUTOVMA sky-hana
SAPHANA-AUTOVMI.SOA.ACTL. 172.16.216.103 SAPHANA-AUTOVMI sky-hana
SAPHANA-AUTOWVM2 sqa_actifio... 172.16.216.102 SAPHANA-ALTOWVM2 sky-hana
SAPHANA-AUTOVMI sqa.actifio... 172.16.216.101 saphana-autovnml sky-hana

Select the host and click Add Applications in the bottom right corner. This will run the discovery on the

HANA database host and will discover all HANA databases running on it.

APPLICATION MANAGER

SAPAHAN-AUTOVMA sqa.actifio.. 172.16.216.104

SAPHANA-ALTOVMI.SOAACTL..

172.16.216.103
SAPHANA-ALTOVM2. sga.actifio... 172.16.216.102

SAPHANA-ALITOVMI sga.actifio.. 172.16.216.101

appliance

SAPHANA-AUTOVMA

SAPHANA-AUTOVME sky-hana
SAPHANA-AUTOVMZ sky-hana
saphana-autevinl sky-hana

Tatat: & 50 per page

Filter by Appliances v Organdzations ¥ smercatiow o L admin & @
... it
Add Applications
Application Type Host Selection
® Discover connector supported Applications @ Using existl
Out of band Ceneric Application Using IP address
Avadlable Hosts (4)
Applisnce
autovm Host sky-fang
Host P Friendly Path
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Finding the Discovered HANA Database in the Application Manager

To find the newly-discovered database, go to the AGM Application Manager Applications tab. All applications known to
the AGM of all types are listed. Use the Type application filter on left pane to show only SAP HANA databases.

The new HANA database will appear in the list as unmanaged (the red shield icon).

APPLICATION MANAGER Filter by li - Organizations v
I Applications. Consistency Groups Logheal Groups Active Images WorkFlows
© clear all filters Applications
APPLICATION HAME
HOST HAME

FRIENDLY PATH ] Q
SLA STATUS

hide Tilters '@ Type: SAP HANA

o APPLICATION TEMPLATE PROFILE FRIENDLY PATH

O Managed

h H. Fil h 1
O Unmanaged =) 26 ANABackup LocalProfile saphana-autovm10

Amasic

|

TYPE (=) has HANADBTemplatel LacalProfile ph 1

ol ALL | NONE w] ipl TESTSAPHANATEMPL...  LocalProfile ph

0O CIFs
a md1 SAPHANALogSmart LocalProfile md1_cluster

O Consistency Group

O Exchange (] nfl SAPHAMALogSmart LocalProfile saphana
O FileSystem

O Generic LVM (=] Pgt SAPHAMALogSmark LocalProfile saphanaé

0 NAS

O NFS

Cifracls

B SAP HANA

O 5QL Database
O SQL Instance

O System State

ovm

HOST NAME APPLIANCE
saphana-autovm10 SAk-SKY-upgrade

ph ovmil o

ph ovmSs SAk-SKY-upgrade
md1_cluster SAk-SKY-upgrade
saphana SAk-SKY-upgrade
saphanat SAk-5KY-upgrade
Hana-Sles saphana-remote
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5 Configuring the SAP HANA

Backup Method

You can back up the database:

o Using Block-Based Database Storage Snapshots with CBT
o Using File-Based Traditional Backup and Recovery in NFS

Block-Based LVM Snapshot

File-Based Backup in NFS
with CBT

Percentage of Reserve Space
in Volume Group

Backup Capture Method

Force Full Filesystem Backup

Database Filesystem Staging

Disk Size in GB

Log Backup Staging Disk Size
in GB

Retention of Production DB
Logs in Days

HANA DB User Store Key

Script Timeout

This is needed for LVM snapshot
temporary space. Recommended
value is 20%

Not applicable

Use Changed block tracking based
backup

Use full+incremental filesystem
backup

Not applicable Use for an ad hoc full backup

Use the default calculation:
(database size * 1.5)+ 10%.
The disks will grow dynamically.

Not applicable

By default Actifio calculates this as daily log generation * retention of log
backup SLA plus 20% buffer. Default is recommended.

Providing a value will override the default calculation and the log disk will not
grow dynamically. This will become a fixed size

This value is used to purge the HANA log backup from basepath_logbackup
destination. Based on this setting the last data backup id will be selected
(CURRENT_TIMESTAMP - the # days set) and the log will be purged older
than the data backup id. Default value is 0 days. With default value all logs
prior to last data backup will be purged.

This is the SAP HANA hdbuserstore key for the system database created in
earlier. This field is mandatory.

This value is applied to internal backup and recovery scripts called by
connector. Default value is recommended.

File-based backup also requires that the CLI command DB dump schedule be configured. See Actifio CLI Reference.

Whichever method you select, you must:

Ensure that the Disk Preference on the Host is Set Correctly on page 24
Ensure that the Backup Capture Method in the Application Settings is Set Correctly on page 26
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Ensure that the Disk Preference on the Host is Set Correctly
Choose between:
Setting Disk Preference for Block-Based Database Storage Snapshots with CBT on page 24
Setting Disk Preference for File-Based Traditional Backup and Recovery in NFS on page 25

Setting Disk Preference for Block-Based Database Storage Snapshots with CBT
To set disk preference for block-based database storage snapshots with CBT:

1. From AGM Domain Manager, Hosts tab, right-click the host and select Edit.

DOMAIN MANAGER Filter by Appliances » Organizations v
Organizations LDAP m Storage Pools
Hosts
4 hide Filkers
filcer by host name saphanat (=]
&  NAME [+ FRIENDLY PATH APPLIANCE

filter by IP address
os

TYPE

Edit
Edit Organizations

Delete

slecl: ALL | NONE

2.

[OMAIN MANAGER Fiterby  Apphances Organizations w

smercatiew o X admin & @
pplances  Users  Reles  Otpaniations  LDAP m Starage Pools

ST Edit Host
P 1T26037137

FRIENDLY PATH  saphara? oo

UIMIGUE MAME' $4476c07 9145-2ba0- 871 seetiaTené 174 6778 A
OSRELEASE fled Mot Enterpeise Linax
DSVERSION, 7.10.0-514 26 2 61728664
QETYPE Lingy Addrets ce
DM, BLOCK T AT 5
FrEEC e

Froendly hame saghana

iption
Applianes*
=1 [ SHOW SELECTED (1)
1 APPLIANCE L
1 & hanayremote TZI6INATT
& skyhana 1216200 44
Host Type Genanc ¥
Enabie Auto Discovery
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Setting Disk Preference for File-Based Traditional Backup and Recovery in NFS
To set disk preference for File-Based Traditional Backup and Recovery in NFS:

1. From AGM Domain Manager, right-click the host and select Edit.

Filter by Appllances w Organizations ¥
Organizations LDAP m Storage Pools
Hosts

4 hide Filkers
filcer by host n.

saphanaé ]

B NAME 2~ | FRIENDLY PATH APPLIANCE

filter by IP address
os -

TYPE -

Edit
Edit Organizations
Delete

cl- ALL | NONE

2. In the Edit Host pane, set Disk Preference to NFS and click Save at the bottom of the page.

[OMAIN MANAGER Fiterby  Apphances Organizations w

Applances Users. Rudes. Deganizatons LDaAF m Storage Pools.

Sy Edit Host
P 1T2I6337 137
FRIENDLY PATH saphaca o
LIMIQUE NAME 42476007 9148 4bal- BT seeta?e 0374 6778
O5 RECEASE Rt Mt Enterpeise Linux

Friendly hame saghanat
DEVERSION, 710.0-514.26 2 #17 286_64
CETVPE Linx oo
DS, BLOCK s "
PREFERENCE

[} SHOW SELECTED {1}

APPLIANCE w

A hana-remote TZI6INATT

& skyhana LEr AL R

asericatorw orx &, addmin
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Ensure that the Backup Capture Method in the Application Settings is
Set Correctly

Choose between:
Setting Backup Capture Method for Block-Based Database Storage Snapshots with CBT on page 26
Setting Backup Capture Method for File-Based Backup and Recovery in NFS on page 27

Setting Backup Capture Method for Block-Based Database Storage Snapshots with CBT
To set the backup capture method for block-based database storage snapshots with CBT:

1. Go to the Application Manager. In the Applications tab, right-click the application and select Manage SLA.
At the top of the page, click the blue Details & Settings link.

APPLICATION MANAGER Filter by Appliances » Qrganizations »
Consistency Groups Logical Groups Active Images Workflows.

@mu gal | SAPHANA-AUTOVMY sqa.actifio.com | saphana-autowmil Dotalls & Settings

TEMPLATE EESFRESTEEY WES PROFILE STERET BT

= D

sky-hana hana-remots OPOliCiES

Direct to Dedup | 0

FRODUCTION Direct to Omvault 0

"

bBedup BR 0

=0 - ;
Set the Backup Capture Method to Use Changed block tracking based backup and click Save Changes. For
details on the other settings, see Configuring the SAP HANA Backup Method on page 23.

Application Details & Settings

[ select options that will revert back ta default
Qal
APPLICATIONTYPE SAPHANA
HOST  SAPHANA-AUTOVMI 593 2ctifio.com
HOST IR ADDRESS 17216216101
PATH  Saphana-autovmi
OPERATING SYSTEM  jux

APPLIANCE  Siy-hana

APPLIANCE IP ADDRESS 172 16,201 44

PROTECTED DATA 100,00 CB

Settings

PERCENTAGE OF RESERVE SPACE IN VOLUME GROUP 20

¥ BACKUP CAPTURE METHOD
& Use Changed

fiad

Cancel Save Changes

-
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Setting Backup Capture Method for File-Based Backup and Recovery in NFS
To set the backup capture method for file-based backup and recovery in NFS:

1. Go to the Application Manager. In the Applications tab, right-click the application and select Manage SLA.
At the top of the page, click the blue Details & Settings link.

APPLICATION MANAGER Filter by Appliances » Drganizations »
Consistency Groups Logical Groups Active Images Workflows.

& EIEETEE © o1 | SAPHANA-AUTOVM1.sqaactifio.com | saphana-autovm

TEMPLATE EEERESIET BES PROFILE STERES

e D

sky-hana hana-remots opo[icjes

Direct ta Dedup’ 0

Direct to onvault 0

\ Dedup DR 0
Set the Backup Capture Method to Use full+incremental filesystem backup and click Save Changes. For
details on the other settings, see Configuring the SAP HANA Backup Method on page 23.

Application Details & Settings

[ Select options that will revert back to default.

vt b
APPLICATION TYPE  SAPHANA
HOST  SAPHANA-AUTOVM1 sqa.actific.com
HOST [P ADDRESS - 172.16.216.101
PATH  Saphanaautovint
OPERATING SYSTEM  Linux
APPLIANCE  Sky hana
APELIANCE IPADDRESS  172.16.201.44
PROTECTED DATA  1p000ce

Settings

| PERCENTAGE OF RESERVE SPACE IN VOLUME GROUP | 20

¥ BACKUP CAPTURE METHOD

Cancel Save Changes
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6 Protecting the HANA Database

To protect the database:

1. Right-click the HANA database and select Manage SLA.

APPLICATION MANAGER Filter by Appliances » Otganizations »

I Applications Consistency Groups. Legical Groups Active Iinages Workfows
© dlear all filters Applications

APPLICATION HAME
o hide filters gy Type: SAP HANA
HOST NAME
FRIENDLY PATH type to search Q

SLA STATUS

B APPLICATION o TEMPLATE PROFILE FRIENDLY PATH HOST

O Managed =
1_cluster
0 Unmanaged oL

Manage SLA

Access

HANA-RMOTE saphana-autovmi SAPH)

o9 Edit Organization Membership

import OnVault images

(=] HAMA-RMOTE saphana-slest sapha
Expire All OnVault Images...
Delete Application
Ignore Application
Add To Logical Group
afsres Mark Sensitive
& 5A
0O SQL Database
2. On the Manage SLA page, select your desired template from Choose a template and profile, then click
Apply SLA.
APPLICATION MANAGER Filter by Apphiances ¥ organizations v
m Consistency Groups Logical Groups. Active Images Workflows.
& TR © ot | o chister | mat_clster Details & Settings

[ e (R 't _] Cancel Changes

hy-Kaua () Policies

s Direct toDedup
PRODUCTION Direct to Onvault | o

6 Dedup. 0

1 Dedup DR 0

Marror 0
Onvault o

3. On the Apply SLA page, fill in the required field based on type of backup as detailed in Configuring the SAP
HANA Backup Method on page 23. Click Save Changes.
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Apply SLA

APPLICATION SETTINGS POLICY OVERRIDE

Settings

PERCENTAGE OF RESERVE SPACE [N VOLUME GROUP | 20

BACKUP CAPTURE METHOD

FORCE FULL FILESYSTEM BACKUP

DATABASE FILESYSTEM STAGING DISK SIZE IN GB

LOC BACKUP STAGING DISK SIZE IN GB

RETENTION OF PRODUCTION DB LOGS IN DAYS

The database will be protected when the snapshot job runs according to the schedule in the template. After
the first successful snapshot job, the database will appear in the Application Manager as protected, with a

green shield icon.
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7 Protecting SAP HANA Database
Logs

There are two parts to configuring protection of SAP HANA database logs:
Setting up the Log Mode and Log Backup in HANA Studio on page 31
Setting up the Log Backup in Actifio AGM on page 33

Setting up the Log Mode and Log Backup in HANA Studio

1. In SAP HANA HDB studio, make sure log backup is set correctly under DATABASE (SYSTEMDB FOR HANA
2.0) - Backup - Configuration page

o Destination Type is File.
o Destination is set to a local file system mount path.
o Backup Interval is set to required RPO.

o Automatic Log Backup is enabled.

Overview |Canfiguration| Backup Catalog |
» Backini Setiings
Fila-Based Data Backup Settings "rl.uq Backup Settings =
Destination Type: € File ™
The default destination fs used unless you specify a different destination. If you i
specity a new destination, ensure that the directory already exists before you Sk
start a data backup. For iImproved data safety, we recommend that you specify I s
an external backup destination.
; o
' Backup interval: © 10 Minutes B
You can specify the maximum size of service-specific data backup files. If a
data backup exceeds the spacified size, it is split across multiple files, to which @& Myou Finbll autematic log backup, the kg area will continue to fill. A full leg
the system writes sequentially. By default, data backups are not split across area will cause the database to hang.
multiple files. Enable Automatic Log Backup
Limit Maximum File Size \ 7

Maximum File Size:

2. Check under Database configuration: DATABASE (SYSTEMDB FOR HANA 2.0) - Configuration page.
In the filter, type basepath.

B SYSTEMDB@PGT (SYSTEM) 172.16.137.137 00 Last Update: Mar 11,2019 9:19:45 Ak & [ IMterval: 60 (¥ Seconds |
Overview | Landscape | aterts | Performance | Volumes Configuration System Information - Diagnosis Files  Trace Configuration

(I-:ﬂher: basepath x)

Name ~ Default System Database - PGT Host - saphanaf
¥ 1] glabal.ini *

JABepatn_CAtalo {HDHLINSTANCE) Eacku
basepath_databa $(DIR_INSTANCE)/backu... © fusr/sa
basepath_databackup_ets S(DIR_INSTANCE)/backu...
basepath_datavolumes $(DIR_OLOBAL @ fh
basepath_datavolumes_es  $(DIR_GLOBAL)/hdb/data_es
basepath_datavolumes_ets  $(DIR_GLOBAL)/hdb/data...
basepath_export S(DIR_INSTANCE)/work
basepath_filedownioad_rdsync $(DIR_GLOBAL)/hdb/data...

( l[DﬂlJNB'".I ° D

basepath_logbackup_ets S(DIR_INSTANCE) /backu...
3. Verify basepath_logbackup is set correctly:

o Set the basepath_catalogbackup to same as basepath_logbackup.
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o Open the basepath_catalogbackup edit page.

o Set the New Value to same as basepath_logbackup and click Save. This will ensure the backup of
catalog with log backup for point in time recovery.

basepath_catalogbackup
global.ini [persistence]

Default Value:  g(pIR_INSTANCE)/backup/log

System

Active Value: fhome/patiogbackup

New Value: fhome/pgtiogbackup Restore Default

Restore Default for All

@) Cancel " Save

32
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Setting up the Log Backup in Actifio AGM
To enable and set up the HANA database log backup:

1. From the SLA Architect page, edit the template created for HANA database protection:

€« C 0O A Notsecurs | kitps//172287.25 #managatemplates

SLA ARCHITECT Fllter by Appliances = Organizations »

Templates

A HIDE FILFERS Template: hans &

Name Description

OVERRIDL - -
HANA-LogSmart, Snap 8 Hrs and Log 30 Mins
Edit
Update Filters SAPHANA-NonlL S5 Organizations NonLogSmart Policy for SAP HANA backup
Delete
SAPHANA SAP HANA Protection template

2. Click the Production to Snapshot "+".

SLA ARCHITECT Filter by Appliances = Qrganizations »

Templates [T oY

TEMPLATE®  HANA-LogSmart ALLOW OVERRIDES ON POLICY SETTINGS?*  ® YES 0]

DESCRIPTION  Snap 8 Hrs and Log 30 Mins

-

-
o

e 1

M
PRODUCTION o
0 Dedup
&
Mirror
onvault

@

3. Select Advanced Policy Settings.
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e IR

Production To Snapshot

Create/Edit Policy

POLICY NAME®

() Policies
ON THESE DAYS  Evpfwd
— EXCEPT e
[ =t ]
pedup 0 o WITHIN THIS WINDOW 19:00 TO 0700
Despof: 0 e run once perwinoow (D)
Mircor 0
onvault. o [ - Add ]
RETAIN FOR ® 2 0
PRIORITY m
4. Set the log policy options (you will have to scroll to see them all):
o Truncate/Purge Log After Backup: Select this.
o Enable Database Log Backup: Select this.
o RPO (Minutes): Enter the desired frequency of log backup
o Log Backup Retention Period (in Days): the SLA to retain the backup of log for point in time recovery.
o Replicate Logs (Uses StreamSnap Technology): Select this to enable StreamSnap replication of log

backup to a DR site.

Policy Settings

[!HUNCQTE:’F‘UQCE LOC AFTER BACKUP
® Truncate/Purge log after backug

ESKiIP OFFLINE APPLICATIONS

MAP STAGING DISK TO ALL ESX HOSTS IN A CLUSTER

ALLOW MICRATING FROM OUT-OF-BAND TO IN-BAND DATA MOVEMENT

FORCE QUT-OF-BAND BACKUP

BACKUP SQL SERVER USER LOGINS

ENABLE DATABASE LOC BACKUP
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5. From Application Manager, select the HANA database. You can use the SAP HANA checkbox to filter the
list. Select Manage SLA.

APPLICATION MANAGER

Fifter by Appliances = rganizations «

I Applications Consistency Groups. Logical Grougs Active lmages Woarkflows

@ clear all lilters

APPLICATION NAME
HOST NAME
FRIENDLY PATH
SLA STATUS

O Managed

0 Unmanaged

O CiFs
stency Group

0 Hyper-V
O NAS
) NFS

Applications

« hide fiters. @y Type: SAP HANA

type to search. Q

2 APPLICATION & TEMPLATE PROFILE

SAPHANA

o @ @ Manage SLA

Access

Edit Organization Membership

Import OnVault Images
Expire All OnVault Images...
Manage Workflows

Mark Sensitive

6. At the top of the screen, select Details & Settings.

FRIENDLY PATH HOST #

saphana-autovm1

Application Details & Settings

[ select options that will revert back to default.

[ FORCE FULL FILESYSTEM BACKUP

DATABASE FILESYSTEM STAGING DISK SIZE IN GB

LOG BACKUP STAGING DISK SIZEIN CB

RETENTION OF PRODUCTION DB LOGS IN DAYS 1 ]

[} HANA TENANT DB USER STORE KEY

4 SCRIPT TIMEOUT Tra

Cancel Save: Changes

7 Set the Retention of Production DB Logs in Days. This value is used to purge the HANA log backup from
basepath_logbackup destination. Based on this setting the last data backup id will be selected
(CURRENT_TIMESTAMP - the # days set) and the log will be purged older then the data backup id. Default
value is 0 days. With the default value, all logs prior to last data backup are purged.
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8 Restoring and Recovering an
SAP HANA Database

This section includes:

Mount and Refresh from Block-Based LVM Snapshot with CBT to a Target SAP HANA Database as a Virtual
Application on page 37

Restoring and Recovering a SAP HANA Database on page 38

Mount and Refresh from Block-Based LVM Snapshot with CBT to a
Target SAP HANA Database as a Virtual Application

To mount the database image as a virtual application (an application aware mount) to a new target:

1. From Application Manager > Protected Application > Access, from the latest snapshot, choose Mount.

APPLICATION MANAGER FRtorby  AppHancesw
Applicatsors g Warkliows
& [EETE) (| oot | sArvansALUTOVMI sqaactiliocom | saphansautovmt |

Sump tor B | 201503 08

-\ EXPIRES ON. 2019-03-09 11:4859

0 D APSLIANCE Sy Hana

3 RECOVERY) 0308 1146 To 03081239
TRANGE

CATMLOGSTATE More

I T

2. On the Mount page, from Target, choose the desired target HANA server from the dropdown.
3. Under Application Options:
o Select Create New Virtual Application.
Choose a point in time on the slider bar for a database protected with log roll-forward to recover to.
Target Database SID > Provide the target HANA database name.

SAP DB User Store-Key > Provide the hdbuserstore key for the target database (HANA 2.0:
SYSTEMDB).

Mount Location> Specify a Mount Point to mount to new target.

o O o

Manage New Application> To reprotect, click and enable Manage New Application.

Template > Choose a template to protect the database.

O O O o

Profile> Choose a profile.

4, Click Submit.
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Restoring and Recovering a SAP HANA Database

Depending on how you protected the database, you need the procedure for:
Recovering from Block-Based LVM Snapshot with CBT on page 38
Recovering from a File-Based Backup with NFS on page 39

Recovering from Block-Based LVM Snapshot with CBT

Use this procedure to restore and recover the source HANA database. This procedure uses physical recovery of the

source data area.

To recover back to the source:

1. From the Application Manager > Protected Application > Access, from the latest snapshot to recover,

choose Restore.

APPLICATION MAMAGER Fiterby  Applances v Organazations »

Aoptcaton Warkfows

& EER) () o' | SArians AUTOVMI sqaactifiocom | saphanaautovm]  Defalls & Seltings

Sump bo: B ' 2099.03-08

5 @

s s A admin & @ 2

MAME Image 0164184
STATUS: Sustable
TRANSPORT SAN Based Cur O Bland
Starage
WACESEE 1100108
EXPIRES ON. 2015.03-09 114859
APPLIANCE Sioy Hana

RECOVERY, 03081146 To 0308 1255
| RANCE

Mot -

2. On the Restore page choose point in time on the slider bar for database protected with log to recover to

desired point in time.

Fiterby  Applances Organzatons =
L Watkflows
) g1 | SAPHMANA-AUTONMI sgaactilccom | saphana-autowvint  Letalls & Seftings

APPUCATION MAMAGER

Applications

Restore

ROLL FORWARD TiME B sorsosan o TTIME (0 USERTIME

IMACESITE 1100108

DPHESON, 20150309 114855

APPLIRRCE: Siy faane CAPRCITY 5568
RECOVERY, 0308 19,46 To 03.08 1259 | UNIQUEIRD - dasvl deyhanavaog

TRRCET  wefvih fe SCRTRCATOADT

3. Click Submit.

smwcapem o X admin & 6 2

TWELINE
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Recovering from a File-Based Backup with NFS
You have two options:

Recovering Back to the Source: Use this procedure to restore and recover the source HANA database. This
procedure overwrites the source data.

Recovering to a New Target: Use this procedure to restore and recover to a new target server.

When you are finished, you must bring up the database, as detailed in Bringing up the HANA Database on
page 41.

Recovering Back to the Source

1. From Application Manager > Protected Application > Access.

2. Select the latest snapshot to recover, and choose Restore.
APPLICATION MAMAGE R Ftor by AnpHances v OFganEation « e Y L acmn & @
Application Workfiows

& EEEED ) 5" | Serana sITOMI s actilio com | <aphana-atavinl  Detalls & Seltings

Sump to: B ' 2019.03-08

MAME image 0164184
STAIUS: Awotable
TRAMSPORT  SAN Buned Out OF 8and
Starage
WIACESIZE 10108
EXPIRES OM. 2018.03-09 11:4859
o) — i

'RECOVEIRY, 03081145 Ta 0308 1259
RANGE
CATALOGSTATE Move

Mot l -

| |
3. For a database protected with logs, on the Restore page, choose a date and then a point in time on the
slider.

APPLICATION MANAGER Fiter by ADpHances ¥ Ofganezation «

T
gk Workflows
QAT | SAPMANAALITOVMT sqaactilocom | caphana-autovind  Dietalls & Setting: m
Restore
NAME | image_ 0164154 ROLL FORWARD TIME B sasonom (4] iy e
STATHS ! Ausilabin
TRANSPORT 540 Based, Out-Of Sand
Searage e BT
IMACE STE 1100108 b
EXPRESON 20150309 114855
APPLIANCE Sy Hana CAPACITY  55GE
BECOVERY. 0308 1144 To 03 08 1259 UNIQUEID dasvolidevhanavaliog
‘RANCE VOLUME TYPE  NunBoat
EATLECSTRE Hone TARCET itk fe SCRZCET0AD1
ECeSiE)

. HANA 1.0: EXCLUDE and INCLUDE db list do not apply

o HANA 2.0
o  Only one out of EXCLUDE and INCLUDE is applicable at a time.
o Complete HANA recovery leave EXCLUDE AND INCLUDE empty

o INCLUDE LIST: For recovering one or more database out of n database: provide comma separated
list of database under INCLUDE
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40

(]

EXCLUDE LIST: For excluding one or more database during recovery out of n database: provide
comma separated list of database under EXCLUDE

Restore

ROLL FORWARD TIME B | 20190311 0 [ 124834

® HOST TIME USER TIME
EXCLUDE DB LIST INCLUDE DB LIST

» Advanced NFS Settings

Click Submit. This will start the source database physical recovery using HANA recover commands.
Recovering to a New Target

Before You Begin:

4.

Make sure target HANA server is set up as same as source HANA server (OS version, CPU and memory,
HANA version)

Make sure HANA database on target server is configured same as source i.e. global.ini, nameserver.ini
To recover:

1. From Application Manager > Protected Application > Access, select the latest snapshot to recover, and
choose Mount.
APPLICATION MANAGE R

Ftor by ApHances v Organezations «
Application

2 Warkliows
& EEE | ' | SAeANA AUTOVMT sqaactiliocom | saphans-autovmt |

Sump tor B | 201503 08

MAME Image 0164184
STATUS Aoatable

TRAMSPORT  SAN Baned Ot OF Bland

Starage
WIACESIZE 10108

(' EXPIRES ON. 2015.03-09 114859
@ APPLIANCE Sky Hana

'RECOVEIRY, 03081145 Ta 0308 1259
RANCE

CATMLOGSTATE More

Mot
o | I TN

2.

On the Mount page, specify a mount location to mount to new target.

APPLICATION MANACER Fiites by Appbancey ¥ Qrganizaticra ¥
Aglication

P ——— e I T |
& (TR © 1 wesioms

saphangautovmd  Detalls & Setting:

[ e |
@ Mounkt

TARCET® LABEL
SUTUS Awatable

Mapping Options.
APPLANCE
1 FTORAGE POGL

T_per_pooki0D XN ¥

SCALE-OUT NOOE LIST

Advanced NFS Settings
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3. Enter scale-out information:
o For non-scale out HANA: leave SCALE-OUT NODE LIST empty

o For scale out HANA environment: Provide colon-separated list of target HANA servers

& O] © " | s:0have-sutomms | siphana-autoems . &)
Mount
WAME  tmage SFSIISE TRAGRT
el CEUNED

TRAERCAT N

MACE ST 2501808

DPRESON 1019001 535837

APPLINNCE S8SaY-Usgrade

[RECOVERY. 0311 0552 To 0011 13008
ancE

* Mapping Options

CAIMOGSTATE. None

1© SCALE-OUT NODE LIST
Specity a colon separated fst of
sddresses.

0 Beadmae st

» Advanced NFS Settings

4. Click Submit. This will mount the backup image to target server. In case of scale out, the image will be
mounted to all nodes as NFS shared volume.

Bringing up the HANA Database
To bring up the HANA database from the mounted image, modify and configure this script:
1. Configure /act/custom_apps/saphana/dump/restoreDumpToNewTarget.conf parameter

DBSID=<source database sid>

DBPORT="HDB<instance #>" ex:for instane# 00 this will be "HDB@O"
HANABACKUPPATH=<mount path from mount operation>
DBUSER=<userstore key or HANA 2.0: systemdb userstore key>
HANAVERSION="<HANA version: 1.0 or 2.0>"

# optional if rollforward is required
LOGMOUNTPATH="<mounted log backup mount point>"
RECOVERYTIME="2019-03-04 03:11:36"

# do not change below

EXCLUDE_DB_LIST="null"

INCLUDE_DB_LIST="null"

For example:

DBSID=ipl

DBPORT="HDBO1"
HANABACKUPPATH=/iplmnt
DBUSER=ACTBACKUP

HANAVERSION="2.0"

# optional if rollforward is required
LOGMOUNTPATH="/iplmnt_archivelog"
RECOVERYTIME="2019-03-04 03:11:36"
# do not change below
EXCLUDE_DB_LIST="null"
INCLUDE_DB_LIST="null"

2. cd /act/custom_apps/saphana/dump/

3. Run ACT_HANADB_newtargetdumprestore.sh:
./ACT_HANADB_newtargetdumprestore.sh
or

/act/custom_apps/saphana/dump/ACT_HANADB_newtargetdumprestore.sh
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