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View Configuration

*Configuration Id: UCMCaonfiguration “Configuration

Name:
Description: UCM Configuration Version :
Implementation: UCMCaonfiguration

Attributes | Off Business Hours @ E550 Template Files

Attribute Name

Password

Password display imeout

Background Task

Semverinstance

Credential Updater &J
Force next task execution at
Scheduled period (hours)

Credential Verifier &J
Force next task execution at
Scheduled period (hours)

Checkin Overdue Task
Force nexttask execution at

Scheduled period (minutes)

UCM CSV Import Task &
Force next task execution at

Scheduled period (minutes)

Attribute Value

30 (defauit)

AccessMatrix

2012-05-18 01:00:01 (default)
24 (default)

2012-05-18 00:00:01 (defauilt)
24 (defauit)

2012-05-18 03:00:01 (default)
15 (defavit)

2012-05-18 03:00:01 (defauit)
15 (defauit)

Self Service Approval During Off Biz Hours

Enable self service approval during off

biz hours false (default)

Credential Attribute Configuration

Allowed Charset For Credential Id w-@\F (default

ﬂ| Back |

UCMConfiguration

1

Remark

To determine timeout of password display
in seconds. 0 means no timeout

Server instance where the background tasks
will run

When this is set to true, requesters will be
allowed to approve their own checkout
reguests during off biz hours as defined in
the Off Biz Hours tab
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BRI O EHAMRRE . B MRR RN, ERSUTHEREE: B, 5
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Attributes | Off Business Hours | ES50 Template Files

Off Business Hours Time Slot

Day of Week Time Slot 1 Time Slot 2
SUN 00:00 To 23:59 -

MON 20:00 To 23:59 00:00 To 08:00
TUE 20:00 To 2359 00:00 To 08:00
WED 20:00 To 2359 00:00 To 08:00
THU 20:00 To 2359 00:00 To 08:00
FRI 20:00 To 23:59 00:00 To 08:00
SAT 00:00 To 23:59 -

Holiday 00:00 To 23:59 -

Holiday

Holiday Date (dd-mm-yyyy) Description
25-12-2012 Christmas Day
01-01-2013 New Year

B% 3-3: B8 PSM & - IET(ERIE

4. %—"F “ESSO Template Files” (ESSO MR SCAF) #53%F, BHLE RS AN ESSO 15
RHIF, N Fis:

Attributes | Off Business Hours ESS0 Template Files

I Description

PUTTY Putty Download
ROP-AD RDPto AD Download

B 3-4: &5 PSM & - ESSO &304
PSM T B & PEFIIC B 508, 4 AE N 7 8B4 s ik

3.3 YmitF PSM EeE
R PSM FLE, EHATLLR SRR
1. PUT_3.2 HH RS ERER PSM L E .

2. T‘%#?ﬁﬂ% 3-2 PR BERE) “Edit” (gD 424, Fimk R gm sl W
7N
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Edit Configuration

*Configuration

Configuration Id: Hame:

UCMConfiguration

Description: UCM Configuration Version :

Implementation: UCMConfiguration

Attributes | Off Business Hours | ES50 Template Files

Attribute Name Attribute Value

Password

Passward display timeout

Background Task
*Serverinstance

IAccessl'h"Iatrixj

Credential Updater &y

UCMCaonfiguration

3

Remark

To determine timeout of password
display in secands. 0 means no
timeout

Default: 30

Value should be from O to 60

Server instance where the
background tasks will run

Force nexttask executionat [ |

Scheduled period (hours) |

Credential Verifier g

[HH =] [MM =] [SS E] Default: 2012-05-18 01:00:01

Default: 24
Value should not be less than 1

Force nexttask execution at [ |

Scheduled period (hours) |

Checkin Overdue Task &J

[HH =] MM =] [SS E] Default: 2012-05-18 00:00:01

Default: 24
Value should not be less than 1

Force nexttask execution at [ |

Scheduled period (minutes) |

UCM CSV Import Task &J

[HH =] MM =] [SS E] Default: 2012-05-18 03:00:01

Default: 15
Value should not be less than 1

Force nexttask execution at [~ |

Scheduled period (minutes) |

Self Service Approval During Off Biz Hours

Enable self semvice approval
during off biz hours

(default) =]

Credential Attribute Configuration
Allowed Charset For

[HH =] MM =] [SS E] Default: 2012-05-18 03:00:01

Default: 15
Value should not be less than 1

When this is set to true, requesters
will be allowed to approve their
own checkout requests during off
biz hours as defined in the Off Biz
Hours tab

Default: false

Default: [\w-@" 1%

Credential Id
Savel Cancel |
B 3-5: %58 PSM EtE
A S, VAR JE A R A N B
Y

CERRD R JRYERERI S, 1R PSM B BLES, WARENMEUETE R, RIS LAl
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SCARTE R R R BN I B (AR . Tk(E 2 30 .

TRTIST IS ]

H{HN 0, MFRBH E

B FEME%
“Mrssdsact)” Bk, AT B R S RS EPATIA AM RS #8 S .
m EirEHae
CEIEEA” B, w e G E ST S AT A, B, 3 EREHEUE, FEas N
GBRPATA 280 MBREEE I P& ORI 254, T B ae T 55 S R4 v F 10 B E R AT
Ko, BREEEE L, w1 7S U
i MIEIECARN, HREN G R T E RN T, A AR 554 2 e HH B al
i, ARPE AL BRSNS (FEMRESAR O Fre ), RIEEM 2.
ZAF T KA BTk
R e Tk . iE
o True B o FHHTIEEMY
o True ®
e False f& o  ANREENME
AT TR : )
o True & o UMD HAE A
e False ff% _
e False % o AEREENE
L | EEEIESE, EACRE N
o True H True B / False {& TR LT K
S Y B o True & AT R E T B A
e False % ., AT R T TS %
e False %
4
B* 3-6: SIEEHFMESTH
m IR
CLUEISUERS” B E N, JE B RIESH TS IAT A, e e I UE IR SRS R,
DI A IE A& AR RE IR W R AR, B 2 I A B 21 B bR SR 1 7] JE /H g E—
YOG SRIUEIRAS,  FF H AN AC S BIAH R FH A
m RASEES
CRINHMES T EtEE X, JEaE TS IAT A, B T sEEIR R TS

FHAT I ARG E 2R AT

], CB i FrR R AR I TR 4%

REHME S 20 AR RS 2

ik, ?Fﬂfi"‘ﬁlﬁ R

iE, ARIECLUT R A, M Ehff:

ﬁﬁ]ﬁ)\% R bk ﬁjﬁﬁﬁy\ PSM . i
iE? H&kHE? BN
R ANSNER TR RS
e True e True e True & BT SRR N B TE
SRR AT TR

FRINFRE © 2013-2015 iz
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SR i T AR I S Ty AT B
o

SR R RS AT AR Y

o False fi S AIE SR T 4 FA S W 1T AT O
.

PR KNIE K
o True K FHE RIIRS A E e R
B RIRIRES A Ok .

e False {&

e False & B RIS A O T .

RN B E2 TARREE &R
4t

FHHE SRR R ;
o True 5 T EAEIRZS K A ST

o True

SR EIRIRES R i G fe

e False & VPRI, T BRESA R vF
e False {} KD,

RN B {2 TARRRE &

%,
e False & © TueH O SR A gk A S

E TARTR N OYSTRY

e False & B RIRIRES A O H .

B® 3-7: RATEMESTH
csV BINMES

“PSM CSV I NAESS” JEPEYRE, JEEaMMNESHIAT N, 1ZES MmN csv &Rtk
FIEIUE . CSV A ATUESCAFIIREAR, 1ES M3 A CSV A% I B UE ST N B REA

HRELE:
UL IURIRE], SV RINES R WA L AERERIE, PO 5K & Blai ok
HAXEEATHIN o

HEAMNES IS SR, B R WAHAT R ER:

i. fE “<ACMATRIX_ROOT>\PSM” LA, Q% 5o — A0k, ZEMlnF .
<ACMATRIX_ROOT>\PSM\csvimport\credentials\
<ACMATRIX_ROOT>\PSM\csvimport\credentials\processed\

. fELECH) “credentials” CfFderd, REEHVIREIERSGMIN, #aT L LA csv
MR PR UE S AR EL, DU M. SV SRR, MARKIE T 7% 5K

- CSV XFHI S AR T2 L /& “credentials”, #1%1: credentials_demo.csv.
- CSV X —AT, RARE/bRSk, A HE/ AN
- BATREUUEAT, B U dE:

cred type, «cred id, description, workflowState, requiredApprovallevels,
forceCheckinFlag, autoPwdUpdateFlag, targetResourceld, targetResourceStoreld
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(most likely empty), passwordSafeld, userld, cred password in clear, "user group id
1@userStorel for requester role, user group id 2@userStore2, user group id
3@userStore3", "user group id 1@userStorel for approver role, user group id
2@userStore2, user group id 3@userStore3", "cred tag 1, cred tag2, cred tag3"

MAERA “true” B “false”, FUNFARIRZS BLAK R 7 B MEZEAARE, FEIETER
M, B TR B4 1D FIR CGREERCIIH A, BafEH
TRAFAED, W55 B E G AR IR, e RERE .

i, STEREANALREGE, BSHIE— MR ESC . R E S SRS CsV g
FEUE SO, B e B SCHTIR Y “processed” A,

UEHE BTN, A 2 Hih A B FEE BRI BRI B, ARSI T A BRI IR 4%

iv. BINTRENEE, BaHE—"NF, el U I sk Mod 2 S R4
B, WFERMKSEIE ID FIFE GEEHRER, 56D,

m 7EE TARR A B BhAR -t

“LEAETAER ]G H B BIRSSEAE” J@ e X, EdE TAERE, & avmbgkE |l
EFAS Y PTE SR . A BEE N “true”, NIRRT E BIARSfEAE . IKEE T, BUAE R W
N “false”.

" RERHEE
“SOVFSRIE ID TR JRIERE S, T RVFIEIE ID EH A
k.

£ ERBAEEESHATE, IR AT DhE @ Ak k& A, AR
FE T B C B A A OGRS

KA, H%— FERMIRLE, M RENE, T PR:
o AETAERTIH]
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Edit Configuration

*Configuration

*Configuration Id:  UCMConfiguration Il UCMCanfiguration
Description: UCM Configuration Version: 3
implementation:  UCHConfiguration
Arributes | Off Business Hours | ESSO Template Files
Off Business Hours Time Slot
Day of Week Time Slot 1 Time Slot 2
SUN oo Tof3 [ [ e[ o
MON [0 : o Tof3 :[se oo e :p
TUE 0o Tof3 :[se o 1l o
WED oo Tof3 :[se R O
THU oo Tof3 i oo Tfs o
R YR F p ek
e e
Holiday o <o Tof3 :[se [ w1
Holiday
Holiday Date (dd-mm-yyyy) Description Action
25-12-2012 Christmas Day _ Remoue |
01-01-2013 New Year Remove |
| Add
Ex® 3-8: fwiE PSM EE - JET{ERTE
N JE R, BEREIHER CRFEEID, 48 2 JE TAERT AR [ B, 24 /NS, B HH:MM,
HH /B, T MM R4, filn: 20:00 % 23:59. RVFEHELR, e,
BWERZ 2 MHIEL.
B RYE:
gj;iilfﬁﬁﬁl‘ﬂﬁﬁl‘lﬂfﬁ, N BRI fRE IR, R N B TE R E MBS, T

HERIEPMEIA&H, 5% — T “Holiday Date” (EIAHBA) HAFEAL, Ko HIL
P, s prs:

KRAETE © 2013-2015 iz s=11 /88|



PSM FBFiEra

« May 2012 »:IU—TGE:E I—:I—TOI—:I—
5 M TWTF &

F2030 1 2 3 4 5
6 7 & 9 10 11 12 Description Action

B 14 15 16 1?19 Christmas Day Remove |

20 21 22 23 24 25 26

27 28 29 30 31 1 2 MNew Year Remove |

[ Add

Ex 3-9: 18hNMmSE - EEEEE
NBEFEEORIG H Y, A g i, 2815 —F “Add” D SRIE BB 2% H .«
A IZ—F “Remove” (REFR) SRMIFR ZR MBI H o
o ESSO MBI

Attributes : Off Business Hours | ESS0O Template Files

Id Description

RODP-AD RDP to AD  Edit Download Delete
PUTTY Putty Edit Download Delete

Add

E* 3-10: 4%%8 PSM fig& - ESSO #8324
& BEINFETH ESSO AR
E RN ESSO AEAR, E— T~ “Add” (FEhD, N7

(VR4

Anributes | Off Business Hours | E550 Template Files

Id Description

ROP-AD RDP to AD Edit Download Delete

PUTTY Futty Edit Download Delete
Add

Id |

Description |

ESSDTempIateFiIel Browse... |
Savel Cancel |

Bz 3-11: iga0 ADF &tk
$%—F “Browse” (W% RETAEER A €SSO ik, PAXIN'E, 01 FHFis:
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20
v

Look in: lv_'j ucm 3 o F

ﬁ 2| DefaultUCMApprovalFlow, xml
27 ﬂ putty-AIX-template.adf
My Recent i] putty-RedHat-Linux-template. adf
Documents 3 putty-SuSe-Linux-template. adf
'm;. . \WebRDP-Template, adf
. I:] rdp-AD-template.adf

Desktop

o

My Documents

8

My Computer

IWebHDF’-T emplate. adf _'_I | Open I

(EIREET S File name:
Places : 5
Files of type: [l Files () | Caricel

BFE 3-12: FHIFERAEY ESSO 1HiR
F—F “Open” (FTIF) KIEFEBERIKIER L) ESSO BitR, RJEte— T “Save” (ff
1), W4 ESSO BMCK 23 In#I5IZ, W FHR:

ESS0 Template Files

EAttributes Off Business Hours

Id Description
ROP-AD ROP to AD Edit Download Delete
PUTTY PUTTY Edit Download Delete

WebRDP-AD Web RDP to AD Edit Download Delete

[

Bl 3-13: ERkiY ESSO tRiREEM

& HREBIIAE R ESSO ER
e LB % —F “Edit” (Saf) SRIBSIERN, 10 FHR:
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Artributes | Off Business Hours | ESS0 Template Files

Id Description
RDP-AD RDP to AD Edit Download Delete
PUTTY PUTTY Edit Download Delete

m
[=%
=

WebRDP-AD  Web RDP to AD Download Delete

Add
Id [ROP-AD
Description [RDP to AD

ESS0 Template File RDP-AD.adf

New ADF File | Browse... |
Sa\rel Cancel |

Bl 3-14: fRIEERAY ESSO 1RiR

T AT LASE BT ESSO MR, J5i%/e _bAL— Nl ESSO Mid, PIREHZ— T “Browse” (M%) 4,
RIFEE EICHRIP .

< TERIA K ESSO BitR

TEATLUNEIA ) ESSO BiHL, J5iE4%— 1 “Download” CR#D, RJ5 &P EARAF AR 2
AHHE, WHNPIR:

File Download i i

Do you want to open or save this file?

Mame: ‘WebRDP-Template, adf
Type: adf_auto_file
From: 127.0.0.1

Open Save

harm your computer. If you do not trust the source, do not open or

0] While files from the Internet can be useful, some files can potentially
b4 save this file. What's the risk?

B®E 3-15: TEHMBRY ESSO iR
f&—F “save” (R1F) RERAFHEMR BIA A2,
< MERIE ESSO X

AT LM IUAT BUR, 7R t— T “Delete” M), B4k &S ENMIRREER i) ESSO KL, ifi
ALHAE ST A L.

3. SRS, BATUE—T “Save” (7)) REAFHEN, 3i#F “Cancel” (HUH)
RHCHERAE
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4 BirRERER

BRI, PSM H ARSI I B,

4.1 &

FEIEFARCE T PSM ICE (INZ AT E5NA) Ja, &R R T LAARSEAE 3 PSM H AR BRI AN ]
KA., AREASRERR, XE L EIEARERER B RiE. HArsiii, way IR
BEON5 uso Ba, DURMLE GG (SS0) ThRE, KA )E i A SRR U] .

HEr, PSM HArBEYRE AT DL J7 st 5 ok szt «
B Windows AR%%5%
XFEMIEIB1T Windows #AE RS MRS 55 .

W UNIX k%528

XTRIRIEAT UNIX 1E RGN RS 45, HICREEET Telnet B SSH IR,
m EARRSS

RARM R —RIIRS 2, HXCRHET Telnet B SSH .
B RDP k%3

IXFR PSR ROP IEEL MRS 4%, U1 Microsoft Terminal Server.
B JDBC MAHIEEMRZ

IXFR A IDBC AHZS I EHE PR R 55 25

HHJ, 3Z#F: Microsoft SQL Server. Oracle. PostgreSQL #ll Sybase.

B AS/400Server

IXFRIFE IBM AS/400 HLIN R 5.
B ERE

XIEH R Mg, BInESEas . B KB FAS Ao
IR E PSM R4 )5, SAAHEE X BFRTIR, S A n IR EN: MAHHECE
BrEISE NS/
RS HARRIR AT, EEE e OR, AHOC TCP I I T2 5 I LA A1 PSM il 5 23 A H
FRESIRZ B8 . THSREE TR N 7B N2, SRAEEAESC TCP ¥, PSM H bR BHIRIIA
A28, F0 7 A SSO BEEM fe H pSM H bR B .
B

B A2 psM BRI A IR . PSR A, SR TS T EHUT BRI AE EYT

%, FTAs B B AN EAUR B R

B TESRW EAR R, RS BRI IRUERSAE, B E N T EATNE

FRALTELH UL .

4.2 73 PSM Bi#r&EERR TCP im0
VLR, A% TCP it 11 L2 Jet FI BASCVF PSM RSS2 11 H bR B2 1A (DB, 4017 2 P
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HAR B IRRE

EREHKTCP 3O

T Windows 1Y
AR 5#%

. BEIFJEUG 445 (SMB) JEEHE .

2. BRI EARIRS A LA RS
XFF Windows 6 R7%1, iEHAMEIERKS, BH “Reset
Password” (EERY) ThRE, HinARSS 25 AE ] UAC. #1d
FHEE R 1K 5 SE R R %5 0, UAC IIIJEZiS H o

BYE:
PSM i FH 368 A3 A5 P bR S SR e 52, #8m] DA FH Ay &4
TR “net use” 2K
PSM H x5 5 a] LA F 444 FREl 1P bk Sk de B H bR s o 27
{F RS ML 28 22 7K, B B 0L AR 32 PSM IR 55 2% AT DAAH N @ AT
ZFR.

T UNIX R%-52

1. RMiz{T SSH Fl/af Telnet ARZS/iHFE.

2. KB HARIRSS 23 e & Wm0 5108, SSH B Tl ik im H 515
7= 22, 1M Telnet iIEREHI A& 23,

JDBC MR
PERR % 75

M B AR ECHE e R 55 4 0 B 1o 5 A, FI0AL %) o 1 S A
MS SQL Server: 1433
Oracle: 1521
PostgreSQL: 5432
Sybase:5000

4.3 &1 Windows BiFSiE

4.3.1 @& Windows BiF&EE

BT Windows HARBIR& H, 1EHAT LA R A ER:

1. ENEEEG G S RE RS, 1 pSM B P G @ EIRRE T .

2. FEFEH, FAIF ST PSM->Target Resource ( H &) -> Create (L), 1K Ffin:

:port 'L ycm & Help

UCM Configuration

Target Resource » search
Safe P Create
Credential Tag >
Credential | 4

Target Resource Store b

BF 4-1: BirERFRPIER

3. E#HF “Windows Target Resource” (Windows HAFREVE) 1E NS, RJ5H—F “Next”
CF—2), WKHR:

FRINFRE © 2013-2015 iz
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Choose Target Resource Implementation

Implementation: |Windnws Target Resource j

Mext

Bl% 4-2: %2 Windows BiF&EELHE
N7 B

Create Target Resource

*Target Resource I

Target Resource Id: | Name:

Description: | Version : -1

Implementation: WindowsTargetResource ESSO Template WModify |

Files
Segment I Remove |

Attributes

Attribute Name Attribute Value Remark

*Sarver Name |

Domain name |

Update Password Mode (default) = Default: Change

Privileged Credential for Reset
Passwaord Ij

Savel Cancel |
BzF* 4-3: gl Windows BiREiE
BEA ) LR B — B, Bl HARRYR ID. BFR. fiid. BRAR. SZi. ESSO itk

A o

RE R a5 BENRSS, BaE ARG e s, FlRSRERER, MHEREHE
MAREREE R .

BYE:

* Rl k.

ESSO AR SCAFAEAL L [T T PSM-SSO B 1o R AE 3o — A fia i P Ou e fit
TEAR UL

BORrE e, EIEH, RVFERREE, REMXNEIERTM T, NEET HiRR
LN A S E A B A B

A ERCE SRR R, SOE M T E i E S ER . EHE A EONEORIA KT,
TR RAT B AR AL FEE o K AR A 5710, SRR AT S B AR AL R

IEE AN EINAERSY

4, SERREZ G, A LAE—F “Save” (fRAF) SRERAZHE L, B “Cancel” (HUH) K
HUTH R

4.3.2 BRFAEE Windows HIFEIE
EEAAR A E TR0 Windows BFREWEZH, ST T 558
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1. B EEIEE AR B R, Q1 PSM B R £ 18 F E HER B AT .

2. EFEE, $FFIF AT PSM->Target Resource ( [HFr#% i) -> Create (£Y#), WKFE 4-1
Frios

3. HIANMRFM, NJEIE—T “Search” (R RPUTHER, W FHR:

Search Target Resource

Target Resource Id: IDEMO*

Target Resource Name: |

Target Resource Store I - j
Segment | Search |

B% 4-4: BinER - BEFMH

i

R LB AT AT O a5 2 U0E, HLIX 2 KNS Biltn, 258 B 524 N “ DEMO*”
F 1D #2467, 23T “DEM0O123” 4 H, mMA=#F] “123DEMO” 4 H.

RN, RZMMATLLEST “AND” (F1. FFHD . filtn, EHMmAERE
PER D MAZFREAL, MR BIFERFTE 1D AT H .

4. FWREHESRGIRARITE, K2 BoR a8 R A HARSIRE, Wk os:

Search Target Resource Result

Total Records: 1 Page 1/1
Target Resource Id Target Resource Name Description
DEMO-WINDOWS-TR Demo Windows Target Resource Demaonstration Windows Target Resource

EF 4-5: BinER - BRER

B DL R EORI H ARSI 1D, REFR BARBRL, R Taai, BIA
Zwi, 1R PR

IRIERE © 2013-2015 LiflF ZE19T0/4£ 88 ]



PSM FBFiEra

View Target Resource

“TargetResource  peph ywinpows-TR

Id:
Description: Demonstration Windows Target Resource
Implementation: WindowsTargetResource
Segment
Attributes
Attribute Name Attribute Value
Server Mame 192.168.1.30

Domain name
Update Password Mode
Privileged Credential for Reset

Change (defauit)

*Target Resource

Demo Windows Target Resource
Hame:

Version : 1

ESS0 Template
Files

Remark

Password
Test Connaction | ﬂl Deletel Elackl
El% 4-6: BEEBIFHE
5. EHANTIANCE, DA R IR E B AR5, J775 23— T “Test Connection” (il
IR 5, WEER 4-6 Fin, R T TE DS HI:

Test Connection

Test connection user:

Test connection password: I

il Cancel |

% 4-7: it

U, ARJEH—F “OK” ().

o TREA I S BRERS H bRt
AR, Fa I TR E B
Information

y Test Connection Successfull

o]

Bz 4-8: Miti&E&Zmn

f;‘#

P F “OK” (L) HKHAEE
R AR LA TS, K T T

HARRIESE H

4.3.3 18 Windows BIFESiE

FEOE T ERE Windows HAr#E%H G,
FEgE B TIEAH, IEPAT
1. PATTE 4.3.2 o Frid 2B 0%,

KRAZFRE © 2013-2015 Ziflz
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2. ¥—TWAEE 46 PR “Edit” (JntR), FHE ST NmER,

FERImEE S5, AT LA — T “Save” (RFF) RIRFEIM, 2 “Cancel” (HUH) K
U B AE

HEZ MR BRI & H, BT LU B BR:

1. PUTHE 4.3.2 A RRIARR, REFZKRMHIREE.

F—MnEER 4-6 Frit “Delete” (MIBRD, # e B B RMBRIAIABERE, 0FFs:

Message from webpage El

w

N

:l Are you sure to delete Target Resource [DEMO-WINDOWS-TR]?

K I Cancel |

B 4-9: HBRBIFEE - A
3. H%—F “OK” (L) KB, B “Cancel” CHUH) REUH#HAE.
4. JRIMIER)E, RateRlTIE R

Your action has heen executed.

B 4-10: FEIDHIES

4.4 EEET Telnet B UNIX BIFEE

44.1 €IEETF Telnet A9 UNIX BiFER

FHEAEFHIIET Telnet 1 UNIX HAREIRAH, HHATULFHE:

1. B EEEE A BRB RS, W PSM B P & 18 FHE HIR F ATA .

2. {EEEH, I LT PSM ->PSM Configuration (PSM &), WIE# 4-1 k.
3.

1% 4% “Telnet Unix Target Resource”( Telnet Unix H ST 1E S, R J54%— T “Next”
CF—3, WFHmRs:

Choose Target Resource Implementation

Implementation: Telnet Unix Target Resource v

Next

EFE 4-11: i%iF Telnet UNIX B#F&ECHE
N7 B R
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Create Target Resource

*Target Resource *Target Resource
Id: Name:
Description: Version : -1
Ziiais ; ESSO Template ( =
Implementation: TelnetUnixTargetResource Files Modify

Segment Remove

Attributes Connection : Shell prompt h
Attribute Name Attribute Value Remark
Update Password Mode (default) « Default: Change

Privileged Credential for Reset
Password

v

Bl 4-12: £ Telnet UNIX BIFEE - Bt
PR LT s MR, Bl FARVEIR 1D, AR, HEE. BAS. SEHi. ESSO MR

SCAFABAEAL o
BRI T T E 5 B hRgs . 58— MR B, Eu S HRRIRIN R 508 Xk,
i

* R aiil R

WAILASE 431 WSAE, R TEXT RG0E UBTERTEZ 3.
N5 F AR I T
mEE
BEFRZ ALy H AR R IRAE A (1 IR 25 28 e B B, W R B

Attributes | Connection | Shell prompt

Attribute Name Attribute Value Remark
*Server Type I - vl
*Host

Timeout (in seconds)

|
Port | Default: 23
I Default: 5

E& 4-13: 62 Telnet UNIX BIFEE - &S

Bk
PSRRI RSS2 22 . Linux. Solaris. HP-UX F1 AIX.
B Shell R

BEAR RSB S WU R RIS shell 3B PE, A1 shell 4, 4017F Fios:
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Attributes : Connection { Shell prompt

Attribute Name
Login
Shell prompt
Switch role command

Enter role password prompt
Superuser login
Switch user command

Enter Superuser password prompt

Superuser Shell prompt

Change Password

Change password command (for
current user)

Change password command
Enter current password prompt
Enter new password prompt

Confirm new password prompt

Change password successful
message

Reset Password

Reset password command
Enter password prompt (reset)

Enter new password prompt (reset)
Confirm new password prompt
(reset)

Reset password successful
message

Attribute Value

Remark

Default:

Default:

Default:

Default:

Default:

Default:

Default:

Default:

Default

Default

Default

Default

Default

Default

Default

Default

Default

g
su SroleMame

*[P|plassword.*®

su Suserld
_*[P|plassword_*
#

passwd

passwd Suserld
T Fexist.®

: *[N|n]ew.®

- *[Rirle-enter.*®

: fsuccess.”

- passwd Suserld
- *[P|plassword *
2 E[N|nlew.®

- *[Rir]e-enter.*®

: _*success.*

ElFE 4-14: 6JiE Telnet UNIX BiFiEiE - Shell 1275

THHIAARRAE B

6. STHMEZIE, &
B A

KRAZFRE © 2013-2015 Ziflz
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4.4.2 BTERMEEETF Telnet A UNIX BIFER

HHBERMEERT Telnet 17 UNIX HARBIIR, D IRERBHERMEE RN Windows H Fx
B (W_4.3.2 FRFR), WS HZITNE.
o

i HEFEFET Telnet [ UNIX HFRBTEMIN R, NEPRIRM—DIhRE: KIS AR

VEASCH AR . B EA, 5% —F “Discover Credentials” CKRIVFEUE) #24H, #n R Ay
7N

View Target Resource

x x
l;*"ge‘ Resource  hewo TE| NET-UNIX-TR NL"“[I%‘?‘ Resource .o TeinetBased UNIX Target Resource
Description: Demaonstration Telnet-Based UMIX Target T 3
Resource
Implementation: TelnetUnixTargetResource E”S:SD Template
Segment

Attributes | Connection : Shell prompt

Attribute Name Attribute Value Remark
Update Password Mode Change (default)
Privileged Credential for Reset
Password

Discover Credentials | Test Connection | Editl Deletel Elackl

BlE 4-15: &F Telnet UNIX BirZSiE
T RS L

Discover Credentials

I- Crption to Connect Using Existing UCM Credential
I_ Option to Connect Via Normal Account

Root Account Id: |

Root Account Password: |

Discover Credentials |

Close |

El#E 4-16: &F Telnet UNIX BIFEE - RIVEIF
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BRI AR, LA FEIERIE R R H AR BHR, R s

Discover Credentials

p Dpticn to Connect Using Existing UCM Credential
Credential: I vI

Discover Credentials |

Close |

Ex 4-17: ERMARIERRTIE

X BRI, lﬁij\ﬂﬂﬁ??ﬁﬁ%*ﬁ%ﬁ?ﬁﬂﬁ E1F, SR J5 1% — K “Discover Credentials”
(CRBUEIE SRAISE

o, B R FRE I A K S R HARBEIR, W R

Discover Credentials

I_ Cption to Connect Using Existing UCM Credential

i Diption to Connect Via Hormal Account

Root Account Id: |

Root Account Password:

|
Hormal Account Id: |
|

Hormal Account Password:

Discover Credentials |

Close |

BFE 4-18: BT EEWS KM EIE

1E PR TS, 1548 E MK 5 5 A5 A ER @K 5§ x5 8, /5% —§ “Discover
Credentials” CRIVEIE) K& PIEIF

IR BE, R BoR FEIESIRR, Wk Fos:

Total Records: 29 Page 1/3 b W

Userld Existin UCM Roles Credential Id
acmatrix Normaluser
adm Normaluser
mycred01 Normaluser
mycred02 Normaluser

Close I
Bl 4-19: FRRMNEIETIZE

KRAETE © 2013-2015 iz 8 25T0/4£ 88
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i NEBGRM T MK E R ThRE, DR S I E BRI, 1§2% 432
DATRTIFES .

443 EPEETF Telnet §9 UNIX BiF&EE

QIR T TERMIET Telnet 1) UNIX FBRERRR, SH0RA TR H . Siifok IR TR 1%
o TR BRI 2R 1 Windows FERVED (I1_43.3 MMM, 5%
TP

45 EEHETF SSH 9 UNIX BirESE

4.5.1 @EETF SSH Y UNIX BiRER
LA IIEET SSH 1 UNIX HFREIEZ H, BHUT UL B3R
1. B EEEE A BB RY, W PSM BB &8 A HIR R ATA .
XS, $RFIF dr PSM ->PSM Configuration (PSM L&), EE 4-1 Fin.

2
3. 4% “Unix Target Resource” (Unix HARTEIED 1E NS0, Af54%— T “Next” CF—12),
R PR

Choose Target Resource Implementation

Implementation: |SSH Unix Target Resource =

Mext

BlZFE 4-20: %1% SSH UNIX BtR:SiEsLiE
N5 RS L

Create Target Resource

*Target Resource I *Target Resource I
Id: Name:
Description: | Version : -1
. . ESSO Template ;
Implementation: UnixTargetResource Filos Modify |

Segment I Remaove |

Attributes | Connection : Shell prompt

Attribute Name Attribute Value Remark
Update Password Mode I(default} vI Default: Change
Privileged Credential for Reset -
Password Ij

Save | Cancel |

ElZ% 4-21: 63 SSH UNIX BIFZ=RECHE - B

B EJ7 o s — R R, B HARBHE ID. AAFR. IR RRAS. St ESSO AR
AR BAE AL

BRI T SRR B MR R, s BRI R GE LA

IRIERE © 2013-2015 LiflF E26T0/4£ 88 ]
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P
EE:
* FoNGRHI B,
RIS % 431 H WA, RTERT RG0E UBTERE Z 3.
T RHAIRZE VLA
mEE
IR AL B AR RIEAAE I IR 55 2B HME BB Y, 40 R s

Attributes Connection Shell prompt

Attribute Name Attribute Value Remark
*Server Type I_;,
*Host |
Port [ Default: 22
|

Timeout (in seconds) Default: 5

El& 4-22: 8l SSH UNIX B{REELE - &
B
FTSCRERI AR SS #8281 J& . Linux. Solaris. HP-UX F1 AIX,
B Shell &R
UEARAEAL & WU B I 2ISEFR shell $EREYE, 1 shell #74, WK Fis:

IRIERE © 2013-2015 LiflF FE27R/E88 ]
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Attributes : Connection | Shell prompt

Attribute Name Aftribute Value Remark
Login
Shell prompt | Default: §
Switch role command I Default: su SroleMame

Enter role password prompt | Default: _*[P|plassword_*
Superuser login
Switch user command | Default: su Suserld
Enter Superuser password prompt | Default: .*[P|plassword.®
Superuser Shell prompt | Default: #
Change Password
Euhr?gr?teupsae?}sword command (for I Default: passwd
Change password command | Default: passwd Suserld
Enter current password prompt | Default: "exist.®
Enter new password prompt | Default: .*[M|n]ew.®
Confirm new password prompt | Default: .*[R|r]le-enter.®
Sqr;asr;%:;zassword successful I Default- *success.*
Reset Password
Reset password command | Default: passwd Suserld
Enter password prompt (reset) | Default: *[P|plassword.*
Enter new password prompt (reset) | Default: *[M|n]ew.*
(Crggz{;n new password prompt I Default: *[Rirle-enter.*®
Reset password successful I Default- *succass.*
message

B 4-23: 6li# SSH UNIX BiR&EELHE — Shell 125
TN S B
4. $#%—F “Save” (IRAF) RELRAFHEEL, i “Cancel” (HUH) SREUVH#:AT .

4.5.2 TEMEFETF SSH A UNIX BIFER

HHEBEWAMEEIT SSH [ UNIX HARBHE, DRGSR RMES ZOR A Windows H brHt
U (n_4.3.2 # R, EEEIZET AR
#ZVE:
i HAEFEEET SSH Y UNIX H ARSI, B R At — D Ihee: KIS HAR I
KIVEIE. 5% 4.4.2 T WAR T EVEA U]
i, EONEH RN BT R, DR ER S CIEHECE HisRiE. §2% 43.2 80
AR T EEAR U o
EONEH GAR N EC B R RE, A2 S CIETRCE HARTIR. 1§25 4.3.2 AR K
T RRVEA O .

KRAZFRE © 2013-2015 Ziflz

4.5.3 EEHETF SSH Ay UNIX BIrER
IR T ZORIEET SSH 7 UNIX HARBEIR G, &2 AT DUE BIE H - g aliiilbR 2R 56 H
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T X e B R g A MU R 2K ) Windows HARBTUR (f1_4.3.3 M FR), HZH %M
AR

4.6 TIEHTF Telnet BRAXMNBITSE

4.6.1 GEETF Telnet BEXMEIREE

FEQIEFET Telnet EHEMHBRREEAH, HPATUL DR

1. EEEEEH AT SRR RS, 0 PSM BRI 400 PR B TR

2. {EFEH, HFFF L PSM ->PSM Configuration (PSM L&), WEE 4-1 s
3.

1EFE “Generic Telnet Target Resource” GEFZE Telnet HFn ) (E AL, AJEiE—T
“Next” CR—2), W FHIR:

Choose Target Resource Implementation

Implementation: Generic Telnet Target Resource ~

Next

BlE 4-24: #IZiERZ% Telnet BIFEELHE

WRAERE © 2013-2015 Lifl#E FE29T/HE 88 @
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Create Target Resource

*Target Resource Id:

Description:

*Target Resource
Name:

Version : -1

Implementation: GenericTelnetTargetResource ESSO Template Files Modify

Segment

Remove

| Attributes : Change Password : Reset Password

Attribute Name Attribute Value Remark

Attributes

Update Passwaord Mode (default) ~ Default: Change

Privileged Credential for Reset
Password

By filling these attributes, you can click the test script button for connection testing.

v

*Host
*Port
Timeout (in seconds) Default: 10
Shell prompt
Command Terminator
*Shell prompt
Superuser Shell prompt Default: #
Enter login username prompt Default: *[LilJogin.*
Enter login password prompt Default: .*[Piplassword.*
Switch role command
Switch Role Password Prompt Default: .*[Piplassword.*

Test Script | Save| Cancel ]

B 4-25: SiEET Telnet BAXBIRER - Bl

B EO7 i s — Um I, B HARBTIE ID. AARR. IR RRAS. St ESSO AR
SCAFFIBUEAL o

BRI N7 E OSBRSS . MR R EARAE, s HAR R R GE LS
£

B

* RN TR

BAZ%E 431 WA, RTERTRGUE REREZ UM .
ILE AN EINAERSY

DAL B, J7vR 4% —~ “Test Script” GUARIA) #dHl, REARECE EH, &F
FONENL i FURT Shell $27R A48 € IR A o K 23R 185 A AT Rt 7 1) 2o
YARAER, R PR

KRAETE © 2013-2015 iz 83073/4£ 88 |
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Test Script

Test connection user: I

Test connection password: I

ﬂl Cancel |

Ex 4-26: ixtETF Telnet BRXBEIREE
TR, BEER T TR

Information

Script Executed Successfully

oK

ElE 4-27: MiZETF Telnet BAXBRSERID
N7 R HABARZE ) U6 -
B EE
PRy B AR SR R B A, W R s

IRIERE © 2013-2015 LiflF 31 T0/4E 88 |
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Attributes | Change Password | Reset Password

Attribute Name

Change Password
Script

Attribute Value

/*this is a sample code, please remove the comment mark in this line and e
import com.isprint.am.dto.exception.UCMException;
import com.jscape.inet.telnet.TelnetException;

try {
logger.info("Send passwd command”);
session.sendWait ("passwd”, ".*exist.*",
} catch (TelnetException e} {
logger.error ("Send passwd command failed");
throw new UCMException("Send passwd command failed");

true, timeout);

m

try {
logger.info("Send old password");
session.sendWait (oldPassword, ".*[N|n]Jew.*",
} catch (TelnetException e} {
logger.error ("Send old password failed"):;
throw new UCMException("Send old password failed"):;

true, timeout):;

}

try {
logger.info("Send new password");
session.sendWait (newPassword, ".*{[R|r]e-enter.*",
} catch (TelnetException e) {
logger.error ("Send new password failed"):;
throw new UCMException(”"Send new password failed"):;

true, timeout);

try {
logger.info("Send confirm new password"):; g
< m »

Remark

Macro variable :

- timeout - used as waiting
time limit of certain
operation.

- session : session of
connection, used for
sendWait process in
change and reset
password scenario.

- logger : used for logging
purpose.

= USETld I username Of
credential being
processed.

- oldPassword : the
current password of
credential before change
password or reset
password process.

- newPassword : the new
password generated from
server. Used to put it
under sendWait in change
and reset password
process.

Additional variable :

- credential : credential
object being processed.
- targetResource -
PasswordTargetResource
object associated to the
credential.

Method :

- session.sendWait
(sentPrompt,
expectedPrompt, isRegex,
timeout) : used to send
prompt in change or reset
password scenario.

- session.sendNoWait
(sentPrompt) - used to
send prompt without
expecting any reply.

Parameter
-sentPrompt (String) - the
prompt being sent.

- expectedPrompt
(String) - the prompt
expected after sending
sentPrompt.

- isRegex (boolean) - is
using regex or not.

- timeout - waiting time
limit for getting the
expected prompt.

Test Script | cancel |

Bl 4-28: SliZETF Telnet BAXBIIREIR - Erl%H

Save |

m EHEEG
MEARZALE N H AR SR B LA, W fTs:

KRAZFRE © 2013-2015 Ziflz
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Attributes : Change Password | Reset Password

Attribute Name Attribute Value Remark

Macro variable

- timeout : used as waiting
time limit of certain
operation

- session : session of
connection, used for
sendWait process in change
and reset password
scenario.

- logger : used for logging
purpose.

- userld : username of
credential being processed.
- oldPassword : the current
password of credential
before change password or
reset password process

- newPassword : the new
password generated from
server. Used to put it under
sendWait in change and

/*this is a sample code, please remove the comment mark in this line and 4
import com.isprint.am.dto.exception.UCMException; |
import com.jscape.inet.telnet.TelnetException;

try {

logger.info("Send passwd command”);

session.sendWaict ("passwd "+userId, ".*[N|n]lew.*", true, timeout):;
} catch (TelnetException e) {

logger.error ("Send passwd command failed"):;

throw new UCMException("Send passwd command failed");

3 reset password process
Additional variable :
try {
= i i - credential : credential
logger.info ("Send new password”); X
= = i i = object being processed.
session.sendWait (newPassword, .*[R|r]e-enter.*", true, timeout):; =
Reset Password =| - targetResource :

} catch (TelnetException e) {
logger.error ("Send new password failed");
throw new UCMException("Send new password failed"):;

Script PasswordTargetResource

object associated to the

3 credential.
Method :
try { dWait
logger.info("Send confirm new password”):; SS3Ion; SeRckEal
(sentPrompt,

session.sendWait (newPassword, ".*success.*", true, timeout):;
- expectedPrompt, isRegex,
} catch (TelnetException e) {
3 2 < i timeout) : used to send
logger.error ("Confirm new password failed”):

B2 3 X < rompt in change or reset
throw new UCMException ("Confirm new password failed"):; P P 3
password scenario

- session.sendNoWait
logger.info("Reset password succeed”); i (sentbrompt);z used:to send
=/ . prompt without expecting
any reply.

}

Ok . m| »

Parameter

-sentPrompt (String) : the
prompt being sent.

- expectedPrompt (String)
the prompt expected after
sending sentPrompt.

- isRegex (boolean) - is
using regex or not.

- timeout : waiting time limit
for getting the expected
prompt.

Test Script l Save] Cancel |

Bz 4-29: fiZ@EM% SSH BIFER - JREH
4. T “Save” (fRAF) RIRFHE, BLFE “Cancel” (HUH) REGHERIE.

4.6.2 BHHEEET Telnet BAXMEIFER

HEBERMEEERNIET Telnet MIBEBHEHWRRIE, PELBVUERMESR ERM
Windows HARTEIR (U1_4.3.2 IO FR), BSHIZIRTHNE

4.6.3 EHEHET Telnet BEHENETSIE

QI T EORIEET Telnet SAISERI HARBHE G, EEARTLUEEAH . HMEEONERZER P
., X 0 B AL B RO R 22K (1) Windows HIFRBEVR (W1_4.3.3 FAAFIR), 5%
ZER A
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4.7 EHEETF SSH ERXMNEIFER

4.7.1 fEETF SSH BAXMNBIFERE

HEGVEHIIEET SSH BRI ERBE%A H, BHAT U PR

1. B EHEE A TR RS, 1 PSM BB &8 A E EARE TR .

2. {EFEH, HFFF L PSM ->PSM Configuration (PSM ERE), WEE 4-1 Fix.
3.

1% “ Generic SSH Target Resource” Cifi 2% SSH H AR & 5D 1 A 52, SR)J5 14— “Next”
CF—28), WFHR:

Choose Target Resource Implementation

Implementation: Generic SSH Target Resource ~

Next

B 4-30: EFEA%k SSH BinERLhE
N5 B L

Create Target Resource

*Target Resource

Target Resource Id: Name:

Description: Version : -1

Implementation: GenericSSHTargetResource ESSO Template Files [ Maodify

Segment

Auttributes ;| Change Password : Reset Password

Attribute Name Attribute Value Remark
Attributes

Update Password Mode (default) ~ Default: Change

Privileged Credential for Reset
Password

By filling these attributes, you can click the test script button for connection testing.

v

*Host
*Port

Timeout (in seconds) Default: 10
Shell prompt

Command Terminator

*Shell prompt

Superuser Shell prompt Default: #
Switch role command

Switch Role Password Prompt Default: *[P|plassword.*

[ TestScript | [Save| [ cCancel |

Bz 4-31: iR TF SSH BAXBIRER - Bt

IRIERE © 2013-2015 LiflF E34T0/4£ 88 ]
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B BT ot — R, Bl H RSB ID. SRR, f

SCAFFIBUAEAL .

R RRA. L. ESSO AR

BRI s — Ak, B HARGEIR ID. PR, flE. RS, St ESSO AR

AR A AL
#E:
* N R

EATLLZ%E 431 MONE, RTRTRGUE URMERNE L U .

IEENN EIVAERSS

AT DIARC S, DI RCIEMEE S, W 4.6.1 FPrk.

5 A AR R I L ] -
m EE
BEFREE L H AR SR O RSB, 0T s

Arnoores | Change Password | Reser Fasyword

Atribute Neme

Change Pasaword Sogt

Attibute Voke

Jothis in & sanple code, pledpe re=sve The comment mark in this line and »

isgort con.isprint.am.dto,exception.UWMException:
iFporT com,jscape.inet,ssh, JshException:
53
sy |
logoer.info("Sead pasavd command®):
puapion.pandialis (“paxavd®, * fexiar. v
) oatch (SshException e) |
logger,ercor{”Send pasawd command feiled™):
throw new DCMExoeption |"Send passwd ccomand failea™);

logger.info("Sand old password®):

session,sendwWels (oldPasavword, ".*[NHinjew.*", trus, timecut);

) catch (SshExoepticn e) |
logoer.error{"Send old passwvord failed"):
throw nevw OCMExceprion |"Send old passward falled®):

sy ¢

logger.info(*"Send new password™)r

session.sendWalit (newPasavord, “.*[Rir]e-enter.*%, true,

(SanExcepcion e) |
er . ercoz ("Send new pazavery falled®);

logoer.info(“Send canfirm new pasavara¥):
. w

Test Sou Save Canxel |

true, timecut):

Timeout) 2

Remork

Macro vanabie

Hmedun | wied as walting Tse fimi of
(artn operkion

st - sesiinn of commectimn, wied
for yendWait process in change and
feset pasiword :wcenara
- logger  wied for logging porpase

userid | wiername of oredental
being processed
« oldPasswend  the current pasywaryd
of credental before change peysword
of resat password process
- newPassword the new passwoed
penerated from server. Used 10 put it
unders sendWait » change and rever
parsword procen

Addoaonal varable
~ credennal  credeonad ohyect beng
procesied

targetfasource
PrrswordTargeiflasource abject
sssocimted to the credannal

Methoa

sesson senoWain sentPoompt
expeciadiomps sRegex, tmeout)
Ured 10 sand prompd in charge ar
reset password scenane
- session_sendNoWa sentPrompt)
uszd to send promps withaut expecnng
any reply

Parameter

~yentfrompt (String)  the prompe
being sent

- expecredPromer Strng) © the
prompt expected after sendeg
rencPrompe

~ WRegex (hooleani |1 vsing regex ot
not

~ umecut - warng time bt for getong
the expected promot

El& 4-32: SliZETF SSH BRXBIRER - HXES

B ERED
IFRZAL &R B RS UR B SR A, R s

KRAZFRE © 2013-2015 Ziflz
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Aaribuces  Chamge Fassword | Reset Password
Anrgote Nams Attrioete Volue
af
U
nef
*chis i3 & saxple code, please £ancve Tthe coanent mark Ln cthis lins and » - se
inport com.isprint.sn.dto. . exception.UtNException;
inporTt "74:"1_!7’.»'."9’..'ﬂr.f-:‘ﬁ{x":’:‘ﬁ:

~info |"Send passwd ccomang®) )

endRalt ("passwd "suserld, . [Nia)ev.**, true, timecuet):

iogger.info("Reset password succeed™);

Test Sonpt Save Canosi

E® 4-33: iEEF SSH ERXBIRER - EREN
4, F%—F “Save” (fRAF) RERAFFE L, BE “Cancel” (HUVH) REUHERAE .

4.7.2 BENEEETF SSH @EEXMNBEIRER

AEBTRMAFRT SSH EAIEK HARGRIE, DERERMERMAF ZKE Windows Hix
PR (WN_4.3.2 FFTR), WS HEZIRITNE.

4.7.3 EEET SSH BRXMBREIR

QR T BRI T SSH M F AR VRS, EP S AT ARG H « R SR SR
5 R A RN R Windows ELRRVAIR (U433 HAMR), 55 %0
LTl

4.8 12 RDP BiF&ER

4.8.1 ¢Ui# RDP BiF&R

FEQIEEH ROP HAR TR H, WEHUTUL N BT

1. ARG S BB RS, 0 PSM B HEG G @ A TR TR .

2. fEEEH, #FIFF LT PSM ->PSM Configuration (PSM BLE), K% 4-1 Fin.

IRIERE © 2013-2015 LiflF 36 T0/4E 88 |
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3. 1&F “RDP Target Resource” (RDP HFRTIE) 1ENLHE, SAEIE—F “Next” CF—3),
W FR:

Choose Target Resource Implementation

Implementation: RDP Target Resource »

Next

B 4-34: i&#¥ RDP BIRFIFLHE
N7 B L

Create Target Resource

*Target Resource Id: *JargetResource

Name:
Description: Version : -1
Implementation: RDPTargetResource ESSO Template Files Modify

Segment Remaove

Arttributes

Attribute Name Attribute Value Remark
*Server Name
Domain name
Update Password Mode (default) ~ Default: Change
Privileged Credential for Reset Password v

Save Cancel

ElZ% 4-35: i RDP BiFEF - &t
B EJ7 i s — Um I, B H AR ID. AARR. IR RRAS. St ESSO AR

SCAF MR AZAL
BB R 7 B H RS B MR R RS, A AR RIER R ST XHE
£

B
* Rl R i
AL Z% 431 MONE, RIRTRGE URTEREZ 3
IEE NIV NS
4. $%—F “Save” (fRAF) REORFFHE N, i “Cancel” (HUH) SREGHERIE.

4.8.2 BEIXNEE RDP BIFHEE

HEBEPAES ZRE ROP HARTHE, PR RLIE R M ER ZORK Windows HFRBHIE (4
4.3.2 WRPR), HSHEIZIBITNE.

4.8.3 TE=I® RDP BiInZER

O T ER ) ROP HARTHE )G, EELAATLUEHAH . it siiibRZRI&H, Mix b
AR AU G AR AN R ZOR ) Windows HARBEIE (W1_4.3.3 ERFR), WESHIZMT WA,

IRIERE © 2013-2015 LiflF FE37TR/4E88 ]
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49 I8 JDBC Bir&iE

49.1 €l JDBC BiFFiE

A EHT JIDBC HARBR&H, EHIAT LR P R:

1. B EEEE A B RB R, W PSM BB ] & 38 BIR R ATA .

2. {EFEH, HFFF LT PSM ->PSM Configuration (PSM &), WEHE 4-1 .

3. 4% “IDBC Target Resource” (JDBC HARTEIE) 1E AL, SREH—F “Next” CF—1),
W P

Choose Target Resource Implementation

Implementation: |.JDEIC Target Resource j

M et

ElZ% 4-36: i%i#F JDBC BIRKEIFLE

TR
Create Target Resource
“Tasget Resource id: “Target Resource Name: |
Description | Version -1
Imgiementation: JUbCTargeiResourte ESSO Tempiste Files Moaly
Segmant _Homcw l
Annbuotes

Altribaste Name Allribute Valoe Remark

0BG Typ [ 3

D " I :l

ERVER_NAME
DBC URL |

AG3 CusIom Alilduts I

Sae Cancel I

ElZ& 4-37: €liE JDBC BfR&ER

B EJ7 E s — Um A, B H AR ID. AARR. IR RS, SEf. ESSO AR
SR BAAL

BRBER) R ITE 5 B AR 2, A RYUE M E E L (P E SO HENE. R4 X
(IR VA E R B EER (1Y IDBC odia 2 ARk 55 a5 IRDERRAS B o BB 3T LASE N G 4 S ok
AT E e SORYE

#VE:
* FRor sl JE Tk
B US%E 43.1 HoNE, KR TIERT ESSO BRI AL E Z U .
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IEE RN EINAERSY

EEMNHEE X EM, B — T “Add Custom Attribute” (3N E & Xgt), RiE
S E O, TR

Add New Attribute

Artribute Name I

Data Type IString 'I

Encryption r

Anribute Value I

Applyl Cancel |

B 4-38: IhNFRAYETE
RERMIEAIR. BRI, RIET—T “Apply” (NHD RERAFIEIE.
o

A B DI AR 2 e iR BAF B IR VEAEL, 1772) & “Encryption” CHINE) ZETH .
RAF2% HJE, i esh

SRR, EE A BT RE, BCEMERE: % R HAKEK “Delete” (MIER)

Custom Attributes

Custorm Attribiute 1 ICustom “alue 1 Delete |

Add Gustom Attribute |

B 4-39: FivEHEeigm
P IR BR & O DR E B, W R s
x

:l Are you sure bo delete Attribuke [Custom Attribute 177

(0] I Cancel |

B® 4-40: BENXEHERIERIRIA
&—F “OK” (Hiih) kEEAMIBR, & “Cancel” (BUH) SKREHMER .
4, F%—F “Save” (fRAF) RIRAFHED, B35 “Cancel” (HUH) REUHERME.

4.9.2 ZKHEE JDBC BIFER

A EBRMES ZOR IDBC HFRBHE, IR RUIE R AE A ZOR I Windows H AR BEIR (41
4.3.2 FHPUR), ESHE LT NE .

49.3 T=I2 JDBC BiFEE

QI 172K IDBC HARBIA, EEAATLUEHAH Sl sllBRESRIIZH, XD iR
FE RN B AN B 225K A Windows HARTEIR (W1_4.3.3 M Fon), ESH LT AR
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4.10 £ AS400 BiFEiE

4.10.1 813 AS400 Birx&EiR

#EQIEH AS400 AR RIEZH, 1HHUTUL N PR

1. B GEFR AL, W1 PSM E 4 S TR R A .

E XS, $RFIFE LT PSM ->PSM Configuration (PSM LB ), EE 4-1 Fir.

1 “AS400 Target Resource” (AS400 HFrHEJE) 1E N, ARG+ — T “Next” (F—

w N

Choose Target Resource Implementation
Implementation: AS400 Target Resource v

Next

EF 4-41: i&iF AS400 BfREEiRChE
N5 B AR

Create Target Resource

*Target Resource Id: | Target Resource |
Hame:
Description: | Version : -1
Implementation: AS400TargetResource ES50 Template Files Modify |
Segment I Remove |
Artributes | Screen Prompt
Attribute Name Attribute Value Remark
*Host I
Port | Default: 23
Timeout (in seconds) | Default: 15

Debug I[default} vI Default: true

ﬂl Cancel |
E% 4-42: g)i# AS400 BIFSE - Bl
BRI BT IR S — B, BIanEAREHIR ID. SRR, . kAR, SCiE. ESSO AR

SR BAAL

BRI S BARRE H— MIR R, s HRR RN R GE LA
PE.

#H:

* FoRsaibl R
EATLLZ%E 43.1 MONE, RTERTRGUE SURTENE L.
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IEE RN EINAERSY
4. f%—F “save” (fRF7) RIRMGFEH, 2 “Cancel” (HUH) REUHEELT.

4.10.2 BXNEEF AS400 BIFER

A EEHAEE TR AS400 H ARG, D IR RBRZ M EF ORI Windows H ARSI
4.3.2 WRPR), HSHE LI NE .

4.10.3 &8 AS400 BiFEE

BT BRI AS400 EAREIEE, FHEATWLVEELH: mMESMERERKZE, mixit
A0 R AU G B A B 25K 1 Windows H AR BRI (U1_4.3.3 0 PR ), 1HSH %7 N

4.11 4.11 E1BETF Telnet iy Cisco BiFEE

4.11.1 BIEETF Telnet fY Cisco BIFEIR

FEQEF T Telnet ] Cisco HinHIRA&H, HHATUL 2 H:

1 B EEEH G B RB /Y, W psM BB &8 A B IR R ATIA .

2. fEEIEH, KFFF S PSM ->PSM Configuration (PSM L E), MEE 4-1 FiR.

3. %% “Telnet Cisco Target Resource” (Telnet Cisco HFr &) 1E AL, SR G4 —F “Next”
(F—2), WTFHIR:

Choose Target Resource Implementation

Implementation: |Telnet Cisco Target Resource j

Mext

El%E 4-43: %1% Telnet Cisco EIFEIELHE
7 BREEAS £ tH

Create Target Resource

*Target Resource Id: | Target Resource I

Name:
Description: | Version : -1
Implementation: TelnetCiscoTargetResource ESSO Template Files  Modify |
Segment I Remave |
Artributes | Connection : Shell prompt
Attribute Name Attribute Value Remark
Update Password Mode (default) = Default: Change
Privileged Credential for Reset =
Password lj

sae| cancel |
B3 4-44: 8iEETF Telnet Y Cisco BiREIR - Bt
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B B i s — UE L, B HARBHE ID. SRR, IR RS, SEt. ESSO AR
SCAFFIBAEAL .

BRI OSBRI R RS, e E RN R GE LA
.

£k
* FoNIREI B,
TWAIIZ%E 43.1 W NE, RTERT RG0E USTEREZ 3.
TE R AAH RS B
T RHARIRZE VLA«
mEE
WEARZE 05 0y H AR BTRAF 0 A IR 55 2 e 55 B @ 1%, a0 R o

Attribute

Attribute Name Attribute Value Remark
*Host |
Port | Default: 23
Timeout (in seconds) | Default: 10

BE 4-45: gliEETF Telnet B9 Cisco BItFEE - &EiE
B Shell &R
BEFRZE AL Wi B PEAE 2 SEBr shell $27xH )@, A1 shell 74, 41K Fis:

Attributes : Connection | Shell prompt

Attribute Name Attribute Value Remark

Login
Enter login username prompt | Default: *[U|u]sername.*
Enter login password prompt | Default: .*[P|plassword.*
Shell prompt | Default: =

Enable

Start enable mode command Default: enable

Enable password prompt Default: .*[P|plassword.*

Enable shell prompt Default: #
End enabled mode command Default: exit
Update password
Change password command (for current I Default: username Suserld password
user) EnewPassword
Change enable password command | Default: enable secret SnewPassword

Configuration Mode

Start configuration mode command Default: configure terminal

Configuration mode shell prompt Default: (config)

End configuration mode command | Default: end

Save configuration command Default: write memory

El& 4-46: BIEEETF Telnet Y Cisco BIWFEIR - Shell 2R
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4. HZ—F “Save” (fRfF) RORAFHE, B “Cancel” (HUH) RIUH#HAE.

4.11.2 BHRMEEET Telnet By Cisco BIFEE

HEBRMES ZRIMEET Telnet [ Cisco Hbr 5T, LB RAME R A ES ZR 1) Windows
HARBEIR (W1_4.3.2 B FR), I8S%5i1%E 0 WA

4.11.3 S1BHETF Telnet i Cisco BIRSE

QI T EORINEET Telnet 1) Cisco HARTIG, EEOAATLUEEH . SRR 2%
H, X e P B A S A B B3R 1Y) Windows  HARBEUR (1_4.3.3 f5rFiR), 5%
ZHB TN

4.12 EEETF SSHEY Cisco BIRSE

4.12.1 gUEHETF SSH Y Cisco BiFZiE

FELEZH, EHITUL TN SR

1. ETEEEH G B FER RS, W PSM & FREH & @ A RIS TR .

2. fEF3EH, 3 AT PSM ->PSM Configuration (PSM LE), E#E 4-1 Fix.

3. %% “SSH Cisco Target Resource” (SSH Cisco HFR&tIR) 1ENSLHE, SA/E1%— T “Next”
(F—2), WTFHIR:

Choose Target Resource Implementation

Implementation: |SSH Cisco Target Resource j

et

BE 4-47: #EETF SSH i Cisco BtFSIEEHE
N7 B2
Create Target Resource

*Target Resource

Target Resource Id: Name:

Description: Version : -1
Implementation: SSHCiscoTargetResource ESSO Template Files Modify
Segment Remove
Attributes | Connection : Shell prompt
Attribute Name Attribute Value Remark
Update Password Mode (default) ~ Default: Change
Privileged Credential for Reset Password v

M Cancel
El& 4-48: gUEETF SSH Y Cisco BIFE - Bt
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B B i s — UE L, B HARBHE ID. SRR, IR RS, SEt. ESSO AR
SCAFFIBAEAL .

BRI OSBRI R RS, e E RN R GE LA
.

£k
* FoNIREI B,
TWAIIZ%E 43.1 W NE, RTERT RG0E USTEREZ 3.
TE R AAH RS B
T RHARIRZE VLA«
mEE
T HHRAEL 5 O H AR BT URAF 0 O IR 55 2 145 B @ %, a0 R s

Attributes ! Connection : Shell prompt

Attribute Name Attribute Value Remark
*Host
Port Default: 22
Timeout (in seconds) Default: 10

E& 4-49: 83BEF SSH #Y Cisco BiFiE - EE
B Shell &~
BEFRZAL S i PEAE B SEBR shell $27xB @M, 1 shell fiv4, 41K Fis:

Attributes : Connection Shell prompt

Attribute Name Attribute Value Remark

Login
Enter login username prompt Default: .*[Ulu]sername. *
Enter login password prompt Default: .*[P|plassword.*
Shell prompt Default: >

Enable
Start enable mode command Default: enable
Enable password prompt Default: _*[Pjplassword.*
Enable shell prompt Default: #
End enabled mode command Default: exit

Update password

)
Shande passWordComplana forcuraat Default: username Suserld password $SnewPassword

user)

Change enable password command Default: enable secret $newPassword
Configuration Mode

Start configuration mode command Default: configure terminal

Configuration mode shell prompt Default: {config)

End configuration mode command Default: end

Save configuration command Default: write memory

ElFE 4-50: g)iERTF SSH HJ Cisco BiFiE - Shell &R
4. $%—F “Save” (fRAF) REORAFHIK, B#E “Cancel” (HUH) SKRHUHEEE.
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4.12.2 SHMEEERTF SSH Y Cisco BiFREIR

FHEBARMERERNIET SSH 1 Cisco HARTHE, BB FMIE R AEE KT Windows
Hir IR (a0 4.3.2 FFR), ESH LT NE.

4.12.3 E1BETF SSH Y Cisco BIRER

AU T ESRIGIET SSH [ Cisco HARBEIE, A& RE OIS LU FIAR H « 4 # ol R 2RI 2% H
TR B KBS RMS R Windows FERVIE (1833 WAFR), %%
ZANCECR

4.13 ZBIEETF Telnet Y Huawei BHXIEEIREE

4.13.1 €IEETF Telnet A Huawei PFXIEBIRER

FHEBEH LT Telnet 1) Huawei B kE526 H, iEHAT LR B3R

1 B EEEE G B RB KRG, W pSM BB &8 A B IR R ATIA .

2. fEFSEH, #FIF LT PSM ->PSM Configuration (PSM BLE), K% 4-1 Fin.

3. %% “Telnet Huawei Firewall Target Resource” ( Telnet Huawei [ k&5 H bR 856D 7E 5L
Jiti, SRIGIE—F “Next” CF—#), W FAR:

Choose Target Resource Implementation

Implementation: |Te|net Huawei Firewall Target Resource j

Mext

[ 4-51: #FF Telnet Huawei [ K15 H br 85 JRSE
R o L
Create Target Resource

*Target Resource

Target Resource Id: Name:

Description: Version : -1
Implementation: TelnetHuaweiFirewallTargetResource ESSO Template Files Modify
Segment Remove
Attributes | Connection : Shell prompt
Attribute Name Attribute Value Remark
Update Password Mode Reset (default) Default: Reset
Privileged Credential for Reset Password v

Save Cancel

E& 4-52: SIEET Telnet B9 Huawei BSXIEEIFERE - B

B EO7 E s — BUm A, B H AR ID. AARR. IR RS, SETf. ESSO AR
SR o

BN OSBRSS . MR R, s RN RS E LS
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o
EE:
* FoNGRHI B,
RIS % 431 H WA, RTERT RG0E UBTERE Z 3.
TH R AAH RS B
N7 AR A I i A -
mEE
ARy B AR SR AR I IR 55 2 e A5 B @ 1%, a0 R s

Arttributes Shell prompt

Attribute Hame Attribute Value Remark
*Host |
Port | Default: 23
Timeout (in seconds) I Default: 5

Bl 4-53: fiZETF Telnet §Y Huawei PEXIEEIREE - &1
B Shell &R
IEFRRE AL i B B B S PR shell $-7RIJETE, 1 shell 74, WIF Fs:

Attributes : Connection | Shell prompt

Attribute Name Attribute Value Remark

Login

Enter login username prompt Default: _*[L|l]ogin.*

Enter login password prompt Default: .*[Plplassword.®

Shell prompt Default: =

Enter Superuser password prompt Default: _*[P|plassword_*

Superuser Shell prompt Default: ]

Succeed Login As Superuser message Default: .*[P|p]rivilege note_*®

Update password

System command Default: system

Succeed execute system message Default: .=[C|c]trl.®

Default: local-user Suserld password cipher

Reset password command
L EnewPassword

Save command Default: save

Exit command Default: quit

B& 4-54: 8IiBETF Telnet 9 Huawei PHXIBEEIFEIE - Shell 125
4, $&—F “Save” (fRAF) RARMFHEM, B#E “Cancel” (HUH) KREUHHERAE.
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4.13.2 BENEEETF Telnet f Huawei PiXEEBIFESE

FEEIR A G FRFET Telnet 1) Huawei 5 k8% H AR IR, BB RO RS E ERK
Windows Hir#IE (41 4.3.2 #0R), ESE LT NE

4.13.3 SIEHT Telnet f Huawei BiXIEBIRSE

QIR T FRIGIET Telnet (1) Huawel 5K L FRVER . EPE 53T LUBFS A% H - ShdBol i 22
RAGKH TS5 BRADRERIMEZRE Windows FRVIE (W_433 HAHIR),
WEH LI N,

4.14 EEHETF SSH Y Huawei PXIEEIFETR

4.14.1 8JiEEF SSH Y Huawei BiXIEBIFSE

F OB T SSH 1) Huawei B k8556 B, iEHAT UL R

1 B EEEE G B RB KRG, W pSM BB &8 A B IR R ATIA .

2. fEFSEH, #FIF LT PSM ->PSM Configuration (PSM BLE), K% 4-1 Fin.

3. %% “SSH Huawei Firewall Target Resource” ( SSH Huawei [j-k#% HFrEyE) 1E 5L,
RIGH—TF “Next” CF—2H), W TFHiR:

Choose Target Resource Implementation

Implementation: |SSH Huawei Firewall Target Resource j

Mext

Bz 4-55: EEETF SSH i Huawei [5G EHREIRSENE
N7 B AR

Create Target Resource

*Target Resource I *Target Resource I
Id: Hame:
Description: | Version : -1
— I ESS0 Template =
Implementation: S33HHuaweiFirewallTargetResource Files Maodify |

Segment I Remove |

Attributes | Connection : Shell prompt

Attribute Name Attribute Value Remark
Update Password Mode Reset (defauit) Default: Reset
Privileged Credential for Reset
Password I_L,

EI Cancel |
Bl 4-56: SiZETF SSH B Huawei BEXIEEIRER - B
PRAER LTI S —BURYE, I HARTEIUE ID. AFR. FEIR. RRA. SEHE. ESSO ARAR
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SCAFFIBUEA o

BRI OSBRI RS, e E RN R GE LS
.

£k
* FORIREIB M.
TAIIZ%E 431 W NE, RTERT RG0E USTEREZ 3.
TE AR B
T RHARIRZE VLA«
m AR
IR AL B AR R UEAAE I IR 55 2B HE BB Y, 40 R s

Attributes Connection | Shell prompt

Attribute Name Attribute Value Remark
*Host |
Port | Default: 22
Timeout (in seconds) | Default: 5

E* 4-57: 83BEF SSH A9 Huawei P5XISEIRSIE - EE
B Shell &R
BEFRZAL S b PEAE B SEBR shell $27-H0 @M, A1 shell fiv4, 41K Fis:

Attributes : Connection | Shell prompt

Attribute Name Attribute Value Remark

Login

Enter login username prompt Default: *[L|[Jogin_*

Enter login password prompt Default: *[P|plassword_*®

Shell prompt Default: =

Enter Superuser password prompt Default: *[P|plassword_*®

Superuser Shell prompt Default: ]

Succeed Login As Superuser
message

Update password

Default: _*[P|p]lrivilege note_ *

System command | Default: system

Succeed execute system message | Default: *[C|c]trl_*®

Default: local-user Suserld password

Reset password command | Gipher SnewPassword

Save command | Default: save

Exit command | Default: quit

El&E 4-58: gUiEEF SSH #9 Huawei PHXIEEIRSIE - Shell 125
4, ¥%—F “save” (RfF) RIAMFHEM, B “Cancel” (HUH) KREUHIRAE.
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4.14.2 BRNMEEETF SSH A9 Huawei BHXIEEREE

FEBERME R ERIFET SSH B Huawei B kb HAREYR, BB RMUERNEER KK
Windows HAREVE (41 4.3.2 F2FR), iESH1ZH 0 WA

4.14.3 E1BHTF SSH 9 Huawei XIS BEIRESE

A T ZORINEET SSH 1 Huawei B Kt H bR BEUR, B B0 DUSTEEAC H . GBI BR 225K
2k H, T RO A AR A R EE K 1) Windows HARBIIE (W1_4.3.3 EFoR), 1
XL NI

4.15 EIPETF Telnet f Huawei {JiEIFEE

4.15.1 SUERETF Telnet £ Huawei IR BIFEE

HEQEH T Telnet ) Huawei VI#:25 H, EHAT AT B8R

1 B EEEE G B RB KRG, W pSM BB &8 A B IR R ATIA .

2. fEFSEH, #FIF LT PSM ->PSM Configuration (PSM BLE), K% 4-1 Fin.

3. %% “Telnet Huawei Switch Target Resource” (Telnet Huawei YJ#t H AR TR ) 1E 5L,
RIGH—TF “Next” CF—2H), W TFHiR:

Choose Target Resource Implementation

Implementation: |Te|net Huawei Switch Target Resource j

Mext

E& 4-59: #EETF Telnet § Huawei {IEEIFSELNE
N7 B2

Create Target Resource

*Target Resource Id: Target Resource
Name:
Description: Version : -1
Implementation: TelnetHuaweiSwitchTargetResource ESSO Template Files Modify
Segment Remove
Attributes | Connection : Shell prompt
Attribute Name Attribute Value Remark
Update Password Mode Reset (default) Default: Reset

Privileged Credential for Reset Passwaord v

Save Cancel

Ex 4-60: )i EETF Telnet #Y Huawei tNiBEIFEE - BiE

B EO7 s — Um A, B H AR ID. AARR. IR RS, SEf. ESSO AR
AR BAE AL

BRI R OSBRSS . MR BRSO E AR BER RGE LS
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o
EE:
* FoNGRHI B,
RIS % 431 H WA, RTERT RG0E UBTERE Z 3.
TH R AAH RS B
N7 AR A I i A -
m EE
BERREEEL S A H bR IR I AR S5 R (5 B g e, R s

Shell prompt

Attributes Connect

Attribute Name Attribute Value Remark
*Host I
Port | Default: 23
Timeout (in seconds) I Default: 5

ElZE 4-61: SEETF Telnet B Huawei tNIREIREE - &8
B Shell &~
PEFRE S i R PR B S2PR shell 3RHIEME, F1 shell /4, W HFR:

Attributes : Connection | Shell prompt

Attribute Name Attribute Value Remark

Login

Enter login username prompt Default: *[L|llogin_*®

Enter login password prompt Default: *[P|plassword.*

Shell prompt Default: =

Enter Superuser password prompt Default: *[P|plassword.*

Superuser Shell prompt Default:

Succeed Login As Superuser
message

Update password

Default: _*[P|p]rivilege note_®

System command Default: system

Succeed execute system message Default: *[C|c]trl.*

Pre-reset password command Default: local-user Suserld

Reset password command Default: password cipher SnewPassward

Save command Default: save

Write configuration prompt Default: *[5|s]ure.*

Write configuration command Default: y

Leave existing filename unchanged

- X "
prompt Default: _*[Ujulnchanged.

Owverwrite prompt Default: .*[0]o]verwrite.®

Owverwrite command Default: y

Succeed overwrite message Default: .*[V|v]alidating.®

Exit command Default: quit
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BlE 4-62: 8iEETF Telnet 9 Huawei {HRBEIREE - Shell 125
4, ¥%—F “save” (RfF) RIRAFHEM, BL#HE “Cancel” (HUH) REUH#RAE.

4.15.2 BSHENEEETF Telnet fY Huawei {EEIRSE

EEBRLMEELERNIET Telnet 1 Huawei VIH: HARETE, SR BMIEEMEEERT
Windows HAREYE (41 4.3.2 FR IR, iESHiZE 0 WA

4.15.3 EEHETF Telnet Y Huawei {Ji&BiIFER

B T ERIIET Telnet 1) Huawei VI# H AR BTG, B EE o] DUEHRZE H - YufE ol bR 2R
W& H, X s IR R g 4R A BR Z 3R (1) Windows HFREVR (40 4.3.3 #0FR), ik
ZHALIR T WA -

4.16 SIBHETF SSH AY Topsec Pk EIFEIR

4.16.1 gUZEEETF SSH A9 Topsec PHXIEBITER

FEANEBNFEET SSH 1) Topsec B k4% HARES H, EHUTLA N S I8

1 BRG] B R RS, W1 psM B &8 A E IR E A .

2. fEEIEH, KFFF D PSM ->PSM Configuration (PSM L), MEE 4-1 FiR.

3. i%E#¥ “SSH Topsec Firewall Target Resource” ( SSH Topsec [5 k¥ H ARG 1E A SLit,
WIGH—F “Next” CF—2H), W FHR:

Choose Target Resource Implementation

Implementation: |SSH Topsec Firewall Target Resource j

Mext

ElE 4-63: #IFETF SSH B9 Topsec BiXISEIFEELIE
N7 R
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Create Target Resource

*Target Resource I *Target Resource I
Id: Name:
Description: | Version ; -1
S ES50 Template =
Implementation: SSHTopsecTargetResource Files Modify |

Segment I Remuove |

Attributes | Connection : Shell prompt

Attribute Name Attribute Value Remark
Update Password Mode Reset (default) Default: Reset
Privileged Credential for Reset -

Password lj

Save | Cancel |

Ex 4-64: SJEETF SSH B9 Topsec BEXIGEIREIR - B
BEds i B R E, B H RSB ID. AFR. IR RS, S, ESSO AR

SCAFRTBAEAT

BER N7 S SRR . IR R R ERRAE, e E BRI R GE LA
.

i

* Rl B,
BATLAZ% 431 MRS, RTRT RG0E URTERTE LU .
AR RAE B
N7 F AR 5 A -
mEE
WEFRZ ALy H AR SR JRAE A (1 IR 25 28 e S B, W R B

Attributes | Connection | Shell prompt

Attribute Name Attribute Value Remark
*Host |
Port | Default: 22
Timeout (in seconds) | Default: 5

Bl 4-65: 8i2ETF SSH Y Topsec PHXISEIREIR — &
B Shell 3R
BEARAE A ET WU R P FISERR shell SRRHREE, R shell fr4, 1T PR
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Artributes : Connection | Shell prompt

Attribute Name Attribute Value Remark

Login

Enter login username prompt Default: _*[LilJogin.*

Enter login password prompt Default: _*[P|plassword.*

Shell prompt Default: #

Enter Superuser password prompt Default: *[P|plassword.*

Superuser Shell prompt Default: #

Update password

System admininfo modify command Default: system admininfo modify

Reset password, enter username

e : -~
prompt Default: *[llilnput manager's name.

Modify name prompt Default: _*[M|m]odify the name_*

Modify name command Default: n

Modify password command Default: y

Modify password prompt Default: .*[MIm]odify the password.*®

Enter password prompt (reset) Default: _*[P|plassword *

Confirm new password prompt

(reset) Default: _*[R|r]e_enter_*

Modify privilege prompt Default: _*[M|m]odify the privilege_*

Modify privilge command Default: n

Modify VSID prompt Default: _*[M|m]odify the vsid_*

Modify VSID command Default: n

Modify comment prompt Default: _*[MIm]odify the comment.®

Modify comment command Default: n

Reset password successiul
message

Default: _*[5|s]uccess.®

Bl 4-66: giEEZETF SSH HY Topsec BHXIEBIREIR - Shell 25
4, ¥%—F “Save” (RAF) RIRGFHEM, B “Cancel” (HUH) REUEERE.

4.16.2 EHRMEEETF SSH #Y Topsec PHXIBBEIFER

A TR F ZRIFET SSH 1) Topsec By kb HARGRIR, DERR IR RMAF ZR K
Windows HFRBIR (41_4.3.2 A FIR), ESH LT NE.

4.16.3 SIEHETF SSH Y Topsec Pk IEEIRER

QI T EORINEET SSH 1 Topsec By i HARBEIR)E, B R AT LUE R H . G B BR 25K
A2k H, T PR G A A R 2K 1) Windows HARBIIE (W1_4.3.3 E7rffios), 18
S G N

4.17 }3SSO B&IBH PSM BirER

PSM HARGHIHATACE 5, 5 USO B4 LU M AT SR RS L s (SSO) Tfig. SR,
AP SAE N E TR X PSM B AR BIR, T AE 53 ML $ R ORI
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5 (RISHEEME

BEEE IR PSM LR IS4 1) 2

51 &N
TEARIR T 2 AU 1R HE 7 2R 1 psM H AR BEIE e, 7 38 o2 n] DA4R 2245 3 PSM {R G4 - PSM
TR —Fh A%, CASEEER, Bl EIES EME IS0 &Y, A EIER]
DU B4 52 1R B8 A6 DA K R IR 2500 SR o BRI ARH A — NS N & 5548, SRR B
HEMOEHAE FIE. —MEIENAEE T — AR FE .
NI E PSM RGta, B HACEE LUFRKAE, &3 o n] DO AR H A NAZ 24,
IRIGIRNMEH .
Bk
EH AW 5% pSM B SIS B 3 A, RT R TERAT ST
%, AT B A A TR A 15 B,
EEH T ERIRIG A 5, &R ] DLAR S BLEDR R IERRES, WS 7E R T & AR
HARFEIAF N 2

5.2 8 PSM {RPE7E

HEAIEHN PSM RIGH 2 B, AT AT PR

1. B EHEERN G TSR RS, W pSM B RIS & 18 B FR FE ik .

2. TEEEH, HFBH A pPSM->Safe ((RE2#5)  -> Create (A&, UWIFFiw:

i "9 ycm @ Help

UCM Configuration

Target Resource >

1 Safe » Search
Credential Tag P Create
Credential L4

Target Resource Store b

EF 5-1: (RISFEFIREIELR

T3 b 2

(V]
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Create Safe

*Safe Id: | *Safe Name:
Description: | Version @ -1
Artributes
Attribute Name Attribute Value Remark
Password Policies
MNew password will be generated based
N on the specified password format and
Password Mask & I will be updated to the target resource
upon checkin or manual reset
Default: NNOGNMNNNMNNN
MNumber of times clear password I Default: 3
is displayed after checkout Value should be from 1 to 10
If the credential's password remains
unchanged within the specified
Password Expiry Days then password
. ill be updated by the UCM Credential
Password Expiry Days wi
piry Liay Updater background task. (0 means no
expiry)
Defaul: 60
Value should be from 0 to 365
Specifies the maximum checkout
duration in hours for a credential
befare it is forced-checkin or changed
Max. Checkout Duration(Hrs) I to checkin overdue state by the Checkin
Owerdue Task
Default: 24
Value should be from 1 to 2400
Disable Password Update On
Checkin (default}j Default: false
Key Management
*Password Safe Key - =
Backup Management
*Credential Backup File Password | SetPassword | Minimum password length is &
characters

Last Backup File Generation

Applicable after PDF backup file
Required (default) password is changed

Stat
alus Default: Required

Specifies location of credential backup
PDF file.

Location of credential backup PDF I Recomended to use a shared drive.

file Default: |
S{ACMATRIX_HOME}/UCM BackupFiles/
S{SAFE_ID}

Add Custom Attrioute |

ﬂl Cancel |
B3k 5-2: SUEE(REEFE
PR ETT I S — B, BIANEREGAE 1D R, FlRFIRRCA

BRBER) R ITE L5 B AR 2, e E RYUE M E E X (P E SO g REE X
F R VEA- S E BUAE S, Bl FEUESRNS (5 8 555 . B 01 mT LUK R sl BR A AT B 2
X

#VE:
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. FTHABY:
 BIEE

“CERDUEER” ( Password Mask) JEMEEHRUE, BRZEBERIEMIZEE&N, o
FEEREE . P2 NNONNNNNNN. 250548 R T Frs:

Help

) Password format
"4’ “* A-an upper case letter
* a-a lower case letter
* 9-a numeric digit
* N-an alphanumeric character
* ~-any upper case or lower case character
* 1-a punctuation character
* W-a upper case consonant character
* w-a lower case consonant character
* V-an upper case vowel character
* y-a lower case vowel character %
Example
AAAAA9999 will generate a possible password of STRE2435
AafAz9999 will generate a possible password of ThEi7839

o
Bl 5-3: ZFEgk

<+ FHEREIRE

R H R B Al S AR )R EL” (Number of times clear password is displayed after
checkout) J& &k, R/MEIUETERIE PSM B RIS, FTIEZ A A] L PAAlSCATE 30
SR, TER 3.

< FHEEHIRE

“CERD IR (Password Expiry Days) &M &R E, SIESREIEN, HEmE%E
HHEM, MWAELEZDREEESEH. TREL 60 K. HRN 0 MERASEHLDT
. K2t PSM FEIF S HT s J5 S5 H HT .

& BRAASY H B 1]

“HCEAG IR (/NRE)” (Max. Checkout Duration(Hrs)) J& 42 FH T35 i I A e KA
HEFTA] AT A2 /N D o

& FERAE R ELE

“HERTNE 2500553817 (Disable Password Update On Checkin) J& 14, #5i% A True, A
EHNFEEEHAEAT 4, BARFERNGEHZEG. XE~ZE False.

& IR FE
“CERARIG R (Password Safe Key) & 14 e 52 48 FH FR N 25 25 5 .
< BB SRS

CALUE AR SCAF RS ” (Credential Backup File Password) J& 14 ¥R 58 e 1E 2540 SO B 2505 .
BORIEMKEZ 8 MRS

P
I AR UE S, B2 DA 7 SRk O Bl R
e Change of Credential Backup File Password (#5473 SCAF 255 1 56 250

e Successful System Auto-Update of Credential Password ({2 RS H A Th R4t H 8l
FED

e Successful Creation of the Credential CSELFEFIRLIHEIZE)
e Manual Update of Credential Password (il 2505 ¥ ) 5 87D
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EATLLSH I B: FRIEG AN AEREAR, REF I E S0 TN EFEA
* B &R SRR

“EOFT A SCAEHIVEARZS” (Last Backup File Generation Status) #R7€, PDF #&4n SCA4F#IE
FPRAS . TR ZSR CHIPED.

< EIE&4 POF SCHHIALE
“AEAFA PDF LA E ™ ( Location of credential backup PDF file) J& 45 & FEF &1
PDF SCAFHIAI B . RS AL =1 RS
3. SERmEZ)E, A% —F “Save” (fRAF) RIRFRK, B “Cancel” (JUH) K
HUH A -

5.3 EMEE PSM (RIEFE

LR AT TR PSM RIS, SIS BUE RN B TR Windows H AR (1_4.3.2
AR, BN,

FEAEE BRI PSM (RIGHI LI 5 (U F 7R 5-4 FE), 0B, PSRBT LA — IR
KR BT RIS BB, KB SRR AR, T 7% 55 Fim.
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View Safe

*Safe Id: DEMO-SAFE

Description: Demonstration Safe
Anrributes

Attribute Name

Password Policies

Password Mask &

Mumber of imes clear password is
displayed after checkout

Passwaord Expiry Days

Max. Checkout Duration(Hrs)

*Safe Name:

Version :

Attribute Value

NMIMNMNNMNNN (default]

3 (default)

60 (defaull)

24 (defaull)

Disable Password Update On Checkln false (default)

Key Management

Password Safe Key

Backup Management

Credential Backup File Passwaord

Last Backup File Generation Status

Location of credential backup PDF file

Custom Attributes
Custom Attribute

KRAZFRE © 2013-2015 Ziflz

PEK1

Fh AR AR AR AR AR

Required {defaulf)

! (default)
F{ACMATRIX_HOME}UCM/BackupFiles/
B{SAFE_ID}

Custom Value

ﬂl Back |

Demo Safe
1

Remark

Mew password will be generated based an
the specified password format and will be
updated to the target resource upon
checkin or manual reset

If the credential's password remains
unchanged within the specified Password
Expiry Days then password will be updated
by the UCM Credential Updater background
task. (0 means no expiry)

Specifies the maximum checkout duration in
hours for a credential before it is forced-
checkin or changed to checkin overdue state
by the Checkin Overdue Task

Minimum password length is 8 characters

Applicable after PDF backup file password
is changed

Specifies location of credential backup PDF
file.
Recomended to use a shared drive.

B 5-4: &F PSM (RPEFE
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Password Safe Key (PEK1)

View Encryption Key

= .
*Encryption Key Id: PEK1 ,(Ee';c,::‘,’:"g_“ PEK1
Description: PIN Encryption Key 1 Version: 1
Test Keylnfo |
View KCV |
‘ Attributes Storage and Key Wrapping :
Attribute Name Attribute Value Remark
Basic Key Attributes
Purpose PIN Encryption
KeyProviderld SystemKeyProvider Default: SystemKeyProvider

JCE Provider

JCE Provider Default JCE Provider S0 CHRtonra iy
Extension Provider

Key Parameters

Algorithm AES Default: AES

The version of JCE policy
files that are bundled in
the JDK 5.0 environment
allow "strong” but limited,
including key size

Key size 128 AR
limitations. For example,
by default maximum key
size for AES algorithm is
128 (SUN and IEM JRE).
Default: 128

Mode CFB Default: CBC

Padding PKCS5Padding Default: PKCS5Padding

Initialization vector ;

e SHAT_IV Default: SHAT_IV

View in main panel | Close. I

Bz 5-5: 5% PSM {RIGfE - ZWBERIGFEZA (MN=E5A )

B AT L% —F “View in main panel” (FEEHIRER ), KK T HREE FEM TR, 3H
“Close” (M) $2 41K AXTIEAE o

54 & PSM {RISFE

BT R PSM REGAE f5, SRR ATDIVE A H: i oiMibRER%H, X b gEds
DA AT B4 B2 3K 1) Windows H BRI (ﬁu 433 _4.3.3 W ATR), BB LN .

PSM fRIGAH B2 )5, A BEMIER .
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6 SiHREEE

e E T IR PSM AR IEAR2X O B

6.1 &N
EWZ AT EATATIR, ST ERET pSM RESAE G, & BE A n] AR 2L B PSM FEIEFRZS .

EUFFRZ AT LA, LA “Credential Tag —TypeValue” (FEIFFRZE-2KAUE ) XML, 1ENIEIF
H Al HER AT =

“HEUERREE” FRAR I
- CSREUEY fRINE, BRSBTS A EEAME.

R HARE, 1R E O AT DUE I 4 ME AT R G L SREESR BN ZR I FEIE. —4
ATV o A AT

TR E PSM R GLJE, A7 8 C 4 e SUUF I RIERRSE, & B 5% m] LU HASCH A B A B
SRJEBNEH

i
BT 22 PSM B PR ] 6 3 T BRI T - PSR AL SR T RRSST EAT T O E B S
JIT it L A 0 R B BR R AH SR A5 R
BT ZORM ISR, B R RS BRI IR, R N BN R
IR R

6.2 Bl PSM EiFiFE

HEAIEHN PSM IR H, AT LT AR

1 EdEHERGERI RS, W PSM B & 18 S PR p Ik .

2. TEEIEH, HBFF ST PSM->Credential Tag (JEiiFFp#:) -> Create (gY#E), WK Fizs:

it 19 ycm & Help

UCN Configuration

Target Resource >
Safe 4
Credential Tag » search
Credential P Create

Target Resource Store P

Bl 6-1: FiFiREFREPIELR
N5 B L
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Create Credential Tag

*Credential Tag

*Credential Taqg Id: | Hame:

Description: | Version : -1
Artributes
Attribute Name Attribute Value Remark

g
TypeValue M

Savel Cancel |
Bl 6-2: SIEZFIHRE
B BT i e — U M, BIInSEIE 1ID. SRR SR AARCA
BRI 7 i s B AR RS, BB E RGE X R .
A A

Blhn, #EREUE, HiERIKIBHE4 (byits platform), {511 Windows. Solaris 5%,
B G LLAE—AMEUEFRZE, B “Category-TypeValue” ¢/ “ByPlatform-Windows ”.
“ ByPlatform-Solaris” 5%, 7EX M7, “Credential Id” KN “IRA7, NiH
“ByPlatform”, 1 “TypeValue” N1 A “Windows”. “ Solaris” %545, U1K s:

Create Credenual Tag

*Credential Tag

Credential Tag Id: IEIyF'Iatfnrm Name: By Platform
Description: |Credentia|s To Be Tagged By Platform Version : =
Attributes
Attribute Name Attribute Value Remark
Windows

Solaris Upl
TypeValue M

| Add

B3 6-3: SIEEIETE - ByPlatform ({XKIBES )

Bk
* Rt B
TEH A RAE B
3. SRR G, EAILlE—F “Save” (fRFE) RIRMFHELL, B “Cancel” (HUH) kK
HUH#RAE
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6.3 EHHEE PSM FiHRE

FEBRAME R B RIE RN PSM LUEARES, DB R A E Z K1 Windows H Rt
B (n_4.3.2 FFR), ESH LB

6.4 S PSM FiEFE

B T ERI pSM RIEFRES, BH A ALUEEAH: MR ERMLH, MmiXs bR
FAL G 4B A R 2R 1) Windows HAREIR (1_4.3.3 #AR), iHSH LT NI

#E:
RERRRE O 2 )G, (NAVFE B TS, (ERA OV INBR FEIEARZE -
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7 SEIirsEwE

e EE AR PSM AR FE

7.1 @n

PSM FEIE (LA HIPRIE) FENLEE S, BlnARI 10 A, AT T AR
AR TARRS a3, DLBORI AV A5 B B0, Bansica e . R Mess &, MER i 554

PSM F&t R AL IR
m EUF

AR VL7 SO B bs BT A A 21 A FEIE (LAl AR IR« ARTIAE M FEIE
IR BT XA PR I, PP R AR LA X A SRS A

R SEAE A4 € A TR DL I, X RAL AR BT DR O R ALK SEIE s ot /2, ik
W LGB P S Ao AR IE (e, RIET A LSRRIk ), B8 F AR
USSESE

mHEE R

SRR T K S R AR R SR E, HI P K S AT BLZ: & Windows HFH 7
M5, AD S IKS, T UNIX IR P IKS, BT Hefh SCHRF K B AR B K S .
R B B SR FEUE N % Tt (A P I T0T, - P AT DA B, HE R AR IR SR A

— %, XEBPARAUEIER AT, UERTEIEH K-S 2 R A SR, AT A
T I R R 5E K
RED- ¥
X TEET Windows I HARBEE A FPIK S, AR FEUENAIA “EHEE” BUR;
XFT2ET UNIX B BARBEIE K S, AR R UE A “root” ALK
XFT2ET Cisco W HARBIEA PIK S, AR EUENAA “157 BIR
 EEAFKS

ZARMRRT & LU AR RIE: BEKSER, 7 B 8 “root” R, HATLL
PAT IR RE - (I 1 3 S FE IR FIT 8 X A5 B 0, FH P AT RASZ ELAS: H X P R IR SR A

EEE, HRRENReRMESH P IKS, PlsET Cisco HIHEAREIR, Joikisnt
PSM EHIZS RAZ EAGH, AN AEIEIE XML-RPC APl BRI 52 %

RIS, 2 7 K5 52 B LA 8 S 21 H AR IR PR, W SEE DI RENK 5 (R 5 ThRE 1D)
A TARBERM RS, RAEG R Z AR PR .

m RIETIREKS

ZARMRFBIER S A HE R, YUK 58 52 2 B8 3 2 H AR B A PR i,
RS B TR EARE . AR EE, P A B

B RIEMRKS

X — PRy A AL H BR BT AH OC Rl (K R IE, X P B ARBEE 2 RDP HFR¥TJE (RDP,
& Remote Desktop Protocol 145, RPN FEUEZLEV] M ROP HFRBIIE (s
se 2 BRAI Window 2R 5545 I EAE AR K S . A2 R S H 3 73 BiAX
— MBI OCIK S 2575 R ¥ . ILRB MR, P RiER HATH

FRINBLE PSM RS )n, 2 Tdee CHISEIE, &3 0 B th ARG B U, R .
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PSM EUFEERY 5 3 B T

PSM HRALSE AL BE I AELA A HE 51, DUE [ B e 287 1) H AR YRS J AR IR S R, X Hbx
BIRGIUNAE FE T IDBC RS #% . FET UNIX RSS2 FE 3 H R RS54 . XA ThRE & H 5
G5, A LLZHEE B AccessMatrix IR 55283k 1E4T .

PsSM IR TRSEE R

TEBEATAT PSM SEIEZ BT, BB L AUEHRE, CAFA0IE THILH PSM H br B 5 AR
i

BN, T 2 AR S5 2 0 B AR BEIR, 78 B0 1 HE 63 O SR B R AR S5 2R G 1R B
B RJE, A/ S B S 5 RSB E & . FBEFa &2k N s Bty
A PSM 2 H G, DIFRERER (TENWIIAFEIE) 3 AccessMatrix %247 E M :

— Target ResourceName

— Target ResourceCredential User Id

— Target Resource Credential Password

7.2 EEEIE

7.2.1 SIESEIE

BRI ARIE, 1EHAT DR P

1. EUEEESR SR RS, W psM B 6@ A EHIERE T .

2. R, FRFFH A PSM->Credential (i) -> Create (8Y&), U1 FFimR:

ort ' ycm ¥ Help

UCM Configuration

Target Resource 4
Safe >
Credential Tag 14
Credential P Scarch

Target Resource Store P Create

Bk 7-1: FiEFREEIR
3. IEFF “Credential” {ENEA, IRJFIEFZORIGOREARAT ARG, W FPR:

Choose Credenual Object Class

Type: |Credentia| j
Safe: IDEMO—SAFE 'I
Target Resource: |DEMD—WINDOWS—TARGI J

Mext

EF 7-2: @&iFRIEMHEE - KiE
¥k
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MEREEORI AARTRIE, 42— “..7 %41, R EIRESRA ARSI, a0 R oR:

Search Target Resource

Target Resource Id: IDEMO*

Target Resource Name: I

Target Resource Store: I vl Search |

Total Records: 1 Page 1/1
Id Hame IR TIOEE Description
Type
& DEMO-WINDOWS-TARGET- Demo Windows Target  Windows Target Demonstration Windows Target
RESOURCE Resource Resource Resources
ok| cancel |
BlE 7-3: EXERBIREIR
EFEEOR HFR R, RJE4E—TF “OK” (k).
4. MRAERMMEE, HS FIHENEA, WRER:
Create Credential
*Id Description
Type Credential Status * Activated U Disabled
Usage % Interactive only ' Non-interactive only Credential State Available for check-out
Basic | Security Policy | Last Operation 5tatus @ Credential Tag : Use Case | Usage Info
Safe DEMO-SAFE
Target Resource DEMO-WINDOWS-TARGET-RESOURCE
*Userld I
*Password |
*Werify Password I
Werify Login | Savel Cancel |
BF 7-4: SUREIE - B
BrRER E TR 8 — &M, R R
JatE | ik
FEAIE 1D
Id T ZEEY 3, RIEEHRENH NS, KR T#HR
CHIEZE e R
ik FEAE )ik

KA Pk i) S UES 7Y

FUERPIRA R B R RaE s 2 —
EER B AT et AT
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BRI, MR EASARR AR 2 —,
ZHAFRR, BEA U Bt . AR BN RS, &

e VAR BEIE I PSM 58 R 2 AL
AT, T R
AR CEAER AR, BT PR TR 2 e,

FIg 7-1: RrENENE
HIE:
* RN DR R
PRI i S A REE, W PR
m HEAf (Basic)
KRFE—MRE, BEERIENEREE, BENTR:
JA | ik

PRI A P MR A 1D,

HARBEIR P FLRRHE IR 1D,

i 1D FHREBE F R VRO 2 1D
i 5 RAT D AR

S TN b7 T LUK

FHg 7-2: BitiEtE

EHE A DIGIE S REE, LA T “Verify Login” (BGUES3) %4, WEZER 7-4
Fise HEAERRT, FhHERE DB HI:

Information

Test Connection Successfull

v
oK
B 7-5: MIEER (RS ) A
Fi R “OK” (A R
5 R SR A
RS
BRSO S O R L A s
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Basic | Security Policy | Last Operation 5tatus : Credential Tag : Use Case | Usage Info

Required Approval Levels IE

Force Check-in & True € False
Allow Concurrent Checkout & True € False
Auto Password Update & True € False

E%& 7-6: SiZRIE - REREE
TS RS R R B VR AR IA -
JB | 1P
FLHE A SR 3R A FEUETE SR T ZOR At o] .
R IIHEHES & 3 Al o
Bln, FHEN 2, WIFRRFEIET ZA52 2 MO HIAtHES,

AR o

TR [ 2 ) PSM C4l¥ 1, FBIUEA By 0 #HEHEZ, tmt & it
#Eo XFERIE, A RIS R LA B X BRI, Ka
EALHEE K.
i

#i1E “Usage” () #A073%+ T “Non-Interactive” (E
RLHAD, MEAKSAER, He AR,

PEIETS VR RS, SRR I R 5, B 3h5m sl FE ek
N

L OV #iE:

#i(E “Usage” (D) #4673+ T “Non-Interactive” (HE
ZEHAD, WS AEN, Ha 3R

PRI VR RGURE 5 Fe VR 2 M
#iE:

FVFH RS H
FIE “Usage” (D BALEFE T “Non-Interactive” (JE
THAD, WEMKESANEH, HaH3hRE.

H ) % 0 5 MRS F RS, &5 AEIEEH B3 %,

*xhE 7-3: REFREEYE
B BRHRIERE
BEFREE B FEIE R B R BRI EIR S IS R EUE 2, W s
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Basic | Security Policy | Last Operation S5tatus | Credential Tag : Use Case | Usage Info

Last Verify Login Result -
LastVerify Login Message -
LastPassword Update Time =
Last Password Update Result -

LastPassword Update Message -

Bl 7-7: UK - LRIRERS
N7 FAE N SRR B L VR AR R

B ik
BB U i%fﬂﬁﬁ’ﬂ%)ﬁ%ﬁ%\ FARFPIRAS , ot /2 1 2l Bk T
SYEL AR P, R GHAT I B e & Rk 2l L R 15 2
I A BRI ] e Y SR ) H YT 1 T
o 2 i%ﬁ?&ﬁﬁ‘]%)ﬁ%ﬁ%ﬁ%ﬁ%ﬁﬂﬂﬁ%& AL A A8 2 B T
e Ja E R E B RGIAT I e A5 S 2 AR (Bl 15 2

F*=ME 7-4. EXRERSEHE
B RIS
RSB SRR T G, T PR:

Basic | Security Policy : Last Operation Status | Credential Tag | Use Case : Usage Info

Credential Tag Id Type Value

IEIyEnvirnnment vl ST = Add

B 7-8: SliZRIE - KRS
U7 A N TR AR PR TR A -

B | iR
FEUEPRZE 1D Tk (AR UEARZE 1D
RAUE T (AR UEARSE (2R R

FE 7-5: RHFZEREMH
B ¥ M Use Case
UEAR 23 H bR R EE S I ST IR R B TSI R, a1 R Fis:
#i#& Windows / JDBC / AS400 / RDP H #5 #tJAi:
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Basic : Security Policy | Last Operation Status : Credential Tag | Use Case | Usage Info

Restrict usage ofthis credential to this RDFP target - -
resource Target Resource Storel- ” - |

Bl 7-9: eUEREIE - (%6 : Windows/JDBC/AS400/RDP HiF&ER
A% UNIX H AR

Basic | Security Policy | Last Operation 5tatus @ Credential Tag | Use Case | Usage Info

Option to checkout with this superuser credential I vl
Restrict usage of this credential to this RDP target
e Target Resource Sturel- "”- VI

B 7-10: SFEEIE - EAXRAI : UNIX BIRElR
& Cisco HbR& R :

Basic : Security Policy | Last Operation Status : Credential Tag e | Usage Info

Option to checkout with this superuser credential I vl

Superuser (Enable) account to change password I vl

Restrict usage of this credential to this RDP target
resource Target Resource Storel- v" vl

B 7-11: SEEIE - EAXRA : Cisco BIFEIR
R R B M P
Rt | ik
S8 B B RO R 77 1D BB
RGP R i |
T IXZ1E UNIX/Cisco HARZEEMAM . 27 PSM &5

ARG R, B8 “Use superuser credential”
F AR P AR ke,

B OR D K5 AE S | FREi@% M) 1D, wiadm ks (T8 Cisco Lk
i IR TP

RAEIFIE € RDP HARKIE ID N EBIAMER H AR5 ),
PR SR Ttk RDP

Sy TN A IR FEAE I S 5, A A3 SRS
i 25 B K.

Fig 7-6: (ERAXRGIEE
m FRER
BEARBE L& R TR R S i . B AR BE A AR SR, iR
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Basic | Security Policy | Last Operation Status : Credential Tag : Use Case | Usage Info
Date/Time Userid

Last Checked Out -

Last Approved =

Last Checked In -

BF 7-12: SIERIE - ERER
IR SR e R AR DSV e R e R E R K i Py
JB | iR

T R P B J R S/ R), ANBRAT BB A L 1

Rt i FH P D,

A5 R Y i Je AL A ) F S/ a], A S b v A HE 1

Rt REGBERELS I,

UeA 5 SRR R B JE AN H IS 6], ANAAT S a A N 7
REMIHF 1D,

Fg7-7. EREREME
5. F%—F “Save” (fRfF) RORAFH L, 5 “Cancel” (HUH) SREUHERE.

EARFERE T G, 25 EER “Usage” (ED) JBYEECH “Interactive Only”(ﬁscffi),
F1 “Required Approval Levels” (CELRIHEAES D WoNdE 0, BafbREHn, T
e & EUR AIE K& A (R TAERAE M e, W ATs:

Information

BJERIA

Approver in Group or User Role not selected.
OKl

ElZ 7-13: SiZ2RIE - TERIERG
"1 “oK” (Hih) RKHEEE M.
RENFEIEE B TR M O, E2E T 7.24 O NE.

7.2.2 BHMEERIE

FEERME G EREIUE, PRSP RAAE ZRM Windows HFRTTIR (41_4.3.2 35
i), 1HSH LT N

7.2.3 EBREIE

B 7 ESREIE, FE AR UEHAH: WmEEMBRERILE, XD B2 i
FAMH 3SR 1) Windows HFREVR (W1 4.3.3 FATR), iESH LT NE.

#ZVE:
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YR FEIE I, FEUERBE SO 233 PSM R 4Gt. 5K CL B T BalE D)
BE, PSM Ko R¥E & LD Sens, HIVERBENL DS, FF5EH e 2 AccessMatrix FlISLfR

ERN e/

7.24 ERT(EREAG

NTEFTAERFE MG, Wl EiERiERE it , EARMEEZREIE, B
7.2.2 iR, SR 1 — 1 “Manage Workflow Roles” CE ! TAEJFE A E) #%4, 40 FFir:

View Credential

*Id DEMO-CREDEMTIAL Description Demo Credential
Type Credential Status Activated
Usage Interactive only Credential State Available for check-out

Basic | Security Policy | Last Operation Status : Credential Tag : Use Case : Usage Info

Safe DEMO-SAFE
Target Resource DEMO-WINDOWS-TARGET-RESOURCE
User|d userid
PESSWUFC‘ vvvvvvvv
Editl Manage Workflow Raoles | Delete | Backl

B 7-14: SR - EETIEREAG

N5 b 2

("]

Manage Workflow Roles
Requester | Approver

User | Group

Userid Action

Search | Add
Save | Cancel |

B 7-15: SERIE - EETEREAS (IEREMIES )

i3 P R 7 B SR

7E “Requester” (IFRE) #r28 , & E@IEH P R BCERERE, #%—F “User” (H
F TR, R4 —F “Search” () REFHRFIERZ R FERE, W RHR:
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Search User
User Id:

User Name:

User Store:

Total Records: 1

Id

¥ DEMO-USER Demo User Demaonstration User

[DEMO*

IDefaultStnre 'l

Page 1/1

Name Description

ﬁl Cancel |

Search |

Bl 7-16: SEEIE - EHRAHIERF
He T “OK” (A, SRIEH—F “Add” CHIID KHUMBT&IG 2 BI513e, R pim:

Manage Workflow Roles
Requester | Approver

User | Group

Userid

DEMO-U

SER

Search |

Save | Cancel |

Action

Remove |

Add

Bx 7-17: SERIE - HiERE (AR ) EEITERERS
HEBBRITIERIAT, B — T “Remove” (F2FR) 424, #ASHRRSMERTIN, SLRVEH

PR PR B
B R R R TR TERE

1E “Requester” (IFRFEH) FRZETN, & B FFHL M L ERMIERSE, #%—TF “Group”
(BEA) THR%%E, ARIGHE—F “Search” (3#2) REFLALEFF ERIBLAE RE, W FFin:

Search Group
Group Id:

Group Name:

User Store:

Total Records: 1

Id

[¥ DEMO-GROUP Demo Group Demonstration Group

[DEMO*

IDefauItStore 'I

Page 1/1

Hame Description

ﬁl Cancel |

Search |

B 7-18: EERIE - SHikFaFH

fZ—"TF “oK” (i),

KRAZFRE © 2013-2015 Ziflz
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Manage Workflow Roles

Requester | Approver

User | Group
Group Id Action
DEMO-GROUP Remove |

Search | Add

Save | Cancel |

BF 7-19: 2SI - Ai5KRE (HERS ) SRTERIERGEEE
FrERRTIEEEA, 15— T “Remove” (F2f%) 1%4l, WA SITERMERIN, SRR
HMNF R R
D PN D 5 AN i R -
7t “Approver” (HLHEHE) W8T, B IEH P R B E R ftES, #%—F “User” (H]
)i') TARZE, SRJEHE— T “Search” (FZR) RAFRFIEFZ R P HLHEE, WK% 7-16 A
No

—TF “OK” (BN, SRIE A PR EREMEL N, #%—TF “Add” () SR prik
PR P EIBIR, R FR:

Manage Workflow Roles

Requester | Approver

User | Group

UserId Approval Level Action

DEMO-APPROVER-USER 1 Remove |
Search | 17 Add

Save | Cancel |

El#x 7-20. EEEIE - HiLES (ARES ) SRTEREAGER
GEBBRITERH T, E%—T “Remove” (B[R #%Hl, FASTRARMBRFAIN, SLEDEEH
FIMBNZE AL R
B B B 5y B SR
1E “Approver” (HIitEE) PN, FHEGEN BELH 25 40 Fe R S, #%—F “Group” (Bf

4 FAR%E, RIAH— T “Search” (HFR) RERAE LR B MAEE, WKL 7-18 P
VAN

f%—"F “OK” (W), SRIEUREALTRE ZORIHEESN, 1%—F “Add” GBI SRIE 0Tk
MIRRALRIZIR, T Pos:
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Manage Workflow Roles
Requester | Approver

User | Group

Group Id Approval Level Action

DEMO-APPROVER-GROUP 1 Remave |
Search | 1)7] Add

Save | Cancel |

Bx 7-21: EERIE - FiLEE (AR ) EETEREAGER

AR RITIERIREA, W% — T “Remove” (F2FR) 424, BASHIRMERTIN, SLRURHE
HAMFNER R

TR E BRI R E AL 5, 1ET%— T “Save” (RAF) RERFFH .

7.3 EEAESENFHNNEIE

7.3.1 GEEEIREEISNREIE

AR BRI EE A H B HAT LT B 8.

1. ERETEE A E R RS, W PSM TR b &l AL EIE B T IA .
2.

3.

EFSEH, HFIEETE PSM->Credential (FEiF) -> Create (£Y#E), WEFER 7-1 Fiw.

1% “Privileged Credential For Reset Password” (5 B & & 0 RFAUT AR ) 1EN2RT, SR
JE IR BRELR IR FE AN B AR BE R, B —F “Next” CF—2), W NFIR:

Choose Credential Object Class

Type: IF'riviIeged Credential for Reset Passwurdj
Safe: IDEMO-SAFE vI
Target Resource: IDEMO—SSH—UNIK—TARGE J

Mext

BFR 7-22: @#EEIEMEE - BELEBHRNTIE
#VE:
EAIBLS2 7.2.0 #09), R TR AT SR H R BT
4. VEIRGEPTIR LIS RIS B B AL, 1R s
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Create Credential

*Id Description
Type Privileged Credential for Reset Password Status % Activated ¢ Disabled
Usage i Interactive only ™ Non-interactive only ~ Credential State  Available for check-out

Basic | Security Policy | Last Operation Status : Credential Tag : Use Case : Usage Info

Safe DEMO-SAFE

Target Resource DEMO-55H-UNIX-TARGET-RESOURCE
*Userld I J
*Password I

*Verify Password |

Verify Login | Savel Cancel |
Bl 7-23: Si2AELEBISNNEIE - B
JREE R E — @, BRI 1D fiR . BB IRES . R AEIRIR S AL

BE# 0TI S BRSNS, EU SRR S REE . &
UAZH kg 7-1 FIERAG 7-2 5K T X L8 @ PR PR B ]

i
* Kol JE T

BT AR UGS ®ME R, FiERIE—F “Verify Login” (IUEE) %4, WwEZxR
7-23 . AURAENRTS, ERED CnEE 7-5 i) Bl

N5 R HAARRE A B -
B R

Basic | Security Policy | Last Operation 5Status : Credential Tag : Use Case : Usage Info

Auto Password Update % True  False

Bl 7-24: QIEZAERENHRNEIELL - 22K
AT ASFRAE 7-3 K 1 i JE PRI R IL -
B BRHRIERE
A LASH B L 7-7 A& 7-4 R T R LRI RGN IE -
B RIEARSE
A LA H B3R 7-8 FIFA% 7-5 R 1@ ML PR R IR

AR
SRR, H AR BERE R FEUE M H R B T8 %, 40 R TR
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Basic | Security Policy | Last Operation 5tatus @ Credential Tag | Use Case | Usage Info

Prelogin with functional id credential Ij

BEF® 7-25: IERRIE - {ERxR6
N5 R SR T BB R R VAR A -

fRETIRE ID SEUE, DUH T8 3 HArstiR, JUHZHH
FIThE 1D FEAE S B 5t bREEIEE UNIX/Cisco H bRt .

ThRE ID Sk, KrofE 7.5 M AR RIT R .

Fig 7-8: (ERAXRMFIEE
B FRER
TR ASF R 7-12 MRS 7-7 5K 1 @ MR VR IA .
5. #%—F “Save” (fRAF) RERFFEE N, B “Cancel” (BUH) KEUHEAE.

73.2 ERNSEEEITHSNNEE

A BN F ZOR A B RCE R EIER H, P ROE RIS Z A E ZRK Windows
HARBHIE (W1_4.3.2 B FR), I§SH51%E 0 WA

7.3.3 EERGESEEMISHEILE

BIRR T BRAOH T B TURA A AL FR, 47 BT LA AR H « Sl R % H
T PR BN R 2R 1 Windows FERVEIE (W1 43.3 MUMIIR), W55% 4
S,

74 EIEBHRARWKS

7.4.1 GIEBERARKS
HEQEBBGER N AH, AT LT R
1. @ EEEN G TR RS, W PsM B ERIES &8 A FIR FE AR
2. fEEZEHE, $RFBUH S PSM->Credential (fEiF) -> Create (#Y&), WIKIFR 7-1 Fiix.
3.

P “Superuser Account” GEZEH FIK5) 1EAZRA, IRPERIIREGFE A B b I8,
RIGH—F “Next” CF—#), 0 Fimx:
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Choose Credential Object Class

Type: |SuperuserAccnunt =l
Safe: [DEMO-SAFE +]
Target Resource: |DEMO—SSH—UNIX—TARGE J

Mext

Bl 7-26: EFERARWKSHKE
#E:
EATLLZ 7.2.0 389y, R TR AMATIE SR ZOR K H AR5
4. AEIRGEFTIR LIS BORIRE Froa s M AAEAL, W R s

Create Credenmtal

*Id Description
Type Superuser Account Status % Activated { Disabled
Usage " Interactive only ' Non-interactive only ~ Credential State  Available for check-out

Basic | Security Policy | Last Operation 5tatus : Credential Tag : Use Case | Usage Info

Safe DEMO-SAFE

Target Resource DEMO-55H-UNIX-TARGET-RESOURCE
*Userld I J
*Password |

*Werify Password |

Werify Login | Savel Cancell
EBlE 7-27: fiZBEAPWS - &
BRSO BT A — B M, BIUnSELE 1D HHAR . R IR AR IS AL

BRI OSBRI R RN, ERERIENERER . BT
PAZHRAE 7-1 FIRNE 7-2 %Tﬁﬁﬁ%}%ﬁ IR UL -

o
* FRor sl JE k.

BT AR B R E R, 77/2575?’37 T “Verify Login” (I&E & 5% %4, &k 7-27
. HRIERTh, EEED (WEFE 7-5 i) BB,

N5 REHAARZE A UL -
B BRI
AT IS RAE 7-3 K 1 JE MR PRk
B BRHRIERE
WA LIS H L 7-7 MIA& 7-4 R T @ IR TEAN A .
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B RIS
AT LA HEZE 7-8 ISR 7-5 2K 1Al & ME I TR -
m AR
AT LLZ 25 K3R 7-25 1A% 7-8 oK TR IR R TEAR A .
B FRER
AT LIS HEFR 7-12 ARG 7-7 5K T R 1t ) VR4 A
5. #%—F “Save” (fRFF) RIRAFEH, B “Cancel” (BUH) REUHERLE.

7.4.2 BXNEFBEHEARPKS

HEBHMMES ZROBHM K% H, DR RMES ZKA Windows H x5t
(t_4.3.2 F2FR), ESHZMINE.

74.3 EEBRARKS

QU 7 EORIEIH PR S % H, BHEATUIEHAH . SiEsiERERK%H, mixdd
DR AU G AT I BR ZEK 1) Windows HARBEIR (W1_4.3.3 HnHR), iSH %D WA

7.5 EEFIEN&ERKS

7.5.1 GIETIEVEREKS

HEQEH IR S % H, AT T B

1. EEHERGERI RS, W pSM B & 18 FHE FAR F k.

TEFFH, BN SdF PSM->Credential (JEiF) -> Create (GY&#), WK 7-1 Fius.

1%#¢ “Credential Functional Account” (JEUFDHAENKS ) 1E RN, SR fFIREEER A0 (RS
FER BT, BEE—T “Next” CF—2), W FHIR:

w N

Choose Credential Object Class

Type: |Credentia| Functional Account j
Safe: [DEMO-SAFE +|
Target Resource: |DEMO-SSH-UNIX-TARGE J

N
B 7-28: SIBEIENAKS - X8
&I
ETTAS% 720 M5, R T ARUITIS R0 H bR VA
4. WHHEITRBLHO R BORSUS T A BIATRARL, 0 F
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Create Credential

*Id Description
Type Credential Functional Account Status & Activated ¢ Disabled
Usage {*' Non-interactive only Credential State  Available for check-out

Basic | Security Policy : Last Operation Status : Credential Tag : Usage Info

Safe DEMO-SAFE

Target Resource DEMO-55H-UNIX-TARGET-RESOURCE
*Userld | J
*Password I

*Verify Password |

Verify Login | Savel Cancel |
Bl 7-29: Sli2EIEIDRENS — Bt
R BT A — B M, B SEIE 1D /AR SRAL IR AR S AL .

BRI OSBRI R AR MR A, ER S RIENERER . BT
LAZ 5 3RME 7-1 FIRAK 7-2 R T fiiX L8R fiE’JﬁéEHwEEH .

o
* ol
FEUESRAAGE A T AR LA %

] LSS R ?Mém Triksei%— 1 “Verify Login” (B2 38 #%40, WK 7-29
. HWIERD), (EEHED (KL 7-5 fin) ¥es .

N5 R HAARRE A B -

B R

R LLZH3RME 7-3 K TR TR PEAR A o

B REHRERS

WA LIS H B L 7-7 FIFRAE 7-4 R T MBI TEA IR .

B RIS

WA LIS H B L 7-8 FIA% 7-5 K TR IER TEAN A .

ARG

AR, DhREIK S O R, HACEH T Cisco HARBIIER, T HR:

Basic | Security Policy : Last Operation Status : Credential Tag | Use Case | Usage Info

Superuser (Enable) account to change passwaord Ij

B 7-30: SZFRIERENS — (ERZRA
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BRI LS HE RN 7-6 K T RSB ML E A RA o
B FHER
AT A% B3R 7-12 FIRKE 7-5 K T AR IB IR g A .
5. 1% —F “Save” (fR1F) RILRAFHED, B “Cancel” (HUH) RIBUHERAE.

7.5.2 BRINEFEIINEGEKS

HEBERMNMES ZRWFEIEDIREK S 2% H, DR RN EE ZR A Windows HAx 53
(tn_4.3.2 FIFR), ESH LI NE.

7.5.3 EREIFNEEKS

QI T ZEORIEIEDIREIK S 26 H e, B LUE B H . Sl sliiR 2R % H, XLt
BRI AN BR 225K (1) Windows HARBHE (W1 4.3.3 H 7R ), I§SH %MD N

7.6 EESIERMXKS

7.6.1 GUIERTIERXHS

BB HRIEM SRR S % H, TEHAT LT R ER:

1. AR E RS G S F B ARG, W0 PSM E EE ] £ 38 FH T HEAR m ATk

2. fEFEFH, LEJFSE PSM->Credential (fFiF) ->Create (GY#), WIKIE 7-1 Fion.

3. %FE “Credential Gateway Account” (FEUERIZRIKS) 1ENIEARY, SRFIEBEER I IRGAE
FHARIE, #EH—F “Next” CF—3), W FFR:

Choose Credential Object Class

Type: |Credentia| Gateway Account j
Safe: [DEMO-SAFE =]
Target Resource: |DEMO-RDF'-TARGET-REE J

Mext

Bl 7-31: EFFIEMXKS
U
EATLLZ% 7.2.0 887y, R TR AATIE SR H FR 5T
WA, L ROP H ARG IZE M T2 I IR .
4. VS IRAE TR AL HE BORIAE s A AL, W R P
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Create Credential

*Id Description
Type Credential Gateway Account Status % Activated © Disabled
Usage ¥ Naon-interactive only Credential State  Available for check-out

Basic | Security Policy | Last Operation Status | Usage Info

Safe DEMO-SAFE

Target Resource DEMO-RDP-TARGET-RESOURCE
*Userld |

*Password |

*\erify Passwaord |

verifyLogin | save|  cancel |
B 7-32: IERIEMXIKS - Bl
BEd i L5 i 5 — ek, AR 1D, iR SRR CIRAS L TR IEIRES AL .

FER N7 S S BMREE . BE— IMRBE R AR, EA S RIS RE R
UAZH etk 7-1 FIFeA& 7-2 5K T WAFEA & R PG U B o

i
* Kol JE .
SEUERMAGE ] T AR B A I Ot o

B AT USRS RE R, L% — T “Verify Login” (35 35%) 1441, W& 7-23
. HWAERNT, EEE D (g 7-5 i) KaHiil.

N7 H AR R U -
B CRARE
TERTAS LM 7-3 5Kk T @ tER PEgr iR
B BERERE
AT LS H KR 7-7 FISRA 7-4 5k T AR JE ME R TELR A .
B ERER
TR LS KRR 7-12 Mgtk 7-5 Ok 1@ I I VESRHEIE .
5. #%—F “Save” (fRfF) RIRFHED, B “Cancel” (HUH) REGH#RAE.

7.6.2 E}NEEEIINXHS

FEERMEGERIITIEN KK 5% H, DB R EE Z KM Windows H bR HTJE
(W_4.3.2 $BTFATR), ESH LT T NE.

7.6.3 EERIEMXKS

ﬁ’JLT;cj?B’J TIEMKRIK S4B 5, EHE AR VEE%H . WESMBRE R H, Mmixes
DR A Y AN B LR 1) Windows HARTEIR (W1 4.3.3 0 FR), iESH %0 WA .
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8 BIrKRFEER

PEE IR PSM H AR BRI fif O PR

8.1 &7t

H b FIRAAE B & P e U B AR BHIE SR . B AR BYRAAHE T LU ST, BIFE AccessMatrix
TR s e A, tn] L2 AN, BIFE Ml AN 2

AN H b BEIRAFAE A I I TG 2 RS saL ML (vw_target_resource, H B E B FF&2E T JDBC
I PG RIRRAE) RS B4, FEQIERERIY B bR R IRAAAE /T, 15 S e B 4 AH 5%
HI3ET IDBC I P A6 Ce s M E R EHE D .

8.2 (IEBIREIRFE

HEEVEHTR) PSM HARRIEAAE R H, HHAT LN P ER:

1. B EEEH G BRB RS, W PSM B P & 18 FHE HIR R ATA .

2. {EEIEH, FRFNIE ST PSM->Target Resource Store ( HEr EIRERE) -> Create (GY#),

LIRS
ort '2 ycm ¥ Heip

UCM Configuration

Target Resource >

Safe >

Credential Tag 4

Credential >

Target Resource Store P sgarch

Create
El& 8-1: BiREFFiEFRPBiEn

TR A L

Choose Target Resource 5tore Implementation

Implementation: |JDEIC Target Resource Store Handler j

ext

BElR 8-2: ikiFEIREIRIFiESCEHE
3. ERFFEORM R BHEAAEE SR, SREHE— T “Next” CF—2) fZ4IR4k4E.
#VE:

Har, A —FhsziZifinT H, BJ “JDBC Target Resource Store Handler” (JDBC H #r
FIRAEE AL FEES)

N5 B L
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Create Target Resource Store

*Target Resource I *Target Resource
Store Id: Store Name:
Description: I Version : -1
Implementation: JdbcTargetResourceStoreHandler
Attributes
Attribute Name Attribute Value Remark

*JDBC User 3tore I v|

Segment UUJID Column I

Add Custom Atirioute |

Save | Cancel |

Bl 8-3: SliZBirEiF=iE
B BT i e — U, B B AR B 1D SRR SR AT
BRI 7 o s B AEAR RS, B HE RGE X R .
B
* RN R

“JDBC FI it J@ 1 mT AN SR ) R 4t e X FET IDBC FO A P 424t , BV E FRiY
F:T IDBC FEHE FEI 44 F5K

“Segment UUID Column” (B{ UUID %)) J&M:, #RIIZE “vw_target_resource” i ]

“segment_id” F1| . &8 11 87 B 2 ER i 2 A LR 1) H AR BHIRAE A R AR T B 1D S A4 FR

M HAY 25 5E TN “Segment UUID Column” JEYEME G, RS0K N H br IR
MBSCRE . #ra)iiul, nIERZ MR &E B s IR .

4, SERIRE G, A LAE—F “Save” (fRAF) SRERAFH K, B “Cancel” (HUH) K
ETH 1

8.3 ERHNESHBRIRIFEM

A EBRANE R EORK PSM H AR BHIEAEAE, DB R R AN A S E R 1 Windows H AR BT
(tn_4.3.2 FrFR), ESHIZMITNE.

8.4 EI2 PSM BIFEREFE

QI 1 EORIN PSM H bR Bt )E, BT DVE B GBI ERZSR I H , TiTiX s
DRI AN R 225K (1) Windows HARBHE (W1_4.3.3 FO 7R ), I8 SH %D WA
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9 PSM REEE

LE TR PSM iR A R AR A

9.1 f&f

PSM LXK FTAT PSM & B B AT FITdh AT (1 ) 4 A8 AR IR A B B 3 8T LT i
SR HIHIE S, JAREE M HIERA RS, XCHGEMH T HEEEMRS

(R 5 RO 3UPT RE 2
(HIHR) BT,

PSM SR DU RN EEA I AR 7 B

i — R

HTML.PDF B CSVG #%=0), & #H 04 5l S5 AL B - 6 20 “ Auditor”

BEAR AR BEITA PSM AHSC AR RO RS 2 HIP AT ORI R AR (i IT a6/
ZER IR ), AR RAYAESE) RERFMHE R

ii. EiE-F P

SEAR AR MO DUN M ZOAE B 7 BCBIACE 1A 7 B AL, B BRI FR IR AR

WAE .
ii. FP-REIE

sk AR BT E T AR B EIE S B

iv. PSM &Mt

bR AR BRI AT SR I 8 B UE AT R I B e A 2 il A o e e o

bl

SRNTEMRLE FEEA [, DL R 1 R RO S DU A ke i) L

o
=

9.2 HfE—RBMHME

G E— RS, EPAT LR DR
1. JEEHER G FE RS, W PSM BT & i ik .
2. FEESER, $FKRFIFSD Report (7R ->PSM ->General Events (—#¢ZE/F), WK FTR:

KRAZFRE © 2013-2015 Ziflz

jon 4 Report '"“Cycm ¥ Help

Admin Privilege

User Login

127.( ESSO Entitlements

Events

Login Vioiation

Modification History

Monitoring

Segment »

SMS OTP Usage

Token 4

ucm » General Events
UAM Application P Credential-User
User Activities User-Credential

UCM Diagnostics
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Bl 9-1: PSM IR&SFHEea%IR
T B

General Evemts Report

Event Start Date [2012-06-25 J|uuj foo =] foo =]
Event End Date [2012-06-25 Jlﬂﬂﬂ [15 =] [10 =]
Credential Id |

Event type IAII j
Event Result All hd

Query Limit {1000

Generate | IHTI"u'1L vl

Bl& 9-2: —RFHES
3. FREFHMFNIT IR B ISR H .

4. HIEAEHIERE IR 1D IR, ETR € EIE 1D,
A IR SRR, TEE A

5. 1T DR ORI FAF R M P45 RRLIE R
NEONERoR TR SRR SR

O

Acknowledge
ApproveRequest
ChangePassword
CheckinCredential
ChecklnCredentialRequest
CheckinOverdue
CheckinOverdueRequest
CheckinOverdueTaskCompleted
CheckinCOverdueTaskStarted
CheckOutCredential
CheckOutCredentialRequest
CreateReguest
CredBackupPasswordChange
CredPasswordExpired
CredUpdaterCompleted
CredUpdaterStarted
CredVerifierCompleted
CredVerifierStarted
CsvimportTaskCompleted
CsvimportTaskStarted
DisplayPasswordCredential
ImportCredentials
ManualResetPassword
PendingManualResetPassword
RejectRequest
SelfSeniceApproveRequest
VerifyPassword
WithdrawRequest
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Bl 9-3: —RREMH - FHFRR

T DA SR o R JE S, W45 5N : Successful (I Failed R
AT AN CAER, oAU .

6. KHETIR, Kok RIET 1000 MOFAE AR E LR .

HEEHILE, WA “Query Limit” (BWIFRED 2075 S ER S R IC R E & .
7. FEEREME RN, REE—T “Generate” CHIME) HHRHIEMR S .
B

4 e HTMLU A U — R i, 168, s ¢ — R REREAR.

9.3 #HHERIE-RHIHRE
A BRI R R s, AT D R
1 EEEESR G B RB RS, W PSM B P &8 E IR R T .

TEE3ER, HAFF i Report (7R ->PSM -> Credential-User (JELIE-/ /), 4187 9-1
Hre

3. NUibtAR s L

N

Credential-User Report

Credential Type

Credential Id

=

Target Resource

Credential Tag ByEnvironment-SIT
ByEnvironment-DEV

ByEnvironment-UAT ;l

|
|
|
|E|yEn\nrnnment j

Generate | Im
Bx 9-4: BiE-RAFRE

4. FISAEEHNER: € P ESR PR UER Y RS, T HEE “Credential Type” (FEUFZRAY),

5. A EARERIVER:E R ZOR IR 1D KA, TETEE “Credential Id” (FEIIE D).
AT A R R, TR

6. #HiEH %%‘”@%EE’]E*E’]EH%EE’JT& , 1T E “Target Resource” (HFREYE).

TR BARTREE GEHESEIT. & EBE NI B A IRHERS
7. 1B “Credential Tag” (SEUFFRZE) 1H.

SCRFZANMEIEARSE GHESRAE Ctrl BRI, WHEZAMED. HEEDVITH B EIER
BRI, EIERE “-7

8. fREEORMR SIS, RIG1%— T “Generate” (HIE) HHIRHIMER
%ﬁ:

H>I

i POF A% UAIAEIE-HI i ie ], &S, M D FEIE-F RS FeA.
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9.4 #HIMERP-RIEHRE
R EGRIE P SRR, WEPATEL T PR
1 E RS 6 SRk B RS, W1 PSM B B & 18 ] PR B ATd

2. FEFIER, FWH|IE AT Report (FREF) ->PSM ->User-Credential (/- i) INEZE 9-1
Fs .
N7 I
User-Credential Report
User Store [DefaultStore =]
User or Group [User =]
Userid | _Search |
Role All -
Generate | [HTmC =]

EBlZ% 9-5: AR-SIEHRES
3. BEERMK “User Store” (FHP1EAE) ID.
4. 83 “User” (/) 8L “Group” (B4 4z —-.

AR BN TE T (I P A R R P RIER T, TEIERE “User” (HFD, HNEIERE
“User” (A,

5. fREZSRIMAIT 1D,
SCFEFZAHP D GERIESHIT). HEBENFA M 1D ffERE, EEA.

6. TEEM MO, mErMmEaA: Al (258, Requester (iR ) B Approver
(HEHEE D

All (48D FoR A JEH R AR
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